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1
Decision/action requested

It is proposed to add questions and interim agreements for security area #11 to the annex of TR 33.899 [x].
2
References
[x]
3GPP TR 33.889 v1.1.0 Study on the security aspects of the next generation system
3
Rationale

This contribution proposes to add questions for security area #11 in the Annex. Considering requirements, solutions, and its evaluation, as well as proposed conclusion, the following questions seems valid to ask.

For key issue #11.1, it needs to be decided whether it is in the scope of 3GPP or SA3, how to applications/services could deliver its security requirements to UEs. UE’s action based on that is next question (as described in the requirement of the key issue), but this seems more general question on this security area. Additional question is if this applications/services are limited to 3GPP application/services or not.

For key issue #11.2, the question is whether 5G UE shall be supported to collect security provided by the network, and shall indicate it to users when it is appropriate. Further questions are about the scope of security for indication, such as AN, CN signalling, UP data, and 3GPP services.
For key issue #11.3, the question is whether 5G UE shall be allowed to affect security between UE and network (by delivering its preferences other than default UE security capabilities). Similar questions to KI #11.2 should be asked on the scope of configuration (e.g. AN, CN signalling, UP data, and 3GPP services). 
For key issue #11.4, there is no question yet, because it seems general principle of flexible security for 5G.
4
Detailed proposal

It is proposed to add the following questions in Annex E.11 of TR 33.899.
*** Change Proposal ***
E.11 
Questions and Interim Agreements for security area #11

E.11.1 
Questions and Interim Agreements for Key Issue #11.1

E.11.1.0 
Questions in other clauses affecting this key issue

This key issue has dependency on questions related to UE control of security between UE and network for key issue #11.3

E.11.1.1 
UE’s awareness of and actions based on security requirements from service/applications
E.11.1.1.1 
Description of Question

Shall 5G UE be supported to aware security requirements of services/applications and to take an action based on it in 5G Phase 1? If so, how will it be addressed in the specification – just recommendation on its implementation, or specification of interface between UE and services/applications (in which specification?). It also needs to be decided whether this support is applicable to 3GPP application/services only or not.

E.11.1.1.2 
Interim Agreement

No, it’s not considered in Phase 1
NOTE: Solution #11.3 provides flexible framework of configuration, so APIs for support of security requirements of services/applications could be specified to use it in later phase, if it is appropriate. 
E.11.2 
Questions and Interim Agreements for Key Issue #11.2

E.11.2.0 
Questions in other clauses affecting this key issue

E.11.2.1 
UE’s awareness and indication of security 

E.11.2.1.1 
Description of Question

Shall 5G UE be supported to aware and collect security of signalling and connection, to indicate to users or applications in 5G Phase 1? If the answer is positive, to which of security is it applicable among AS, NAS signalling, User Plane traffic, and 3GPP services?

E.11.2.1.2 
Interim Agreement

Yes, 5G UE shall be supported to aware and collect of the security of signalling and connection, for the indication to users and applications in 5G Phase 1. Solution #11.2 shall be the base framework for configuration of security indication by UE and network, and applied to AS, NAS, and UP traffic in Phase 1.

E.11.3 
Questions and Interim Agreements for Key Issue #11.3

E.11.3.0 
Questions in other clauses affecting this key issue

Related questions will be updated when they are asked for related key issues, for example, #3.2 "Refreshing keys" and #7.1 "Refreshing of temporary subscription identifier".
E.11.3.1 
Security configuration based on preference by users or applications/services

E.11.3.1.1 
Description of Question

Shall 5G UE be supported to deliver security preference to the network in 5G Phase 1?

Shall 5G UE be allowed to act based on security preference of network, users, and possibly applications or services before/during/after security setup/negotiation procedures in 5G Phase1? If the answer is positive, to which of security is it applicable among AS, NAS signalling, User Plane data, and 3GPP services?

E.11.3.1.2 
Interim Agreement

Yes, 5G UE shall be supported to deliver its security preference to the network in Phase 1.

Yes, 5G UE shall be allowed to act based on security preference of networks and users in 5G Phase 1.

Solution #11.3 shall be the base framework for configuration of security preference by UE and network, and applied to AS, NAS signalling, and UP traffic in Phase 1.

*** End of Change Proposal ***

