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1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.
Solution #7.2 is about encryption of the permanent identifier towards the visited network.  Section 5.7.4.2.2.4 indicates which encryption algorithms could be used, but accidentally describes them as signature algorithms.  This pCR corrects the error.
2. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to [1]. 
~ ~ ~ Start of first text proposal ~ ~ ~
5.7.4.2.2.4
Encryption algorithms and algorithm selection  

UEs supporting this solution must support the ECIES encryption algorithm.

Editor’s note: It is ffs what reference to use for ECIES.

NOTE1:
An alternative encryption algorithm would be RSAES-OAEP (specified in PKCS #1 v2.2 and RFC 3447).

Editor’s note: It is ffs how best to support new algorithms in future, such as quantum computing resistant algorithms.  See the corresponding editor’s note in clause 5.4.4.1.2.4.

NOTE2:
It is important that any encryption algorithm used for this solution is probabilistic, so that the same identifier encrypted twice gives two different, unlinkable results.

~ ~ ~ End of first text proposal ~ ~ ~
3. References
[1]
3GPP TR 33.899, “Study on the Security Aspects of the Next Generation System”, version 0.3.0, July 2016.

3GPP


