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1. Introduction
This contribution resolves the following editor’s note in Clause 5.16:

Editor’s Note: Whether this problem is in scope is FFS
Editor’s Note: Whether this problem is in scope is FFS

Editor’s Note: The requirements are FFS

These editor’s notes are no longer needed because detectability of malicious V2X UE behaviour is considered out of scope of 3GPP.
It is also proposed to modify these editor’s notes into notes.

2. Proposed Changes
***************Start of Change 1****************
5.16
Key Issue #16: Detectability of Malicious LTE-V2X UE Behavior

5.16.1
Key issue details

A good security solution will prevent sending of false messages by malicious users and thereby prevents that a V2X LTE UE will receive and process a false warning message. Nonetheless, securing the communication only protects against attacks on the air interface, it does not prevent cases where the UE sends out faulty messages due to malware or faulty sensors. As a result, a receiving UE cannot tell from the security aspects of a received message whether the content of the message is trustworthy. And so, the problem that occurs is that a UE that receives for example an eminent crash warning may not be able to take appropriate action which may lead to unsafe road conditions. Consequently, the aim of V2X to improve road safety may not be achieved.

In short, the two problems that needs to be addressed are the following:

· False messages due to malware on the UE;

Note: This is outside the scope of 3GPP.
· False messages due to sensor failures.

Note: This is outside the scope of 3GPP.
Both problems cannot be addressed by only securing the communication channel and so other solutions should be investigated.

5.16.2
Security threats 

A V2X UE may be fooled into taking wrong decisions leading to unsafe road conditions

5.16.3
Security requirements

Note: There are no 3GPP requirements related to the above threat.
***************End of Change 1****************
3. Conclusion
SA3 is kindly requested to accept the changes proposed in section 2 to the TR 33.885.
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