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Abstract of the contribution: Resolve editor’s note in Clause 5.5. 
1. Introduction
This contribution resolves the following editor’s note in Clause 5.5:

Editor’s Note: Privacy issues are FFS.

This editor’s note is no longer needed as group agreed that privacy issues over PC5 interface are optional feature depending on regional regulatory requirements and/or operator policy. It is proposed to change this to a note.
2. Proposed Changes
***************Start of Change 1****************
5.5 
Key Issue #5: V2V/P authority broadcast communication security by UE for public information announcement over PC5 Interface

5.5.1
Key issue details

V2X messages transmission/reception for V2V/P services over PC5 interface pre-dominantly requires broadcast transmission. Threats and security requirements on V2V/P message broadcast differ from other V2X services and use cases. 

A UE is defined as any UE that is provisioned by organizations to provide information distribution on V2V/P services. Examples of an UE are pedestrian UEs and vehicle UEs including normal vehicles and authority vehicles such as emergency vehicles, law enforcement vehicles, and road construction vehicles or utility vehicles. UEs are expected to proceed with a registration procedure to receive authorization for the V2V/P service.

 A UE may send periodic broadcast V2V/P messages to inform other UEs in its proximity regarding vehicle or pedestrian’s moving status. In addition, the V2V/P message could be event-driven to inform nearby vehicles and pedestrians regarding a specific event. For examples, the data in authority V2V/P broadcast could describe authority-relevant information, such as law enforcement vehicle approaching, mandatory road closure, etc. 

V2V/P use cases that leverage this type of communication usually require UEs on vehicles or by pedestrians to make decisions or take actions based on the locally generated sensing information and data from the received V2V/P broadcast messages. V2V/P broadcast messages could provide information complimentary to receiving UE’s local sensing data. The expected receivers of V2V/P broadcast messages are any V2V/P service enabled UEs in the sender’s transmission range. Moreover, when a RSU in the sender’s range receives an event-driven V2V/P message, it may relay this broadcast message to vehicles/pedestrians in greater distance.

Attacks on V2V/P broadcast message of this type may mislead receiver UE regarding the current road condition and makes a wrong decision or action. The authenticity of the received information is expected to be validated. In addition, the integrity of V2V/P broadcast shall be validated to defend against forgery. Furthermore, the concern of anonymity or privacy exists. However, the concern is not severe, because the information is generated by a normal UE supporting V2V/P service and is intended for public consumption.

Note: Whether privacy issues are considered severe enough that require solution based on LTE security depends on regional regulatory requirement and operator policy. In general, application layer security is sufficient in addressing potential privacy issues by employing identifiers and credentials that are not linked to long-term UE or user identifiers. These credentials would be refreshed periodically.

***************End of Change 1****************
3. Conclusion
SA3 is kindly requested to accept the changes proposed in section 2 to the TR 33.885.
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