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Abstract of the contribution: Resolve editor’s note in 5.3.3. 
1. Introduction
This contribution resolves the following editor’s note in Clause 5.3.3:

Editor’s Note: It needs to clarify how to assure different type of secure environment.  
Editor's Note: These requirements are based on the traditional nodes in scope of 3GPP e.g. eNB and HeNB etc., and may need to be relaxed or enhanced, depending on the specific service requirements for the different types of “X” in V2X.

These editor’s notes are no longer needed as group decided not to address secure environment related requirements in the current release. It is proposed to remove the first editor’s note and modify the second editor’s note as in the proposed changes section.
2. Proposed Changes
***************Start of Change 1****************
5.3.3
Potential Security requirements

.

The secure environment should support secure storage of sensitive data, e.g. long term cryptographic secrets and vital configuration data.

The secure environment should support the execution of sensitive functions, e.g. protection of user data and the basic steps within protocols which use long term secrets.

Sensitive data used within the secure environment should not be exposed to external entities.

The secure environment should optionally check the integrity of the V2X entity’s boot process.

The secure environment should maintain the integrity of its own system and software.

The secure environment should be protected from illegitimate access (i.e. to the data that it stores and to the functions that it executes).

  
Note: These requirements are based on the traditional nodes in scope of 3GPP e.g. eNB and HeNB etc., and are not addressed in the current release.

For V2X services relying on access networks within the scope of TS 33.401[13] and 3GPP  TS 33.402[14], the 3GPP authentication and key Agreement and associated subscriber credentials and identities used to access the network shall reside on UICC within the V2X enabled UE, with the exception from 3GPP TS 33.402[14] regarding terminals that do not support 3GPP access capabilities.

***************End of Change 1****************
3. Conclusion
SA3 is kindly requested to accept the changes proposed in section 2 to the TR 33.885.
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