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1. Overall Description:

As part of the work on EAP Re-Authentication Protocol for WLAN (ERP-CT Work Item), CT4 have implemented the necessary protocol changes in 3GPP TS 29.273 to support the ERP functionality.

In principle, CT4 have included support for implicit bootstrapping, as described in IETF RFC 6696, and IETF RFC 6942.
CT4 also discussed about the need for supporting the explicit bootstrapping of ERP, but came to the conclusion that this option is not really needed, given that the operator can control for which users ERP is authorized, or not, by means of a subscription data parameter (introduced by CT4 as part of the ERP work).
This means that ERP will be bootstrapped as part of the initial full EAP authentication against the home 3GPP AAA Server (for those users whose profile authorizes such functionality), and the main drawback of the implicit bootstrapping, which is the potential waste of resources due to key generation for users that will never use ERP, is negligible. Moreover, as explained in the attached Discussion Paper, there is a risk that the explicit bootstrapping mode will not work when multiple 3GPP AAA servers are deployed.

Therefore, the proposal by CT4 is to recommend using always the implicit bootstrapping mode, and not to require support for explicit bootstrapping in the 3GPP specifications.

CT4 have noticed that SA3 have documented the explicit bootstrapping mode in 3GPP TS 33.402, but it is not clear whether this option is intended to be mandatorily supported.

2. Actions:

To SA3 group.

ACTION: 
CT4 would like to ask SA3 to assess whether the proposal to not requiring support for explicit bootstrapping is acceptable and, if agreed, consider updating 3GPP TS 33.402 accordingly to reflect this decision. Otherwise, if explicit bootstrapping is considered as needed, CT4 and CT1 would need to implement the necessary protocol changes as soon as possible (in the Rel-14 timeframe), so a prompt answer would be appreciated.
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