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1
Opening of the Meeting (9:00 on Monday)

2
Approval of Agenda and Meeting Objectives

3
IPR Reminder

4
Meeting Reports
4.1 Approval of the report from SA3#86 and SA3 ad-hoc
4.2
 Report from SA#75
4.3
 Report from SA3-LI

5
Items for early consideration

Note: For contributions to this agenda item, please contact the chairman in advance of the meeting

6
Reports and Liaisons from other Groups

6.1
 3GPP Working Groups

6.2
 IETF

6.3 ETSI SAGE

6.4
 GSMA

6.5
 3GPP2

6.6
 OMA

6.7
 TCG

6.8 oneM2M
6.9 TC-CYBER

6.10 ETSI NFV security
6.11 Other Groups

7
Work Areas

Note: 

•
For Rel-13, member companies are requested to focus their input only on essential FASMO (frequent and serious mis-operation) corrections. 

•
For Rel-14 completed items, member companies are requested to focus their input on essential corrections.
7.1 Security Assurance (Rel-15)
7.1.1
Security Assurance Specification for 3GPP network product classes (General, TS 33.117) (SCAS-SA3)
7.1.2   Security Assurance Specification for 3GPP network product classes (MME, TS 33.116) (SCAS-SA3)
7.1.3
Security Assurance Specification for PGW network product class (PGW, TS 33.250) (SCAS_PGW)
7.1.4
Security Assurance Specification for eNB network product class (eNB, TS 33.216) (SCAS_eNB)
7.1.4
Other

7.2 Security of the Mission Critical Service (MCSec) (Rel-14)
7.3
 Security aspect of architecture enhancements for LTE support of V2X services (V2XLTE-Sec) (Rel-14)

7.4 Security aspects of 5G System - Phase 1 (5GS_Ph1-SEC) (Rel-15)
7.5 EPC enhancements to support 5G New Radio via Dual Connectivity (EDCE5) (Rel-15)
      7.6 Other work areas
7.6.1
SAE/LTE Security
7.6.2
IP Multimedia Subsystem (IMS) Security

7.6.3
Network Domain Security (NDS)
7.6.4
UTRAN Network Access Security
7.6.5
GERAN Network Access Security
7.6.6
Generic Authentication Architecture (GAA)
7.6.7
Multimedia Broadcast/Multicast Service (MBMS)
7.6.8
Security Aspects of Home(e)NodeB (H(e)NB)
7.6.9
Security Aspects related to Machine-Type Communication ((e)MTC)
7.6.10
Security Aspects of Isolated E-UTRAN Operation for Public Safety (IOPS)
7.6.11
Security of MCPTT (MCPTT)
7.6.12
Security for Enhancements to Proximity-based Services - Extensions (eProSe-Ext-SA3)
7.6.13 Enhanced Access Security for Extended Coverage GSM in relation to Cellular IoT (EASE_EC_GSM)
7.6.14 Security Aspects of Narrowband IOT (CIoT)
7.6.15 Battery Efficient Security for very low Throughput Machine Type Communication Devices
           (BEST_MTC_Sec)
7.6.16 New GPRS algorithms for EASE (EASE_ALGOs_SA3) (Rel-13)

7.6.17 Support of EAP Re-Authentication Protocol for WLAN Interworking (ERP) (Rel-14)

7.6.18
Other work items

8
Studies

8.1 Study on IMS Enhanced Spoofed Call Prevention and Detection (FS_ESCAPADES) (Rel-14)
8.2 Study on security aspects for LTE support of V2X services (FS_V2XLTE) (Rel-14)
8.3 Study on Architecture and Security for Next Generation System (FS_NSA) (Rel-14)
8.3.1    Security architecture
8.3.2
Authentication
8.3.3
Security context and key management
8.3.4
RAN security
8.3.5
Security within NG-UE
8.3.6
Authorization
8.3.7
Subscription privacy
8.3.8
Network slicing security 
8.3.9
Relay security
8.3.10
Network domain security
8.3.11
Security visibility and configurability
8.3.12
Credential provisioning
8.3.13
Interworking and migration 

8.3.14
Small data 

8.3.15 Broadcast/Multicast security
8.3.16
Management Security 

8.3.17 Cryptographic algorithms
8.3.18 Other

8.4 Study on Mission Critical Security Enhancements (FS_MC_Sec) (Rel-14)
8.5 Study on security aspects of enhancements to ProSe UE-to-Network Relay (FS_REAR_Sec) (Rel-15)
      8.6 Other study areas
8.6.1 Security Assurance Specification for 3GPP network product classes (33.926) (SCAS)
8.6.2 Study on Battery Efficient Security for very low Throughput Machine Type Communication Devices
         (FS_BEST_MTC_Sec)
8.6.3 Study on Security for Proximity-based Services (FS_ProSe_Sec)
8.6.4 TR on Security Assurance scheme for 3GPP network products (33.916) (SCAS-SA3TR)
8.6.5 Other study items
9
Review and Update of Work Plan

10
Future Meeting Dates and Venues
11
Any Other Business

12
Close (Friday 16:00)
Meeting Objectives:

· Completion of Rel-14 items
· Rel-15 study and work items (FS_NSA, 5GS_Ph1-SEC and EDCE5)
Draft Schedule of the Meeting:

Monday

· Agenda items 1 – 4

· 9.
Review and update of work plan

· 6.
Reports and Liaisons from other Groups

· 5.
Items for early consideration
· 8.4
Study on Mission Critical Security Enhancements (FS_MC_Sec) (Rel-14)

· 7.2
Security of the Mission Critical Service (MCSec) (Rel-14)

· 8.2
Study on security aspects for LTE support of V2X services (FS_V2XLTE) (Rel-14)
· 7.3
Security aspect of architecture enhancements for LTE support of V2X services (V2XLTE-Sec) (Rel-14)
Tuesday
· 7.5
EPC enhancements to support 5G New Radio via Dual Connectivity (EDCE5) (Rel-15)

· 7.4
Security aspects of 5G System - Phase 1 (5GS_Ph1-SEC) (Rel-15)

Wednesday

· Handling of output documents
· 8.3 
(8.3.1 – 8.3.18) Study on Architecture and Security for Next Generation System (FS_NSA) (Rel-14)
Thursday

· Handling of output documents
· 8.3
(8.3.1 – 8.3.18) FS_NSA remaining documents

· 7.1
(7.1.1 – 7.1.5) Security Assurance (Rel-15)
· 7.6
(7.6.1 – 7.6.18) Other work areas

· 8.1 Study on IMS Enhanced Spoofed Call Prevention and Detection (FS_ESCAPADES)
Friday
· Handling of output documents
· 8.5
Study on security aspects of enhancements to ProSe UE-to-Network Relay (FS_REAR_Sec) (Rel-15)
· 8.6
(8.6.1 – 8.6.5) Other study areas
· Agenda items 10 – 12

Additional break-out sessions may be arranged in the evenings.
Notes:
General points:

· We should conclude Rel-14 items

· Repporteurship clean-up of old work items is required
5G security prioritization:
· Input to TSes (33.401 and 33.501), these must be based on approved interim agreements
· Interim agreements on agreed questions

· Interim agreements and questions associated to 5GS_Ph1-SEC and EDCE5

· Input to TR (solutions, evaluations and conclusions) will get lower priority

FS_NSA:

· For FS_NSA we should prepare a dependency chart (key issues and working groups) that I will take to SA-Plenary

· Key issues agreement as in S3-1622122 will be followed

· New security areas and key issues are not expected in this meeting as we must conclude the study
· Agree on Phase 1 topics

· Joint meeting with SA2 can be planned during the March ad-hoc and with Stage 3 groups in 2018
Release based deadline is available in SP-60913 “3GPP Work Plan review at Plenary #74”:
· Rel-14:

· Stage 1: Freezing date March 2016

· Stage 2: Freezing date September 2016

· Stage 3: Target date March 2017

· ASN.1 freeze: Target date June 2017

· Rel-15 (aka "5G phase 1"):

· Stage 1 freeze: June 2017

· Stage 2 freeze: December 2017

· Stage 3 freeze: June 2018

· ASN-1 freeze: Sept 2018

· Rel-16 (aka "5G phase 2"):

· Stage 1 freeze: December 2018

· Stage 2 freeze: June 2019

· Stage 3 freeze: December 2019

· ASN-1 freeze: March 2020
