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1. Overall Description:

SA3 has discussed how to support multiple security domains within the MC System, supported by different logical KMSs. When encrypting from one security domain to another, the initiator and receiver require knowledge of the security domain of the other party.

To achieve this, the KMS used by each user needs recorded alongside the user’s MC Service ID within ‘address books’ in the MC system. Specifically, the following describes the situations where KMS information is needed:
-
On initiating a MCPTT private call, the initiating UE requires knowledge of the KMS of the receiving user.

-
On receiving a MCPTT private call, the receiving UE requires knowledge of the KMS of the initiating user.

-
On initiating a MCVideo private call, the initiating UE requires knowledge of the KMS of the receiving user.

-
On receiving a MCVideo private call, the receiving UE requires knowledge of the KMS of the initiating user.

-
On initiating a MCData one-to-one SDS or file transfer, the initiating UE requires knowledge of the KMS of the receiving user.

-
On receiving a MCData one-to-one SDS or file transfer, the receiving UE requires knowledge of the KMS of the initiating user.

-
The Group Management Server requires knowledge of the KMS of each member of the group.

-
Group members require knowledge of the KMS of the group management server.

-
The MCX Server(s) requires knowledge of the KMS of users connected to the server. 

-
MC users require knowledge of the KMS of the MCX Server(s) to which they connect. 

Note that in most cases, the KMS will be the Home KMS. It may be more space efficient to only keep a record where the KMS is not the Home KMS.

Considering the configuration data already defined, the following are suggestions of modifications to store the information above in the configuration database:
-
Within MCPTT user profile data (Table A.3-1 of TS 23.379 [19]): As an entry per-user, within the 'List of user(s) who can be called in private call'. The entry shall contain the 'KMSUri' of the user’s KMS.

-
Within an equivalent place as above within the MCVideo user profile data for an MCVideo private call (the appropriate lists do not yet exist within the user profile data).

-
Within an equivalent place as above within the MCData user profile data for an MCData SDS message (the appropriate lists do not yet exist within the user profile data).

-
Within Common group configuration data (Table A.4-1 of TS 23.280 [8]): The entry ‘Group Management Server KMS’. The entry shall contain the 'KMSUri' of the KMS used by the Group Management Server.

-
Within Common group configuration data (Table A.4-1 of TS 23.280 [8]): As an entry per-user, within the 'List of group members'. The entry shall contain the 'KMSUri' of the group member’s KMS.

-
Within the IdM access token (Table B.1.2.2-1 of TS 33.180): An entry providing the ‘KMSUri’ of the authenticating user to the MCX Server.  

-
On configuration of the UE with the URI of the GMS or MCX Server, an entry providing the ‘KMSUri’ of the GMS or MCX Server (respectively).
SA3 kindly asks SA6 to consider these suggestions, and specifically where the KMS URI needs to be stored within the MC System to support multiple security domains.
2. Actions:

To SA6 group.

ACTION: 
SA3 asks Sa6 group to consider where the KMS URI needs to be stored within the MC System to support multiple security domains
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