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1
Decision/action requested

This contribution provides an update to the solution #1.26 to include a call flow for the untrusted non-3GPP access. All the proposed text is new and is proposed to be added at the end of the existing text in section 5.1.4.26.2 Solution Details
2
References

[1] 3GPP TR 33.899 V1.0.0
[2] RFC 5295 Specification for the Derivation of Root Keys from an Extended Master Session Key (EMSK)
3
Rationale

This contribution provides an update to the solution #1.26 to include a call flow for the untrusted non-3GPP access. The call flow illustrates how the same EAP framework/flow can be used over non-3GPP access irrespective of whether it is for an initial registration or subsequent registration of the UE to the 5G core network.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in TR 33.899.
NOTE to the Editor: All the below text is new. It is proposed to be added at the end of the existing text in section 5.1.4.26.2 Solution Details of TR 33.899
***
BEGIN OF FIRST CHANGE
***
Detailed Call flow:

[image: image1.emf]NG-UE

AUSF

5. N2 RegistrationRequest 

(UE Identity, Registration type)

4. AMF selection

Untrusted 

non-3GPP

Access Network

N3IWF

1b. UE discovers the IP address of N3IWF

1a. UE connects to untrusted non-3GPP access 

network and allocated an IP address

3. IKE_AUTH Req (IDi = UE Identity, Registration type, [AUTH])

2. IKE_SA_INIT

6. AUSF Selection

18.N2 DL NAS Transport

(RegistrationAccept)

21. N2 UL NASTransport

(Registration

Complete)

11. IKE_AUTH Res

(EAP-Success)

10. N2Registration Response

(K_N3IWF,SMC Request,

[EAP-Success])

SEAF/

AMF

9. AAA Key Response

(EAP-Success,K_SEAF)

15. NAS over IPsec (SMC Request)

17. N2 UL NAS 

Transport 

(SMC Complete)

16. NAS over IPsec (SMC Complete)

19. NAS over IPsec (Registration Accept)

20. NAS over IPsec (Registration Complete)

14. IPsec SA established

12. IKE_AUTH Req (AUTH)

13. IKE_AUTH Res(AUTH)

7. AAA Key Request

(UE Identity, 

Registration type)

8. EAP authentication


1a. The NG-UE connects to untrusted non-3GPP access network and gets an IP address allocated.
1b. The NG-UE discovers the IP address of the N3IWF. 
2. The NG-UE establishes an IKE SA with the N3IWF.

3. The NG-UE sends an IKE_AUTH request message to the N3IWF.  The NG-UE includes the UE identifier, registration type and optionally AUTH payload. There are three different registration types for non-3GPP access and depending on the registration type, the UE sets the IDi field to the corresponding UE identity.

NOTE: The term “Type 1, 2, and 3” is used for an illustrative purpose. The term and its meaning will need to be aligned with the SA2 terminology and defitions (including whether the UE needs to explicitly include these types) during the normative phase.
· Type 1: the NG-UE is not registered in the 5G core network. In this case, the NG-UE sets IDi to its permanent identity or an identity that maps to the permanent identity of the NG-UE at the AUSF
· Type 2: the NG-UE is registered to a 5G core network and attemps to be registered via N3IWF that is in the same PLMN as the AMF it is registered. The NG-UE can determine whether the N3IWF is in the same PLMN as the AMF it is registered based on the non-3GPP access configuration in the NG-UE and discovery in step 1b. In this case, the NG-UE sets IDi to its temporary identity allocated by the AMF (e.g., 5G GUTI that includes the gloabally unique AMF identity equivalent to GUMMEI) during its prior registration. 
· Type 3: the NG-UE is registered to the 5G core network and attempts to be registred via N3IWF that is in a different PLMN than the AMF it is registered. In this case, the UE sets IDi to the EMSKName@realm. The EMSKName enables the AUSF to locate the corresponding EMSK that has been established when the NG-UE first registered to the network. The realm part includes the home realm to route the requests to the home network.
For registration type 2 and 3, the UE computes the AUTH payload based on the K_N3IWF derived from the anchor key established with the 5G network and includes it in the IKE_AUTH rquest. For registration type 1, the AUTH payload is not included.
4. The N3IWF selects the AMF based on the UE identity provided by the UE in the IDi payload. For type 2 registration, the N3IWF selects the AMF using the temporary identity. For other registration types, the N3IWF selects an AMF based on the policy configured by the PLMN and information provided by the UE.
5. The N3IWF sends an N2 registration request that includes the UE identity and registration type to the AMF. 

[Optional procedures] steps 6 – 9
The AMF behavior upon receiving the N2 registration request is determined by the registration type.

For the registration type 1 or 3, the step 6 is performed.

For registration type 2, if the AMF has the valid UE security context (e.g., not expired), the steps 6 – 9 are skipped and step 10 is performed. If the UE context is expired or the AMF determines that a new authentication is needed, the step 6 is performed. In this scenario, the AMF uses the UE permanent identity stored as a part of the UE context as a UE identity in step 7. If the AMF cannot locate the UE context, the AMF sends a registration reject to the UE which would release the IKE SA and the UE should intiate a new registration with either registration type 1 or 3.
6. The AMF selects an AUSF based on the UE identity and registration type. For registration type 1 or 2, the AMF obtains the home network information (e.g., MCC|MNC) from the UE identity. For registration type 3, the AMF determines the home network using the realm part of the UE identity.   

7. The AMF/SEAF sends a key request to the AUSF.

8.  If the registration type is 1, the AUSF performs an EAP authentication with the NG-UE. The EAP authentication method is selected based on the UE Identity and the details are EAP authentication method dependent. For registration type 2 or 3, the AUSF determines whether to trigger a new EAP authentication or use key from previous authentication (e.g., EMSK) to derive fresh keys for the AMF/SEAF and skip the EAP authentication.
NOTE: Irrespective of the registration type, the AUSF can always trigger an EAP authentication.

If EAP authentication was performed, the AUSF derives a set of fresh keys (i.e., MSK and EMSK) resulting from the EAP authentication run and subsequently derives an anchor key for the SEAF (i.e., KSEAF) in the requesting network from the EMSK. Otherwise, the AUSF derives an anchor key for the SEAF from the EMSK identified by the EMSKName (for registration type 3) or the UE identity (for registration type 2). The AUSF shall not use the MSK to derive the anchor key and instead shall always use the EMSK (see NOTE 2b in clause 5.2.4.19.2.2 for reason why EMSK is used instead of the MSK).
NOTE: EMSK is associated with an EMSKName and identified by the EMSKName (see RFC 5295 [2]). 

9. The AUSF sends a key response to the AMF/SEAF containg the anchor key. If an EAP authentication has been performed in step 8, the AUSF includes an EAP-SUCCESS message in the key reponse.  

10. The AMF/SEAF derives a key for N3IWF (KN3IWF) based on the anchor key and sends a N2 registration response message containing the KN3IWF and the NAS SMC. If the AMF/SEAF received an EAP-SUCCESS message in the key reponse message in step 9, the AMF/SEAF includes the EAP-SUCCSS in the N2 registration response.
[Optional procedures] steps 11 – 12 

11. If the N3IWF received an EAP-SUCCESS message in N2 registration reponse in step 10, the N3IWF sends the EAP-SUCCSS to the NG-UE. Otherise, steps 11 – 12 are skipped.
12. The NG-UE computes an AUTH payload using KN3IWF obtained from the successful authentication (i.e., derived based on the anchor key resulting from the authentication) and sends an IKE_AUTH request containing an AUTH payload generated using the key, to the N3IWF.
13. The N3IWF verifies the AUTH payload received from the NG-UE either in step 3 or in step 12, using the key received from the AMF (i.e., KN3IWF). If the AUTH payload is successfully verified, the N3IWF sends an IKE_AUTH response containing an AUTH payload generated using KN3IWF, to the NG-UE.
14. If the NG-UE successfully verifies the AUTH payload provided by the N3IWF, an IPSec SA is established.
15. The N3IWF sends the NAS SMC received from the AMF in step 10 to the NG-UE over the IPsec tunnel.

16. The NG-UE sends a NAS SMC complete message over the IPsec tunnel.

17. The N3IWF forwards the NAS SMC to the AMF over N2 the UL NAS transport.

18. The AMF sends a NAS registration accept over N2 DL NAS transport.

19. The N3IWF forwards the NAS registration accept to the NG-UE over IPsec tunnel. 
20. The NG-UE sends a NAS registration complete over the IPsec.

21. The N3IWF forwards the NAS registration complete to the AMF over the N2 UL NAS transport.

***
END OF FIRST CHANGES
***
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