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1
Decision/action requested

To include the proposed pCR(clause 4) in TS 33.899 [1].
2
References

 [1]
3GPP TS 33.899, Study on the security aspects of the next generation system, v1.0.0
3
Rationale

This contribution provides an evaluation of solution 12.4 “Authentication Procedure for credential provisioning”.
4
Detailed proposal

***************Start of Changes****************
5.12.4.4.4
Evaluation 
This solution straightforwardly addresses KI#12.1 and 12.2, by performing Attach procedure with mutual authentication between the device and the network for credential provisioning and uses the remote provisioning mechanism defined by the  GSMA Remote SIM Provisioning (RSP) specification SGP.02[49]. This solution uses the eUICC ID and pre-provisioned eUICC credentials (eUICC certificate and its private key) as defined in GSMA RSP specification SGP.02[49] for identification and authentication for the provided connectivity. Key generated as the result of authentication is used to secure the communication between the UE and the network. With the authenticated Attach procedure and secured communication, the solution mitigates the security threat identified in Key Issue #12.1 and Key Issue # 12.2.
***************End of Changes****************
