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Decision/action requested

Approve the proposed changes under clause 4.
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Rationale

This contribution proposes an analysis on the feasibility to support and negotiate slice-specific security features. Few key issues raise this in our TR 33.899 [1], and several solutions already propose mechanisms for slice-specific security negotiation and activation. One observation though is that the draft SA1 TS 22.261 [2] does not contain any service requirements related to this.
The analysis assumes that UP security is terminated in RAN, that the support of integrity protection is mandatory for the network and that the UE security capabilities are always sent to the CN, e.g. in the initial registration message. Furthermore, based on the descriptions in the SA2 draft TS 23.501 [3] and RAN3 TR 38.801 [4], for the scenario of a UE connected simultaneously to multiple Network Slices, the Control Plane would be common. Therefore, it is assumed that any the slice-specific security features would only apply to the User Plane. 

Three aspects are addressed: First the granularity of the UP protection, second the choice of the negotiable security features and third the support in terms of procedures based on the progress in the other working groups.
3.1
Granularity of the UP protection

On the support of network slicing, clause 5.15 in draft TS 23.501 [3] states that a Network Slice could be potentially served by multiple PDU sessions and that PDU sessions cannot be shared between slices. Figure 3.1-1 from RAN2 TR 38.804 [5] illustrates the QoS architecture. The main observation is that a Radio Bearer serves only one PDU session. It is also worth noticing that a Radio Bearer can support multiple QoS flows but the flows would be indistinguishable at the PDCP layer, assuming the latter remains as the security layer.
Based on this, the most granular level of UP protection would be at the Radio Bearer. In fact, a Radio Bearer is served by one and only one PDCP entity. Technically, within the same device each active PDPC entity could have a different security configuration than the other ones. Therefore, for the granularity of the UP protection negotiation, three scenarios are then possible depending on the use cases.
Network Slice-specific: It is possible that the set of all radio bearers serving a Network Slice support the same security features. For example, a Network Slice for access to an enterprise network would not benefit from the security of the radio interface if IPsec is used to secure the communication between the UE and the Data Network. Therefore, security could be disabled for all the corresponding Radio Bearer.

PDU session-specific: It is also possible that within the same Network Slice, the set of Radio Bearers serving a PDU sessions support the same security configuration. For example, a Network Slice for a Public Safety organisation could provide multiple services through different PDU sessions. A PDU session for Mission Critical Services (IMS and HTTP) does not benefit from an additional security on the Radio Interface. This is because all the corresponding traffic would be protected by IPsec or TLS. Neither does a PDU session for access to the PS organization’s internal network. A PDU session for internet access, e.g. for other IoT devices belonging to the same PS agent whose UE is relaying the data, could potentially only require integrity protection while a PDU session for standard voice services requires only ciphering.

[image: image1.emf]UE NR Node NG-UP Peer

E2E Service

NG-RAN NG-CN Internet

E2E Service

PDU Session

Radio Bearer

Radio Bearer

NG3 Tunnel

TBD

TBD

QoS Flow

QoS Flow

QoS Flow


Figure 3.1-1: QoS architecture in NR and NextGen Core from TR 38.804

Radio Bearer-specific: This is the most granular level. There are no clear use cases supporting Radio Bearer with different security configurations serving the same PDU session. Furthermore, should the negotiation of the security features between the UE and the CN take place during the PDU session establishment, the RAN bearer setup for that session could neither be known nor anticipated. Therefore, this scenario is ruled out.
3.2
Negotiable security features

For each Radio Bearer, the following security feature could be negotiated: the use of integrity protection (enable/disable), the use of cyphering (enable/disable), the choice of the integrity algorithm, and the choice of the cyphering algorithm. 

All the examples in clause 3.1 relate to the first two features. For the remaining features, it is not clear for which type of services or applications, the choice of the cryptographic algorithms for the protection of the Radio Bearers matters. In other terms, is there any service for which the Next Generation System could make use of a feature in which a preference on the choice of cryptographic algorithms is provided to the RAN on PDU session basis.
For the time being, we rule out the negotiation of the cryptographic algorithms at the PDU session or Network Slice level.
3.3
Relevant procedures

In order to estimate the potential impact of such a slice-specific security negotiation and determine whether new procedures are required, two aspects are considered. 
First, the RAN must be made aware of the link between a Network Slice and serving PDU session. According to TR 38.801 [4], this is already the case as described in clause 8.8 on the realization of Network Slicing. During initial context establishment or any PDU session related procedure, the RAN will be provided the necessary information on the corresponding Network Slice (Slice ID) as illustrated in Figure 3.3-1. In this flow, the RAN could be made aware of any security preference for the corresponding Network Slice or PDU session by for example including this information in the message from CN Node2. 
Second, the UE must be made aware of the final decision to setup the security for the Radio Bearers serving the Network Slice or the PDU session in question. For this purpose, the legacy RRC Reconfiguration procedure could be enhanced so that the RAN can indicate such security preferences during the Radio Bearer addition.
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Figure 3.3-1: NW Slice-aware PDU Session Setup/Modify/Release from TR 38.801

3.4
Conclusion
Based on the analysis above, the main observations are:
· There are already use cases where it could be beneficial to control the security of the User Plane Radio Bearer on a PDU Session-specific basis.

· The most relevant security features that could be potentially negotiated per PDU Session are the activation/deactivation of integrity protection and ciphering

· There are already procedures which could be enhanced to realize the negotiation scheme.
4
Detailed proposal

SA3 is kindly requested to approve the solution in the companion contribution [6] for inclusion in TR 33.899 [1].
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