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1
Decision/action requested

Solution from research was discussed in GSMA and asked to be evaluated in 3GPP. Sumary of solution was presented in NSA telco #17.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)
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3
Rationale

(With bullet points, describe the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).

(For pseudo CR, the reason for change(s) and summary of change(s) must be clearly explained.)

4
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)

**** change 1

Note to editor: pls. add reference [Y] to TR
**** change 2

5.7.4.z
Solution #7.z: <solution name>

5.7.4.z.1
Introduction  

This solution addresses addresses key issue #7.2. 


This solution as described in [Y] avoids IMSI catching by the usage of pseudonyms and is similar to solutions #7.3, #7.4, #7.12, and #7.X
.
Note, the following gives only a short summary of the solution proposals. Details can be followed in the publication [Y] directly.
5.7.4.z.2
Solution details  
The subscriber’s IMSI is replaced with a changing pseudonym called the Pseudo Mobile Subscriber Identifier (PMSI), which is only identifiable by the USIM’s home network. The structure of a PMSI is the same as that of an IMSI such that visited network is unaware of the fact it is not the real identity of the UE. 

The scheme requires the AuC to store three additional values for each USIM: the current PMSI in use by the subscriber, a future PMSI, and a new shared secret key k, which is used to encrypt a new pseudonym within the RAND=Ek(P,SQN). Whenever a USIM switches to a new PMSI, it essentially starts a new attach procedure towards the network. The recorded IMSIs are set to 'current' as soon as the home network receives a 'location update' message on the new IMSI. 

The SIM needs to keep track on the changing of pseudonyms. For this purpose, it is supplied with a new shared secret key k.  During AKA the SIM needs to do an additional operation to decrypt RAND using k, confirm the correctness of the sequence number and retrieve P.

Since SQN is included in the creation of the RAND and only the SIM can decrypt the RAND to retrieve PMSI, this method provides an additional check that the HN has sent the challenge and it is not faked by the SN.

If sequence numbers are added to 2G, this solution is also valid for 2G: adding SQN in 2G with a wider range allows message authentication to the challenge, prevents replay of a challenge and allows to recognise false challenges. Hence, since 2G has no network authentication by nature, this proposal would allow the SIM to authenticate the HN by including SQN in the encryption process of RAND.

Editor's Note: It is FFS to provide recovery procedure.

Editor's Note: It is FFS to describe how the solution is safe from PMSI desynchronization attack.

Editor's Note: It is FFS to determine how LI at serving network is achieved.

5.7.4.z.3
Evaluation 

Tbd.
�Note to editor: Cross-link to solution in S3-170759








