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1
Decision/action requested

Agree on the pCR below.
2
References

[1]
3GPP TR 33.899 v0.7.0, Study on the security aspects of the next generation system
3
Rationale
The solution for mobility in RRC inactive state proposed in this pCR, address key issue #4.4 in TR 33.899 [1].

Key issue #4.4 is updated as well in this pCR.
4
Detailed proposal

***BEGIN CHANGES***
5.4.3.4

Key issue #4.4: Security aspects of inactive mode mobility
5.4.3.4.1
Key issue details

The Next Generation system willinclude UE mobility in RRC_INACTIVE state according to TR 38.804 v0.7.0 [x]. 
Clause 5.5.2.1 in TR 38.804 [x], describes the new UE mobility functionality named RAN-based notification area management. A UE in the RRC_INACTIVE state can be configured with the RAN-based notification area by the network (gNB). The RAN-based notification area can cover single or multiple cells and can be smaller than CN area. When the UE is leaving this configured RAN notification area then the UE shall initiate an update of its location in the network (gNB). 
The scope of this Key issue is the security aspects of this new UE mobility procedure.

5.4.3.4.2
Security threats 
A malicious UE could, on behalf of a real UE, update the UE location in the network (gNB) and fool the network to belivev that the real UE is in a different location compared to where the real UE is actually located 

This attack could imply that when the network attempts to page the real UE in the new updated RAN-based notification area, the real UE is not reachable.

This attack could also imply that the attacker (malicious UE) could move the UE security context from one gNB to a different gNB, so that when the real UE has UP data pending to be sent to network and initiates transfer to RRC_CONNECTED state, the gNB may not be able to find the UE security context identified by the Resume ID. 
For a gNB with knowledge of KAN, shared with a UE, if it can predict any future KAN that will be used between the same UE and another gNB, the confidentiality of messages may be broken. 
5.4.3.4.3
Potential security requirements

The network (gNB) shall be able to perform UE verification to be able to detect a malicious UE acting on behalf of a real UE.

If a UE initiates a new RAN notification area management procedure in order to update its new location in the network (gNB) and is connecting to a new (another) gNB, a new KAN shall be derived between the UE and the new gNB.
***NEXT CHANGE***
5.4.4.x
Solution #4.x: Security solution for inactive mode mobility 

5.4.4.x.1
Introduction
This security solution addresses key issue #4.4, "Security aspects of inactive mode mobility".

This security solution addresses clause 5.5.2. in TR 38.804 [x] where the UE state RRC_INACTIVE and the UE state machine is described. According to clause 5.5.2.1 in TR 38.804 [x], RAN-based notification area management has been introduced in RRC_INACTIVE state.   
The AN does not release the UE context when it moves into RRC_INACTIVE state. 
This security solution is based on the following assumptions:

- 
the CN CP UE security contexts are established at attach; 
- 
the AN has a master key similar to the KeNB in LTE; This master key in AN is derived from the CN CP UE security context. Further security keys used in AN for integrity protection and encryption are derived from the master key in AN.
- 
an equivalent to the {NCC, NH} pair defined in LTE is reused in NextGen;

-
Next Hop Chaining Counter (NCC) is provided to the UE from AN either in previous RAN notification area management procedure or in the message RRC Connection Suspend at state transition from RRC_CONNECTED to RRC_INACTIVE. The NCC is associated with the master key in AN (similar to KeNB in LTE), that is to be used by the UE and AN at subsequent RAN notification area procedure. The UE performs key derivation, either horizontal or vertical key derivation by checking the NCC value when it decides to initiate a new RAN notification area management procedure;
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Figure 5.4.4.x.1-1: RAN notification area management procedure (mobility within RRC_INACTIVE state)
NOTE: This solution for RAN notification area management procedure is using the same terminology (i.e. same signaling message names) as used for the RRC connection resume and suspend procedures defined in LTE Rel-13. The terminology must be updated when RAN2 has progressed in their work. 
It is assumed for this procedure that the UE is attached to the network and a PDU session is established. 

It is assumed that the network provided a NCC value, a new RAN-based notification area and a new Resume ID to the UE, either when the network (gNB) initiated the state transfer from RRC_CONNECTED to RRC_INACTIVE state, or in the previous RAN notification area management procedure.
1. The UE and AN are in RRC_INACTIVE state. 
2. The UE is selecting a new cell and discovers that it has left the configured RAN notification area and must initiate a new RAN notification area management procedure in order to update its new location in the network (gNB). 
The UE performs key derivation, either horizontal or vertical key derivation by checking the last received NCC value received from AN at transition to RRC_INACTIVE state or in the previous RAN notification area management procedure. The UE derives the AN CP keys and AN UP keys from the AN master key. The UE calculates a MAC using the new AN CP keys. The UE transmits the Resume ID and the MAC to AN in (msg 3) RRC Connection Resume Request message. This solution assumes that the (msg 3) RRC Connection Resume Request message cannot be encrypted in PDCP because the AN may not yet have the necessary keys. The MAC is minimum 16 bits (similar to ShortResumeMAC-I) or longer, e.g., 32 bits (similar to MAC-I).
If the UE has moved into a new cell controlled by a different AN (new AN), then continue with step 3 and step 4.

If the UE has moved into a new cell controlled by the same AN (i.e. old AN and new AN is the same AN), then AN identifies the UE security context by using the Resume ID.  The AN performs same key derivation functions as the UE in step 2 and verifies the MAC. If the verification of the MAC.is successful, then continue with step 5.
3. The new AN node identifies the old AN node based on the Resume ID received from the UE in step 3. The new AN provides the Resume ID, the MAC to the old AN. The old AN identifies the UE security context.  The old AN performs same key derivation functions as the UE in step 3 and verifies the MAC.

4. If the verification of the MAC.is successful, then the old AN responds to the new AN with the UE security context.

5. The AN indicates to UE that it has updated the UE’s RAN location successfully and responds by sending message (msg4) RRC Connection Suspend to the UE. The RRC Connection Suspend message is encrypted and integrity protected in PDCP.

A new identifier identifying the UE security context in AN, the Resume ID, that is to be used at the subsequent RAN notification area management procedure or at transition from RRC_INACTIVE to RRC_CONNECTED state, is provided as well. The Next Hop Chaining Counter (NCC) associated with the AN master key that is to be used at subsequent RAN notification area management procedure or state transition from RRC_INACTIVE to RRC_ACTIVE state, is also included. If no unused {NH, NCC} pair is available in the AN, then the AN shall include the NCC associated with the current AN master key. The AN configures and includes a new RAN notification area to the UE as well.

The UE and the AN store the related context information.

6.
AN and UE stays in RRC_INACTIVE state.

***END CHANGES***
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