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5.1.1 Architecture
1
Decision/action requested

It is proposed to approve the following proposal.
2
References

[1]       3GPP TR 33.899 "Study on security aspects of the Next Generation System".

3
Rationale

This contribution proposes a method to reuse the anchor key for untrusted non-3GPP access. The solution is based on the security context that the UE derived in initial registration and the temporary ID either through 3GPP access or non-3GPP access. When the UE performs registration to untrusted non-3GPP access during with the registration type of “a mobility registration update”, a Kauth will be derived from the anchor key in the security context to compute the AUTH that will be put into authentication payload in the IKE_AUTH_Request message.  The N3IWF will request Kauth from the AMF, and check the correctness of AUTH. After the UE check the correctness of the new AUTH computed by N3IWF, the security SA is established between the UE and the N3IWF.
4
Detailed proposal
5.2.4.z
Solution #2.z: Reuse anchor key for fasting untrusted non-3GPP access
5.2.4.z.1
Introduction  

This Solution address KI #1.19 untrusted non-3GPP access.
 This contribution proposes a method to reuse the anchor key for untrusted non-3GPP access. The solution is based on the security context that the UE derived in initial registration and the temporary ID either through 3GPP access or non-3GPP access. When the UE performs registration to untrusted non-3GPP access during with the registration type of “a mobility registration update”, a Kauth will be derived from the anchor key in the security context to compute the AUTH that will be put into authentication payload in the IKE_AUTH_Request message.  The N3IWF will request Kauth from the AMF, and check the correctness of AUTH. After the UE check the correctness of the new AUTH computed by N3IWF, the security SA is established between the UE and the N3IWF.
5.2.4.z.2
Solution details  

The figure 5.2.4.z.2-1 depicts a scheme to reuse anchor key for untrusted non-3GPP authentication. The solution is based on the security context that the UE derived in initial registration and the temporary ID assigned by the AMF.

[image: image1.emf]UE

Un-Trusted AN 

Access Network

N3IWF

AMF-1

0. UE stores temporary Identification 

and security context derived from 

previous authentication

2a. IKE_SA_INIT

4. IKE_AUTH Req (AUTH, IDi

（

temporary ID), Registration 

Parameters)

6. [NG2] initial UE Message 

(AUTH Key request, Registration 

request[Registration params])

7. Verify MAC, derive 

Kauth, and continue on 

the rest of registration 

procedure

5. N3IWF finds AUTH payload, 

and Perform AMF selection 

based on UE temporary ID

10. Initial Context Set-UP (Kauth, 

Registration Accept)

3. UE computes AUTH parameter 

based on Kauth and MAC-I

1a. UE connects to untrusted non-3GPP 

access network and allocated an IP address

13.IKE_AUTH_Res (AUTH, IDr)

11. Check AUTH 

correctness

1b. UE discovers the IP address of N3IWF

14. Check AUTH correctness

12. Calculate AUTH

15IPsec SA established

16. [NAS over Ipsec] Registration Accept


Figure 5.2.4.z.2-1 untrusted non-3GPP access based on anchor key

0. UE stores temporary Identification and security context derived from initial registration.
1. UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP and it is assigned an IP address. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5G core network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2]
2a.UE proceeds with the establishment of an IPsec SA with the N3IWF by initiating the IKEv2 signalling procedure. After step 2a all subsequent IKEv2 messages are encrypted and integrity protected.

3. UE will derive Kauth based on the anchor key in the security context and the NAS UPLINK COUNT, then compute the AUTH. Registration request signalling is also constructed to compute an MAC-I for AMF authentication using the same scheme in 33.401[31].

4 IKE_AUTH_Req message is sent by the UE. The AUTH and the UE temporary ID are put into the authentication payload and Idi payload respectively. The MAC-I is one of the Registration Parameters shall be included in a 3GPP-specific Vendor ID(VID) payload as described in TS 23.502[83].

5. The N3IWF shall not start an EAP authentication. The UE temporary ID is retrieved and the AMF implied by the temporary ID is selected.

6. N3IWF create a Registration Request message on behalf of the UE and send this message to AMF over the NG2 interface. The NG2 message also includes an AUTH key request message for fetching the key to verify authentication payload of the IKE_AUTH_Req message.

7. AMF compute a MAC-I’ using the same method as the UE, and compare it with MAC-I. If they are equal, the AMF authenticates the UE successfully, and then the Kauth will be derived using the same method as the UE. The AMF will perform other Registration procedure.

9. The AMF shall send a NAS Registration Accept message to N3IWF, within an N2 Initial Context Setup Request that also include Kauth. 

10. Kauth is used as the pre-shared key to check AUTH correctness. As this point, the UE is authenticated by the N3IWF.

11-12. The N3IWF calculates the AUTH parameter which authenticates the second IKE_AUTH_INIT message using Kauth.

13. The AUTH parameter is sent to the UE. In IKE_AUTH_Res message.

14-15 After the UE checking AUTH correctness to complete the establishment of the signalling IPsec SA.

16. The N3IWF shall forward Registration Accept signalling to the UE via the established signalling IPsec SA.
5.2.4.z.3
Evaluation 
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