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1
Decision/action requested

It is requested that SA3 accept this pCR as input to TR 33.180
2
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[dd]
IETF Draft draft-ietf-oauth-token-exchange-05: “OAuth 2.0 Token Exchange”, https://tools.ietf.org/html/draft-ietf-oauth-token-exchange-05.
3
Rationale

Per the evaluation in clause 8 of 33.880 regarding solution #6.1, this pCR adds the normative clauses for solution #6.1 inter-domain identity management (user authentication and user service authorisation).
4
Detailed proposal
************************ Start of change 1 *********************************
5.1.4
Inter-domain MCX user service authorization
5.1.4.1 General

When a MCX User requires service authorisation to a service that is located in a domain different from the primary domain of the user, coordination between the identity management services of the primary domain and the partner domain is required.  For example, a MCX User from domain A may be a member of a group that is home to domain B.
This sub-clause describes the method for authorizing a user that is home to domain A with a service that is located in domain B.
5.1.4.2 Inter-domain identity management functional model

The inter-domain identity management functional model is shown in Figure 5.1.4.2-1.
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Figure 5.1.4.2-1: Functional Model for Inter-Domain MC Identity Management

In figure 5.1.4.2-1, the IdMS located in the primary domain (MCX Domain A) is the home identity management server for the user.  The partner IdMS is located in a second domain (MCX Domain B) and is home to the service where the primary user requires authorization.

The CSC-1 reference point between the UE IdM client and the partner IdM server endpoints shall be a direct connection and shall be protected with HTTPS (TLS).
The primary IdMS certificate(s) used to validate the user credentials at the partner IdMS are provisioned into the partner IdMS using an out of band mechanism beyond the scope of this document.
As defined in clause 5.1.2 an access token is required for user service authorisation.  The same principle applies for inter-domain user service authorisation, in that the user must present a valid access token issued from the partner IdMS in MCX Domain B for authorisation to any services located in MCX Domain B.

The MCX UE, after performing user service authorisation within the primary domain, may determine that the user is a member of a group service that is located in a partner domain (as indicated in the user profile).

In order for the UE to obtain this MCX Domain B access token, the token exchange procedure with the primary IdM service (MCX Domain A) shall be used to obtain a credential that identifies the user to the partner IdM service.  This credential shall be an ID token specific to the partner IdM service, signed by the primary IdM service per IETF RFC 7515 [cc].  Upon validation of the credential, the partner IdM service shall provide an access token to the UE specifically scoped for that user.  This access token shall provide the user with authorisation to the service(s) in the partner domain (MCX Domain B).
Figure 5.1.4.2-2 shows the token exchange and authentication procedure.
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Figure 5.1.4.2-2:  Token exchange procedure
The token exchange profile for accessing the partner MCX identity management services shall consist of [aa] and [bb] and shall be profiled as defined in Annex B.6.

NOTE: A specific and independent security token is required for each partner identity management domain.
Once the UE obtains the access token specific to the partner service(s), the UE shall follow the user service authorisation procedures defined in clause 5.1.3 to access the services within the partner domain.
The token exchange procedure shall be repeated for each partner identity management domain where the UE requires access and authorisation to service(s) within that partner domain.
Annex C.2 shows the detailed flow for inter-domain MC user service authorization using the OAuth 2.0 token exchange procedure.
************************* End of change 1 *********************************
************************* Start of change 2 *********************************
Annex C (informative):
OpenID connect detailed flow

C.1
Detailed flow for MC user authentication and registration using OpenID Connect

Figure C.1-1 shows the detailed flow for MC User Authentication and Registration using the OpenID Connect messages as described in annex B.
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Figure C.1-1: OpenID Connect MC User Authentication and Registration

Step 0:
The UE attaches to the network, establishes normal connectivity, and sets up network security as defined in 3GPP TS 33.401 [14]. Local P-CSCF in the Home IMS network is discovered at this point.

Step 1:
The UE IMS/SIP Client authenticates with the primary IMS/SIP core. For IMS authentication, 3GPP TS 33.203 [9] applies.

Step 2:
The SIP core sends a SIP 3rd Party Registration to the MCX application Server(s), notifying them of the MC UE SIP registration. The 3rd party REGISTER message includes the registered IMPU and S-CSCF's SIP-URI or IP Address.

Step 3a:
The IdM client in the UE issues a HTTPS Authentication request to the OIDC based IdM Server in the MC network. The client includes the code_challenge value in this request.

Step 3b:
The MC User Identity and associated credentials are provided to the IdM server. The credentials are successfully authenticated (and optionally authorized) by the IdM Server.

Step 3c:
The IdM Server may optionally request user consent for granting the MCX client access to the MCX service in the MCX Server.

Step 3d:
The IdM Server generates an authorization code that is associated with the code_challenge provided by the client. It sends a browser redirect HTTP message with the Authorization Response containing the authorization code.

Step 3e: 
The UE IdM Client performs a HTTP POST request to exchange the authorization code for an access token. In the request, the client includes the code-verifier string. This string is cryptographically associated with the code_challenge value provided in the Authorization Request in Step 3a.

Step 3f: 
The IdM Server verifies the IdM Client based on the received code-verifier string and issues a 200 OK with an access token and ID token (specific to the MC user and MCX service(s)) included in it.

NOTE:
The server verifies by calculating the code challenge from the received code_verifier and comparing it with the code_challenge value provided by the client in Step 3a.

Step 3g: 
The access token and ID token are made available to the MCX client(s).

Step 4: 
The MC UE performs user service authorization.

C.2
Detailed flow for inter-domain MC user service authorization using OpenID Connect token exchange
Figure C.2-1 shows the detailed message flow for inter-domain MCX user authentication and service authorisation using the OpenID Connect token exchange method as described in annex ZZ.
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Figure C.2-1: Inter-domain user authentication and service authorisation

Steps 0-3: These steps are the same as described in steps 0-3 of Figure C.1-1, which provide the initial network access, network security, HTTPS tunnel to IdM server, user authentication, IMS authentication, and SIP registration.

Step 4:
This step represents the culmination of steps C-1 through C-5 in Figure 5.1.3.1-1, which authorises the user for services in the primary domain.  As part of this step the UE obtains the user’s profile, which specifies both the local (primary domain) and the non-local (partner domain) group services.

Step 5:
From the user’s profile, the UE identifies group service(s) home to a partner domain.  The user profile includes metadata of the group service(s) and information about the partner IdMS (i.e. the token endpoint host address and the “aud” parameter for use in the token exchange request).

Step 6a:
Based on [dd], the UE IdM Client performs a HTTP POST (token exchange) request to the user’s primary IdM Server token endpoint.  This request consists of the access token obtained in step 3 and information about the partner IdMS (i.e. the “aud” parameter obtained from the user profile group metadata).

Step 6b:
The primary IdM Server token endpoint verifies the access token and returns an ID token specific to the partner IdM Server.

Step 7:
The UE establishes a secure HTTP tunnel with the partner IdM token endpoint using HTTPS.

Editor's Note: It is FFS how the TLS tunnel between the visiting user and the partner systems IdM server is authenticated.
Step 8a:
The UE IdM Client performs a HTTP POST token request to the partner IdM token endpoint to exchange the ID token for an access token. The format for this message is defined in [bb].

Step 8b:
The partner IdM Server token endpoint verifies the ID token and issues an access token specific to the user and the user’s local MC group services.

Step 9:
For each group membership, the GM client in the UE follows the “Retrieve group configurations at the group management client” flow as shown in clause 10.1.5.2 of TS 23.280 [36], presenting an access token in the Get group configuration request over HTTP.  If the access token is valid, the GMS authorises the user for the specific group management service.  Completion of this step results in the GMS sending the user’s group policy information and group key information to the GM client.  This step is repeated for each additional group service that is home to this partner domain.

NOTE: Steps 5–9 are repeated for user service authorization to services in each additional partner domain.
************************* End of change 2 *********************************
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