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Introduction
This pCR proposes modifications to the key issue descriptions in security area#8 to clarify the scope of and assumptions for the work on slicing security in 5G phase 1. 
************************** Start of Changes *************************
5.8.3.4
Key Issue #8.4: Security on sensitive network elements
5.8.3.4.1
Key issue details

There are some sensitive network elements which contain sensitive data or perform security related functions, e.g. HSS contains customers’ profiles and their credentials. Security is a fundamental requirement of these sensitive elements. Slicing architecture can increase the risk of network elements getting attacks. Solutions for this key issue will study: 

The type and form of sensitive network elements in slicing network; 

The mechanism for protecting a sensitive network element.
NOTE: in 5G phase 1, it is assumed that the AUSF, ARPF, and UDM are part of the operator network. They are not owned or operated by a third party. 
Editor’s Note: It is unclear what sensitive entities, other than AUSF, ARPF, and UDM, would exist in slices. If none, this key issue should be deferred to phase 2 due to the NOTE above.

5.8.3.4.2
Security threats 

Editor’s Note:  Proposed security threats description is "Slicing architecture can increase the risk of network elements getting attacks. For example, virtualization can lead to lack of physical boundary protection and sensitive NEs located in every slice may increase the attack interfaces".

5.8.3.4.3
Potential security requirements

-
Sensitive network elements should be protected from other entities. 

Editor’s Note: It is FFS how to define other entities.

5.8.3.5
Key Issue #8.5: Security on management of slicing 

Editor’s Note: It should be clarified with SA2 and SA5 which are (if any) the interfaces used for the management of network slices and whether they are in scope of SA3. The same applies to Key Issue #8.6.

5.8.3.5.1
Key issue details

The 3GPP system provides capabilities for operators to manage slices e.g. set parameters for resource sharing or dynamically create network slice. The capabilities should be under control of authorized operators. 

5.8.3.5.2
Security threats 

Attackers may illegally obtain capabilities to manage slices or on-going services and launch attacks to slices (e.g. terminate a slice or compromise a critical network function). 

5.8.3.5.3
Potential security requirements

-
The capabilities to manage network slices should be under control of authorized operators.

5.8.3.6

Key Issue #8.6: Security on interacting with third party

5.8.3.6.1
Key issue details

The 3GPP systems provide capabilities for authorized third parties to create, manage a network slice configuration (e.g. scale slices) via suitable APIs. These interfaces can be utilized to launch attacks by unauthorized third parties. 

5.8.3.6.2
Security threats 

Attackers may utilize 3rd party APIs to attack slices.

5.8.3.6.3
Potential security requirements

-
The APIs should be accessed by authorized third parties.

5.8.3.7
Key Issue #8.7: Security of inter slice communications
5.8.3.7.1
Key issue details
There are different network slices, default network slice or dedicated network slices for particular tenants and application specific network slices hosting whole network functions or network slices hosting only dedicated functions. When network slices implement dedicated network functions, inter slice communications are inevitable. Between default network slice and other network slices, there is signalling involved. Between RAN network slices and core network slices there is signalling and traffic plane involved. In all inter network slice communications it is necessary to protect the interface against any attacks. 

Editor’s Note: Further explanations are required about inter slice communication.
Editor’s Note: SA2 does not define an interface between slices in TS 23.501. The present key issue therefore does not need to be considered for 5G phase 1. 
5.8.3.7.2
Security threats

The interface between network slices can be attacked and functionality of network slices could be hampered if inter slice communication is not protected. Attacks on the control plane at the inter slice interface can hijack the communication of one or more UEs. It may be possible to make the whole network slice dysfunctional or manipulate it to behave in a different way than it is intended. Thus, it may have serious consequences to the service if the interfaces are not protected. Attacks on the user plane can destroy the user traffic or divert the user traffic served by the network slice affecting one or more or group of UEs.

5.8.3.7.3
Security requirements

-
Inter network slice interaction needs to be secured maintaining the sanctity of restrictions of the slice. 

-
Interfaces between the network slices need to be protected similar to the current Network Domain Security. 

- 
Inter network slice interfaces and communication should be protected based on the sensitivity level of the network slice functions and the requirement of the network tenant. 

Editor’s Note: sensitivity level of network slice functions need to be defined.
5.8.3.8
Key Issue #8.8: Virtualization security 

NOTE: virtualisation security is an issue that is not specific to slices. It is equally important for virtualised networks without any slices. 

Editor’s Note: It is FFS whether security in virtualization is in scope of 3GPP. If it is in scope the present key issue should become a security area of its own because it is not specific to slices.
5.8.3.8.1
Key issue details

The Virtualization Security identifies the key issues related to the adoption of virtualisation technology in the Next Generation Network to identify the security mechanisms, which need to be supported to ensure for example, traffic segregation, control of the allocated Virtual Network Functions (VNF) and limitation of their reachability/visibility. 

In particular this security area deals with concerns such as:

-
Lack of logical and physical isolation between distinct VNF hosted by the same hypervisor 

-
Lack of authentication between network virtual functions

-
DoS effects, e.g. starvation of resources allocated to virtual network functions or network slices, 

-
Integrity of hypervisor and hosted VNFs.

5.8.3.8.2
Security threats

TBA

5.8.3.8.3
Security requirements

TBA
5.8.3.y
Key issue #8.y: <key issue name>

5.8.3.y.1
Key issue details

5.8.3.y.2
Security threats 

5.8.3.y.3
Potential security requirements
************************************** End of changes *****************************************
