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1. Introduction

Discussions at earlier SA3 meetings and conference calls have shown that there are widely differing views on what is needed for slice security. We believe that at least part of this different understanding stems from a lack of clarity in the definitions and the threat analysis. In particular, it is not sufficiently clear which threats are specific to slices, and which threats are also present in 5G networks without slices, or even in LTE networks.  
Threats that are not slice-specific should not be mitigated by slice-specific security measures, but rather by more general measures applying to all the cases where these threats occur. 
In this discussion paper, we provide some background clarification for better understanding of the definitions, threats and solutions for network slices.

This discussion paper is meant to motivate a series of pCRs on key issues in security area#8.

1.1 Network Slice isolation definition.

SA1’s TS 22.261 has the following requirement pertaining to isolation: 
· “Traffic and services in one network slice shall have no impact on traffic and services in other network slices in the same network.” 

NOTE: This requirement is about the impact of one slice on another slice, not about impact of infrastructure on slices. 

This requirement is quite general. It implies, e.g., a requirement on resource isolation in the sense that resources allocated to one slice shall not be impacted by other slices. 

The requirement is not applicable as such for the purposes of the security work. It depends on the nature of the impact of one slice on the other slice in how far security requirement is affected. 

Therefore, the following definition is proposed:

Security isolation of slices: Traffic and services in one network slice shall not impact the security of traffic and services in other network slices in the same network.
· This implies that security isolation of slices is meant to protect against attacks from one slice to another. The fact that a trusted mobile network operator providing the virtual infrastructure and virtual network functions, from which a slice is built, could eavesdrop on or modify slice-specific traffic, would not contradict security isolation of slices..

· The definition does not imply a solution, i.e. it leaves open whether security isolation is achieved by cryptographic means or other means. 

· Security isolation cannot guarantee other forms of slice isolation, e.g. resource isolation. 

1.2 Overview of security assumptions
While accessing an MNO network, after a successful mutual authentication, both the UE and the MNO trust each other. This trust is built and ensured using a hierarchy of keys at different interfaces of access and core network. Usually the CN slice and the virtualized platform hosting the slice are considered trusted by the user because the user trusts the operator and has verified it is connected to the operator by the successful mutual authentication. The tenant also usually trust the operator. In the absence of such trust, the UE and the slice tenant will resort to OTT security solutions. 
The UE doesn’t differentiate between the MNO and a third-party virtualization platform provider, UE assumes that the MNO has verified the platform and trusts the MNO with its subscriber profile and traffic data irrespective of whether the virtualization is running on a third party provider or by MNO itself. 
The reliability of the virtualization platform is a topic by itself, and 3GPP depends on the specifications from other SDOs for the security and reliability of virtualization platform.
2. Network Slice: Overview of Threats 

2.1.1 Threats from the transport infrastructure: 

Slice-specific traffic, e.g. IP packets, is carried over a transport infrastructure. A compromise of an entity in this transport infrastructure may allow to modify or eavesdrop on slice-specific traffic passing through this entity. 

· This threat is not specific to slices. It may apply in the same way to traffic carried across a mobile network between a UE and a web server. The threat is not even 5G-specific.

· Threats from vulnerable transport links have been addressed in earlier network generations by cryptographically protecting the link. It should be noted that the use of one fat big pipe for all traffic on that link does not imply that traffic from one source could negatively impact traffic from another source. In an example: when using IPsec on the backhaul link in LTE, there is a single security association for all traffic, and nobody has raised any concerns that the traffic sent by user A may be read or modified by user B because of this fact.
2.1.2 Threats from virtualisation of networks: 

The deployments of functions as virtual network functions (VNFs) on a virtualised infrastructure (VI, consisting e.g. of commodity hardware and hypervisor) brings new threats not present in networks built from boxes with dedicated hardware. E.g. the hypervisor may have flaws allowing to compromise the VNFs running on it, or allow one VNF to access data on another VNF on the same hypervisor. Or, a VNF may have flaws allowing remote access to it with the purpose to read out data available to the VNF in the clear (e.g. when the VNF is a security termination point). 

· While it is true that slices are commonly thought of as being realized as VNFs on a VI, the threat is not specific to slices. It may apply in the same way to any traffic carried across a mobile network that realizes some of its functions, e.g. an S-GW, as a VNF on a VI. As virtualisation occurs already in LTE, the threat is not even 5G-specific.
2.2 Detailed threats
1. Threats to shared RAN between CN Slices: 
Different threats can be anticipated in a shared RAN scenario. Mitigation of such threats are mentioned below.

	Threats
	Mitigation

	If the RAN is shared between multiple CN slices, RAN needs to provide security isolation and resource isolation between different slice users.
	· Security isolation can be considered to be achieved by the usual measures, protecting the CP and UP using respective AS security keys. 
· These measures are the same that are used in the absence of slices.

	The radio interface is accessible to all UEs in all slices, rogue UEs or UEs on one slice can mount (UL) DOS attacks to consume radio and processing resources of the gNB to block other UEs from connecting to gNB. 
	· This threat is not slice specific. 

· gNB is expected to have slice specific admission control.

· Resource reservation with constant resource auditing protects resources allocated to each user.
· Shared RAN concept and policy for sharing resources is successfully employed in 4G. 

	DL DOS attacks invoking high BW applications like video download etc.
	· RAN needs to provide resource reservation tailored for specific application slices such as IoT or MBMS. 

· This is a resource isolation issue ,  not a security issue. 

· Adding more cryptographic security doesn’t help threats to access and resource reservation and resource.

	RAN operator being aware of the RAN keys and resource sharing policies can pose a threat to the RAN context and data and resource share if not trust worthy.
	· This can be overcome by using or selecting trusted RAN operator/nodes and proper auditing.
· The threat is already present in unsliced 4G networks with RAN sharing. It is not 5G specific, nor is it related to isolation between slices. 


2. Threats to Core Network Slices

Core network slices could be realized using virtualization of the slice functions in a cloud platform. The cloud platform may be hosting multiple network slices and there could give rise to many threats in this scenario. These threats and their mitigation are listed below.
	Threat
	Mitigation

	Unauthorized access to core network slices can bring down the slice, pose a threat to the slice data and subscribers.
	· UE authentication and subsequent protection of UE traffic with cryptographic keys ensures that the network can securely identify a UE and associate it with slices the UE is authorized to access. Network routing mechanisms, e.g. using GTP tunnels as in EPS, then ensure that a UE gains access only to the correct slice. 

	Attacking the CN slice through spoofing UE ID or NSSAI.
	· Swapping the UE ID, or NSSAI or equivalent slice selection parameter by an attacker UE would result in failed signalling messages and doesn’t give access to the slice for an attacker if the sending of the NSSAI is protected.

	Slice to Slice side channel attacks: If slices are realized as VNF over a cloud, the cloud operator may be hosting several other slices or applications. One slice may mount attacks on another slice compromising the user data and its integrity.
	· Hypervisor of cloud infrastructure need to maintain logical slice separation and integrity of each VNF including physical (address space) resource boundaries.  

· Side channel attacks are easier when Hypervisors are not monitoring boundary violations and intrusion monitoring and audit. Dynamic user capacity and resource management is the responsibility of the hypervisor. 
· Hypervisor implementation need to be robust and bug free, to avoid side channel attacks. Side channel attacks within a Hypervisor cannot be solved by additional cryptographic strengthening of the VNF (slice) access, if Hypervisor is not robust. 
· For packets passing through a given VNF (realizing e.g. a RAN node), encryption and integrity protection between the UE and another entity upstream from this VNF, e.g. a UPF in the core, would help against side channel attacks affecting the VNF. But when the VNF is the termination point of security then packets are available in the clear in the VNF, and side channel attacks through the hypervisor are possible in spite of the cryptographic measures.  


3. Conclusions on Network Slice isolation and security.
· The above analysis shows, different threats for RAN network slices and core (virtualized) network slices. 

· Mitigation of these threats need different security mechanisms, different at RAN and Core level.

· Many of the threats exist even today in 4G networks and are already addressed.
· There is no specific threat that can be mitigated only by slice specific cryptographic isolation.
