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************************ Begin new text ****************** 
5.1.4.26.2.1.3 Subsequent Access via Untrusted non-3GPP Access
This clause describes the subsequent access of an authenticated UE over untrusted non-3GPP access using a security context established by a previous authentication. This authentication could have been carried out over 3GPP access or over non-3GPP, possibly via a different N3IWF.

The present subclause assumes that the previously established security context can be retrieved by the AMF/SEAF to which the initial NAS message from the N3IWF is routed. I.e. the present subclause does not apply to the case where the UE is served separately by the two PLMNs, cf. TS 23.501 §4.2.7. 

An information flow between the UE and AMF/SEAF for subsequent untrusted non-3GPP access is depicted in Figure 5.1.4.26.2.1.3 below. The flow only shows the case where the SEAF determines that no authentication involving the home network is needed. If the SEAF determines that authentication involving the home network is needed the N3IWF rejects the IKE request and the UE starts a new IKE run as for initial attachment. 
The information flow further assumes that only one child SA needs to be created and, hence, only one IKE_AUTH exchange is needed. 

Editor’s Note: This information flow has been written under the assumption that an initial integrity-protected NAS message, e.g. a Service Request, can be sent in an appropriate field of the IKE_AUTH Request, i.e. in a Notification payload. However, this is not for SA3 to determine, but is ffs by other 3GPP WGs, notable SA2 and CT1. If this was not possible then the N3IWF would have to create the initial NAS message on the behalf of the UE. This would lead to modifications in the information flow below. 


[image: image1.emf]UE N3IWF AMF

Un-Trusted 

WLAN Access 

Network

AUSF

2b.IKE_AUTH Request[User ID]

3.b [N2] Initial UE Message 

5. IPsec SA  established between UE and N3IWF

1. WLAN Authentication; IP 

address assignment; N3IWF 

discovery

2a.IKE_SA_INIT

4aN2. NAS ACK

4b.IKE_AUTH Response])

3a. AMF Selection

3c. UE context 

retrieval 

6. Potential further NAS exchanges


Figure 5.1.4.26.2.1.3: UE subsequent untrusted access 
1.
The UE discovers and associates with the WLAN. Any non-3GPP authentication method can be used, e.g. no authentication (in the case of a free WLAN), EAP with a pre-shared key, username/password, etc. When the UE wants to reattach to NextGen core, the UE discovers the IP address of N3IWF by executing the N3IWF discovery procedure specified in TS 23.501 and proceeds with the establishment of an IPsec SA as discussed below.

2.
UE creates an initial NAS message, e.g. a Service Request, and initiates normal IKEv2 signaling towards N3IWF as per RFC 7296 (IKEv2). The UE includes the initial NAS message in the IKE_AUTH Request and uses the Temp ID from the existing UE context along with the assigned NG-KSI in the IKE_AUTH Request (e.g. IDi = Temp id || KSI) to N3IWF. The UE also includes the AUTH parameter in the IKE_AUTH Request. The UE computes the AUTH parameter from the key K_N3IWF that is, in turn, derived from the existing security context. 
3a. The N3IWF parses the received IDi value and retrieves the Temp ID of the UE and determines the AMF/SEAF which assigned the Temp ID to the UE. 

3a-b. N3IWF forwards the initial NAS message  to the AMF/SEAF over N2 interface. This message shall contain the Temp ID and the KSI.     

3c. Upon receipt of the initial NAS message, AMF/SEAF identifies the UE context using Temp id and KSI. If the AMF/SEAF cannot find the UE context, or if re-authentication policy determines it, the AMF/SEAF  decides to reauthenticate the UE and request the AUSF to start an EAP authentication of the UE. This case is, however, not covered in the present flow.
Editor’s Note: Other NAS error scenarios may need to be covered and they are FFS

4a. If the AMF/SEAF successfully locates a valid NAS context for the UE, and successfully validated the security protected initial NAS message, the AMF/SEAF sends a security protected ‘NAS Request Ack’ message to the N3IWF. The message also contains the key K_N3IWF to authenticate the UE in IKE by verifying the AUTH parameter sent by the UE.
4b. The N3IWF sends an  IKE_AUTH Response to UE containing the NAS ‘NAS Request Ack’. 

5.
The UE and N3IWF sets up IPsec tunnel.
6. Potential further exchanges of NAS messages are sent over the now established IPsec security association.

***************************** End new text **********************
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