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1
Decision/action requested

This pCR tackles an existing editor’s node and adds some requirements to 5.10.3.2.3. It is requested to approve the pCR for integration into TR 33.899 [1].
2
References

 [1]
3GPP TS 33.899 v1.0.0
3
Rationale

There are requirements missing for the interconnection network. Those are added.
4
Detailed proposal

5.10.3.2.3
Potential security requirements

Communication security requirements for interconnection networks: 

· Source address spoofing in signalling messages should be prevented by origin authentication. 

· Signalling messages should be protected from unauthorized modification. 

· Signalling messages should be protected from replay attacks. 

· Transmitted keys should be confidentiality-protected. 
· The home network and the visited network should have a secure association protecting the direct communication link end-to-end. In cases, where this is not possible or intermediate nodes are used additional screening, as described under operational aspects is strongly recommended.
· The home and the visited network should have security related material in place to enable a secure communication between the networks.
Security assurance requirements on nodes in interconnection networks: 

· Nodes should support security monitoring of signalling protocols.

· Nodes should support security filtering of signalling protocols, cf. e.g. TS 33.117 [36].

· Nodes should be hardened according to pertinent specifications, cf. e.g. TS 33.117 [36].

Examples of signalling protocols that may be used in the NextGen interconnection network include DIAMETER and GTP.

Migration aspects for interconnection networks: 

· A solution should not expect, that all operators and interconnection service providers deploy high level security measures in the NextGen interconnection network in one go. A solution should therefore allow growing of security and trust in a gradual manner. 

Operational aspects for interconnection networks: 
Operators and interconnection service providers should  

· deploy security monitoring of signalling protocols

· deploy security filtering of signalling protocols

· follow good practises on access to the interconnection network, e.g. not give third parties uncontrolled access.

If operators and interconnection providers have to interact with legacy systems, e.g. SS7, corresponding measures need to be taken for the legacy systems, also to avoid bidding down attacks.

Editor's Note: Requirements on operational aspects may be added to a 3GPP guidance document in a 900-series TR or informational Annex of a TS, or they may be communicated to the GSMA, once the NextGen work has been completed. 

Editor's Note: Note that the above categories of requirements are complementary as secure products can be deployed and operated in an insecure manner. 
