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1
Decision/action requested

This paper proposes adding a new solution addressing the Key Issue proposed in S3-170627.
2
Detailed proposal
----------------------- start of first new text proposed -----------------------

5.1.4.y
Solution #2.y: Middlebox security protocol

5.1.4.y.1
Introduction  

This solution addresses key issue #1.x. 
Middlebox security techniques have been developed [nn] which allow endpoints and content providers to explicitly introduce middleboxes to perform key network functions (such as cyber defence, network monitoring and regulatory compliance functions) in secure sessions while providing fine-grained control over which parts of the data they can read or alter.

5.1.4.y.2
Solution details  

The principle of multi-context and multi-party security has been demonstrated in Naylor et al [nn]. 

The solution is based on the following details (full details are given in [nn]). 

· Information is divided into separate encryption contexts, which can be controlled independently

· Each encryption context has an independent set of context keys

· Access to each context is managed by controlling which middlebox is given which context key.

The solution in [nn] delivers the following goals: 

· Read access can be limited to only those middleboxes with read permissions

· Clients or servers can detect modifications made and see whether they were made legally (by middeboxes with write permission) or illegally (without write permission). 

· Middleboxes with write permission can detect modifications made illegally (i.e. without write permission). 

The solution demonstrated in Naylor et al [nn] is an extension of TLS. The same details can be applied other protocols (such as IPSec) in order to achieve the same characteristics. 

5.1.4.y.3
Evaluation 

The solution from [nn] demonstrates viable solutions to meet the requirement to expose data to middleboxes in a carefully-controlled way.

The detailed evaluation of mcTLS [nn] showed:

· Handshake time not discernibly increased.

· No substantial increase in transfer time or bandwidth (File transfer times and page load times are not substantially higher and data volume overhead is about 2% after initial handshaking).

At present the middlebox security protocols have been implemented building on TLS. The same principles could be adopted against other protocols such as IPSec. This action would need to be pursued with urgency in order to provide a viable middlebox security protocol beyond the existing TLS-based solution. 

---------------------- end of first new text proposed -----------------------
----------------------- start of second new text proposed (adding new reference to section 2) -----------------------
[n]
ETSI TR 103 421 “Network Gateway Cyber Defence”

[nn]
SIGCOMM ’15, Naylor et al., Multi-Context TLS (mcTLS): Enabling Secure In-Network Functionality in TLS, August 17 - 21, 2015, London, United Kingdom. http://conferences.sigcomm.org/sigcomm/2015/pdf/papers/p199.pdf
----------------------- end of second new text proposed -----------------------
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