3GPP TSG SA WG3 (Security) Meeting #86b
S3-170622
27-31 March 2017, Busan (S. Korea)
revision of S3-17xabc
Source: Huawei, Hisilicon


Title: pCR on a question for key issue 2.1 Authentication Framework

Document for:
Approval
Agenda Item:
5.1.2
1
Decision/action requested

SA3 is kindly requested to accept the proposed changes to TR33.899 v0.7.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v0.7.0 Study on the security aspects of the next generation system

3
Rationale

The fundamental excercise of having a study that is captured in TR33.899 is to identify a security architecture that can address the challenges of 5G network complexity by identifying all requirements that applicable to each key issue.

In addition, the idea of having a collection of questions was fundamentally to help speed the SA3 agreemnt process by identifying the solutions that meet the list requirements that are captured in the TR33.899 for each key issue.

This contribution proposes a question to identify all solutions that meet the authentication frame work criteria and requirements. Since this is more fundamental and general than all other listed questions, it is proposed to be listed as clause E.2.1.0 to not impact the following clauses.
4
Detailed proposal

*************** Start of Change 1 ****************
…………

E.2.1.0 
Solutions meet key issue 2.1 requirements for primary authentication
E.2.1.0.1 
Description of Question

Question: What are the solution candidates for primary authentication? 
In answering this question, the aspects of allowing the home network to authenticate the subscriber, support interworking with EPS, addressing all potential security threats, forward comaptibnility to support possible future of PKI, and efficiency shall be taken in consideration. 
E.2.1.0.2 
Agreement

The following solutions are candidates for the 5G primary authentication:
· MASA

· EPS AKA, 
· EPS AKA*, 
· EAP-AKA, 
· EAP-AKA’, 
· EAP-TLS; with IBS support
· EAP-PSK; with IBS support.
………….
*************** End of Change 1 ****************
