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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes in section 4 into TR33.899 v0.7.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v0.7.0 Study on the security aspects of the next generation system

3
Rationale

MASA solution #2.12 provides privacy to the UE permanent identifier, IMEI, during the subscriber initial attach and initial authentication to NG network. Although, MASA solution provides a secure mechanism which enables the home network, e.g., AUSF/ARPF, to authenticate the subscriber, yet it also provides a mechanism to securely communicate the UE IMEI to the home network and the serving network alike. In addition, MASA solution provides a mechanism for concealing the UE permanent identifier (IMEI) in all UE future communications with the serving network.

The details of how MASA provide privacty to the UE permanent identifier, IMEI, during initial authentication is captured under solution 2.12 but listed here in order to provide the complete details of IMEI privacy solution throughout all the UE communications with the serving network. The details are as follows:

1. During Initial attach which trigger the serving network to send an Identity Request to the UE, the UE initiates initial authentication based on MASA solution while concealing the IAR message using the home network public key. While being encrypted using the home network public key, the IAR may include the IMEI of the UE. In addition, the home network returns the IMEI to the serving network. This =guratntees the IMEI privacy during the initial authentication procedure.

2. In addition, MASA solution provides a mechanism that allows the UE and the serving network to agree on a confidentiality protection method for the UE IMEI in future communication which may requires the UE to transmit its IMEI outside the MASA solution initial authentication. For this confidentiality protection, MASA solution provides several options as follows:

a. UE & SEAF can utilize the NAS encryption whenever mandatory and enabled.

b. UE & SEAF can utilize and use the encryption key of the last IAS message, KIASenc.

c. UE and SEAF can derive KIMEIenc based on NG-KASME.
d. UE and HN can derive KIMEIenc based on “K”, COUNTER, and RANDx. In this case, HN (AUSF/ARPF) communicates KIMEIenc and other security parameters to SEAF in SN.
4
Detailed proposal
***************Start of Change 1****************
…………

5.7.4.z
Solution #7.z: MASA solution protecting UE permanenet Identifier (IMEI) privacy

5.7.4.z.1
Introduction

MASA solution #2.12 provides complete privacy to the UE permanent identifier, IMEI, during the subscriber initial attach and initial authentication to NG network. Although, MASA solution provides a secure mechanism which enables the home network, e.g., AUSF/ARPF, to authenticate the subscriber, yet it also provides a mechanism to securely communicate the UE IMEI to the home network and the serving network alike. In addition, MASA solution provides a mechanism for concealing the UE permanent identifier (IMEI) in all UE future communications with the serving network.

5.7.4.z.2
Solution details
The details of how MASA provide privacty to the UE permanent identifier, IMEI, during initial authentication is captured under solution 2.12 but listed here in order to provide the complete details of IMEI privacy solution throughout all the UE communications with the serving network. The details are as follows:

1. During Initial attach which trigger the serving network to send an Identity Request to the UE, the UE initiates initial authentication based on MASA solution while concealing the IAR message using the home network public key. While being encrypted using the home network public key, the IAR may include the IMEI of the UE. In addition, the home network returns the IMEI to the serving network. This guratntees the IMEI privacy during the initial authentication procedure.

2. In addition, MASA solution provides a mechanism that allows the UE and the serving network to agree on a confidentiality protection method for the UE IMEI in future communication which may requires the UE to transmit its IMEI outside the MASA solution initial authentication. For this confidentiality protection, MASA solution provides several options as follows:

a. UE & SEAF can utilize the NAS encryption whenever mandatory and enabled.

b. UE & SEAF can utilize and use the encryption key of the last IAS message, KIASenc.

c. UE and SEAF can derive KIMEIenc based on NG-KASME.
d. UE and HN can derive KIMEIenc based on “K”, COUNTER, and RANDx. In this case, HN (AUSF/ARPF) communicates KIMEIenc and other security parameters to SEAF in SN.
NOTE: 
In the case that the HN PuKey is used to encrypt the parameters that require privacy and not the whole IAR message, IMEI will be included in the inner block of IAR message with IMSI and COUNTER while encrypted with the HN PuKey.
NOTE: 
If the serving network public key is available to the NG-UE, MASA solution has the flexibility of using the serving network public key by including the Serving Network ID “SID” instead of HID in the IAR message while protecting the IAR or the inner block of the IAR using the serving network PuKey. In this case, IMEI is available to the serving network in the IAR message and the NG-UE does not need to send the IMEI back to the serving network in the Security and Authentication Complete message.
5.7.4.z.3
Evaluation

Tba.
……………..
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