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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes in section 4 into TR33.899 v0.7.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v0.7.0 Study on the security aspects of the next generation system

3
Rationale

This contribution addresses the following points and proposes updating MASA solution accordingly:

First: MASA solution assumes that Quantum computing threat of compromising public-private keys technologies was real. However, during RSA2017 conference there was lots of debate on the topic and a panel of crypto experts including Adie Shamir expressed doubt of Quantum computing becoming reality before 2035. This makes the consideration of possible public-private keys technology compromise is something of a threat that is not realistic at the present time. With this in mind, MASA solution does not require the encryption of the innr block inside the Initial Authentication Request message.

Second: MASA solution always made it optional for the UE to generate RAND2 or allowing the Home Network to generate RAND2. In order to give a more sense of network challenging the UE, MASA solution will be updated to reflect RAND2 being generated by the HN as the first option. Throughout the solution, RAND1 is updated to be RANDUE and RAND2 to be RANDHN.
Third: MASA solution proposes using COUNTER as a mechanism for replay protection of the IAR and the IAS messages. In order to allow freshness of the KIAR and KIAS and their integrity protection and encryption sub-keys, COUNTER will be used as an input to the respective hash function when generating KIAR and KIAS keys.

Thus, MASA solution is updated to reflect the above points in section 4.
4
Detailed proposal
***************Start of Change 1****************
……………..
………….
5.2.4.12.2.3.1
Initial Authentication Request (IAR)

· Initial Authentication Request is sent from the NG-UE to the serving network SEAF in resonse to Identify Request message from the SEAF.

· Initial Authentication Request carries the following information:

· IAR Block 

· This block contains all the IAR information including security information related to NG-UE, e.g., UE security capabilities, IMSI, RANDUE, COUNTER.

· NG-UE generates RANDUE to be used to generate KIARint key and protect the integrity of the respective IAR message as described in the following sections.

· NG-UE uses the RANDUE, COUNTER and the ‘K’ key to generate an Initial Authentication Request integrity protection key, KIARint.
· .

· 
· 
· NG-UE uses KIARint to integrity protect  the IAR block and generate MAC.

· NG-UE encrypts the IAR Block message (including the IAR MAC) using the Home Network public key.

· NG-UE includes the Home Network Identifier (HID) that is associated with the home network public key that was used to encrypt the IAR. This comprises the entire IAR message.
NOTE: 
If the serving network public key is available to the NG-UE, MASA solution has the flexibility of using the serving network public key by including the Serving Network ID “SID” instead of HID in the IAR message while protecting the whole IAR or the IAR inner block using the serving network PuKey. In this case, IMSI is available to the serving network in the IAR message and the NG-UE does not need to send the IMSI back to the serving network in the Security and Authentication Complete message.
5.2.4.12.2.3.2
Initial Authentication Response (IAS)

· Initial Authentication Response is sent from the serving network SEAF to the NG-UE in response to Initial Authentication Request.
· In addition to the existing security material the SEAF currently receives from AUSF/ARPF, SEAF also receives the security keys to integrity protect and encrypt the IAS, KIASenc + KIASint.

· SEAF includes the security parameters that SEAF agrees to use with UE based on the UE security capabilities that was received from the AUSF/ARPF. SEAF encrypts the information in the inner block using KIASenc.

· In addition, SEAF adds the serving network ID (SNID), the serving network public key (SNPK), and the RANDHN, COUNTER and then integrity protect the whole IAS message using KIASint and includes the MAC.

· NG-UE Check the COUNTER  as the same COUNTER that was included in  the respective outstanding IAR.

· NG-UE recovers  RANDHN and use with COUNTER, and the subscriber ‘K’ with other keying material to derive KIASenc + KIASint..

· NG-UE calculates the MAC for the IAS and compare with the MAC received in the IAS. If validation passes, then the NG-UE decrypts the inner block of the IAS using KIASenc to recover the rest of the material.

· If included in the IAS message, NG-UE uses AV material received AUTN and RAND to derive the session keys..

· If EPS like session keys are used, NG-UE validates the security parameter agreed upon and selected by the access network.

· If included, NG-UE recovers the SNID and SNPK and save them to be used to validate error messages received from the serving network.

· When everything is successful, NG-UE sends Security and Authentication Complete message with the RES and IMSI included while being integrity protected and encrypted using NASenc and NASint keys based on the communicated AV material.
NOTE:
If NAS encryption is not mandatory and is not enabled in the visiting network, requiring the UE to send IMSI in the Security & Authentication Complete message does not provide privacy protection. 
NOTE: 
It is in the best interest of the serving network to securely deliver its public key to the NG-UE. This provides a protection against false basestation attack.
5.2.4.12.2.3.3
Changes to S6a User Authentication and Data Request

· SEAF includes in the Authentication and Data Request the entire Initial Authentication Request as received from the NG-UE.

5.2.4.12.2.4
Changes to AUSF/ARPF Functionality

5.2.4.12.2.4.1
Handling of Authentication and Data Request

· When AUSF/ARPF receives the Authentication and Data Request from the SEAF, AUSF/ARPF retrieves the IAR message.

· AUSF/ARPF uses the HID to retrieve the home network private key (this could be done by the authentication center). 

· AUSF/ARPF uses the Home Network private key to decrypt the IAR and recover the user IMSI, RANDUE, and COUNTER
· AUSF/ARPF access the subscriber record associated with the recovered IMSI and retrieve the ‘K’ key and other subscriber information.

· AUSF/ARPF uses the RANDUE, COUNTER and ‘K’ to derive KIARint. 

· AUSF/ARPF uses KIARint and the IAR Block to calculate the MAC and compare it to the MAC received in the IAR message  to validate the integrity of the IAR. If validation passes, AUSF/ARPF validate the freshness of the message by checkeing the COUNTER received in the IARBlock as listed in next step.

Editor’s Note: The current solution does not have the details of addressing the NG-UE going out of sequence with the home network.
· If integrity of IAR passes,  AUSF/ARPF does the following verifications:

· Check the freshness of the IAR by checking the received COUNTER against the COUNTERHN If the received COUNTER is larger than the current COUNTER stored in HN, HN updates its COUNTER accordingly.
· Recover the UE security capabilities to be included back to the SEAF in the respective Authentication and Data Response.

· Generate RANDHN to be used with COUNTER and “K” to derive KIASenc + KIASint keys which will be used to secure Initial Authentication Response.

5.2.4.12.2.4.2
Handling of Authentication and Data Response

· AUSF/ARPF includes the following information in the Auth & Data Response:

· Received UE Security Capabilities

· KIASenc + KIASint 

·  RANDHN and COUNTER 
· The user subscription IMSI.
Editor’s Note: Protocol goals and how they are achieved are ffs in the evaluation section.
NOTE: UE Security Capabilities could be sent in the IAR message on the clear outside the inner and outter blocks of the IAR message. In this case, the UE security capabilities needs to be protected against bidding down attack by mandating the SEAF to send the same UE Security Capabilities received in the IAR in the IAS message while is integrity protected.
5.2.4.12.2.4.3
Changes to SEAF Functionality

In comparison to the current LTE MME functionality and the possibility for SEAF being the NG security Anchor Node, the following are the changes required to handle Initial Authentication.

· Authenticity and validation of the NG-UE through the Initial Authentication procedure is communicated by the AUSF/ARPF to the SEAF.

· SEAF uses the received UE Security Capabilities to decide on security parameters with the UE. SEAF includes these security parameters in the IAS Inner Block.

· Based on serving network policy, SEAF includes the serving network ID, SNID, and the serving network public key, SNPK, and security parameters that are needed outside the Inner block of the IAS.

· SEAF uses the received KIASint + KIASenc keys to integrity protect and encrypt the IAS.

NOTE: 
In order to prevent some potential DoS attacks on the Home Network, the Serving Network should enforce a reasonable rate limit of IAR message per UE. Even if a UE is still un-identified in the SN, the SN is supposed to give the UE some "radio ID" in order to route messages back to the UE. So there should be a rate limit, e.g., 1 IAR message per second per "radio ID". If the UE is malicious, the UE could also claim several times to be another one in order to receive different "radio IDs". Therefore, there should also be an overall IAR rate limit per base statione. [Ahmad is here]
5.2.4.12.2.5
Initial Authentication Call Flow Details
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Figure 5.2.4.12.2.5-1: Call flow of NG-MASA Initial Authentication
The Key steps are as follows:

1. UE is configured with a (e)UICC with ‘K’ key and the Home Network ID and its associated public key.

NOTE:  
Home network ID and Home network public key can reside either in the UICC or in the UE. It is an operator specific configuration option.
2. SEAF send Identity Request message to NG-UE. NG-UE considers this as an indication to initiate Initial Authentication.

3. NG-UE performs the following:

a.  Request the (e)UICC application to generate required security material for initial authentication, RANDUE, KIARInt, and COUNTER.

b. NG-UE builds IAR with IAR block  is integrity protected by KIARInt. 

c. NG-UE encrypts the whole  IAR including the MAC with the home network public key.

d. NG-UE sends IAR to SEAF.

4. SEAF identifies the Home Network based on HID in the IAR and send Authentication and Data Request to the AUSF/ARPF. SEAF ensures including the IAR in the message.

NOTE: 
Having the HID on the clear may contribute to the possibility of tracking the UE or a group of UEs which belong to the same home network and using the same HID. 
5. When AUSF/ARPF receives the Authentication and Data Request message, AUSF/ARPF perform the following steps:

a. Decrypt IAR using Home Network Private key that is associated with the HID & Recover IMSI,  RANDUE, and COUNTER.

b. Access the Subscriber record based on IMSI and Generate KIARInt" based on ‘K’ and RANDUE, and COUNTER.

c. Generate the IAR message MAC based using KIARInt key and check the integrity of IAR and authenticate the UE.
d. Use COUNTER to check freshness of the message.
e. If successful, AUSF/ARPF generates RANDHN, AV based on EPS-AKA

f. Generate IAS Encryption and Integrity keys using RANDHN, COUNTER and ‘K’. 

g. Deliver all material to SEAF in Data & Auth. Response including the UE Security Capabilities, RANDHN, COUNTER and KIASenc and KIASint.

6. AUSF/ARPF sends Authentication and Data Response to the MME with the following information:

a. Subscriber Identifier, IMSI

b. UE Security Capabilities.

c. KIASenc, KIASInt, RANDHN, COUNTER. and

d. Authentication Vector(s)

7. SEAF recovers the Subscriber IMSI, UE security Capabilities, IAS keys, RANDHN, COUNTER, and does the following:

a.  Examine the UE Security Capabilities and decides on the Security parameters.

8. SEAF builds IAS and send to the NG-UE. 

a. SEAF uses the KIASenc to encrypt the Inner Block 

b. SEAF adds the RANDHN and COUNTER In the outer block of IAS

c. SEAF integrity protect the whole IAS using KIASint before sending the IAS to NG-UE

9. NG-UE perform the following steps:

a. Validates the freshness of the IAS using COUNTER.

b. Validate the integrity of the IAS message using KIASInt.

c. Decrypt the Inner block using KIASenc key and recover the AV, security parameters that the SEAF agrees on, KSI, etc.

d. 
e. NG-UE can generate NAS security keys.

f. After all is successful, the NG-UE sends Security and Authentication complete message with the RES and IMSI included while being integrity protected and encrypted using the KNASInt and KNASenc.

5.2.4.12.3
MASA support 4G USIM

The following subsections describe how MASA supports the use of existing 4G USIM. This section describes the delta from the overall solution as described in Clause 5.2.4.12.2.

Editor’s Note: A clarification of 4G USIM and whether Release 99 USIM can be used is FFS.
5.2.4.12.3.1
 Initial Authentication Request (IAR)

When a 4G USIM is being used in the UE, and the UE supports 5G access and MASA, the UE will initiate this process only after receiving an Identity Request from the serving network. Since the UE has a 4G USIM, the UE construct the Initial Authentication Request message as follows:

· In this case the IAR message contain only one single block that is being encrypted by the home network public key.

· This single block carries the following information:

· IMSI

· 
· COUNTER

· UE SECURITY CAPABILITIES

· Etc.
· Outside the block that is encrypted using the home network public key, the UE includes the Home Network ID (HID) and a flag to indicate that this IAR message is generated for 4G USIM.
5.2.4.12.3.2 
Initial Authentication Response (IAS)

· Initial Authentication Response is sent from the serving network SEAF to the NG-UE in resonse to Initial Authentication Request.
· In addition to the existing EPS_AKA security material the SEAF currently receives from HSS, SEAF also receives the security keys to integrity protect and encrypt the IAS, KIASenc + KIASint.

· SEAF includes the security parameters that SEAF agrees with to use with UE based on the UE security capabilities that was received from the AUSF/ARPF. SEAF encrypts the information in the inner block using KIASenc.

· In addition, the SEAF adds the serving network ID (optional SNID), the serving network public key (SNPK), the RAND & AUTN of the respective AV,  RANDHN, and the COUNTER and then integrity protect the whole IAS message using KIASint and includes the MAC.

· NG-UE Check the COUNTER as the same number that was included in the respective outstanding IAR.

· NG-UE uses RAND and AUTN to access the USIM and generate RES, KASME & KIASenc + KIASint based on RANDHN and the subscriber ‘K’.

· NG-UE calculates the MAC for the IAS and compare with the MAC included in the IAS. If validation passes, then the NG-UE decrypts the inner block of the IAS using KIASenc to recover the rest of the material.

· NG-UE can use AV material received AUTN and RAND to validate the newtwork authenticity.

· NG-UE validates the security parameter agreed upon and selected by the access network.

· NG-UE recovers the SNID (if included) and SNPK and save them to be used to validate error messages received from the serving network.

· When everything is successful, NG-UE sends Security and Authentication Complete message with the RES and IMSI included while integrity protected and encrypted using NASenc and NASint keys based on the communicated AV material.
5.2.4.12.3.3
AUSF/ARPF Functionality

5.2.4.12.3.3.1
Handling of Authentication and Data Request

· When AUSF/ARPF receives the Authentication and Data Request from the SEAF, AUSF/ARPF retrieves the IAR message. AUSF/ARPF validates that this IAR is for the support of 4G USIM.

· ASUF/ARPF uses the HID to retrieve the home network private key (this could be done by the authentication center). 

· AUSF/ARPF uses the Home Network private key to decrypt the IAR and recover the user IMSI,  COUNTER

· AUSF/ARPF access the subscriber record associated with the recovered IMSI and retrieve the ‘K’ key and other subscriber information.

· AUSF/ARPF validates freshness of the IAR message using COUNTER. 

· If IAR freshness validation passes, AUSF/ARPF generates  RANDHN to be used with COUNTER, and “K” to derive KIASenc + KIASint keys which will be used to secure Initial Authentication Response. AUSF/ARPF recovers UE security capabilities to be included in the respective Authentication and Data Response message.

5.2.4.12.3.3.2
Handling of Authentication and Data Response

· AUSF includes the following information in the Auth & Data Response:

· Received UE Security Capabilities

· KIASenc + KIASint 

· Received COUNTER and RANDHN. 
· The user subscription IMSI
5.2.4.12.3.4
SEAF Functionality 
In comparison to the current LTE MME functionality, the following are the functionalities required to handle Initial Authentication.

· SEAF uses the received UE Security Capabilities to decide on security parameters with the UE. SEAF includes these security parameters in the IAS Inner Block.

· SEAF includes the serving network ID (optionally), SNID, and the serving network public key, SNPK, and security parameters that are needed outside the Inner block of the IAS.

· SEAF includes the respective AV material outside the inner block, i.e., RAND and AUTN.

· SEAF uses the received KIASint + KIASenc keys to integrity protect and encrypt the IAS.

· SEAF authenticates the UE via the received RES in the Security and Authentication Complete message and recovers and saves the received IMSI in the NG-UE context.
5.2.4.12.3.5
4G USIM Initial Authentication Call Flow Details
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Figure 5.2.4.12.3.5-1: Call flow of MASA Initial Authentication using 4G USIM
The Key steps are as follows:

1. UE is configured with a 4G USIM with ‘K’ key and the Home Network ID and its associated public key.

2. SEAF send Identity Request message to NG-UE. NG-UE considers this as an indication to initiate Initial Authentication.

3. NG-UE performs the following:

e.  
a. NG-UE builds IAR as one block with UE SEC Capabilities, IMSI,  and COUNTER. 

b. NG-UE encrypts the entire single block of the IAR with the home network public key. NG-UE includes the HID and the 4GUSIMFlag in the outer part of IAR.

c. NG-UE sends IAR to SEAF.

4. SEAF identifies the IAR for 4G USIM and the Home Network based on HID in the IAR and send Authentication and Data Request to the HSS. SEAF ensures including the IAR, HID, and 4GUSIM in the message.

5. When AUSF/ARPF receives the Authentication and Data Request message, AUSF/ARPF perform the following steps:

h. Decrypt IAR using Home Network Private key that is associated with the HID & Recover IMSI, COUNTER, UE SEC Capabilities.

i. Access the subscriber record based on IMSI and validate the freshness of the message based on COUNTER.
j. If successful, AUSF/ARPF generates RANDHN, AV based on EPS-AKA

k. Generate IAS Encryption and Integrity keys using RANDHN, COUNTER and ‘K’. 

l. Deliver all material to SEAF in Data & Auth. Response including the UE Security Capabilities, RANDHN, COUNTER, IMSI and KIASenc and KIASint.

6. SEAF sends Authentication and Data Response to the SeAN with the following information:

a. Subscriber Identifier, IMSI if needed.

b. UE Security Capabilities.

c. KIASenc, KIASInt, COUNTER, RANDHN. and

d. Authentication Vector.

7. SEAF recovers the Subscriber IMSI, UE security Capabilities, IAS keys, RANDHN, and does the following:

a.  Examine the UE Security Capabilities and decides on the Security parameters.

8. SEAF builds IAS and send to the NG-UE. 

a. SEAF uses the KIASenc to encrypt the Inner Block 

b. SEAF adds the RANDHN, COUNTER, AV material, In the outer block of IAS

c. SEAF integrity protect the whole IAS using KIASint before sending the IAS to NG-UE

9. NG-UE perform the following steps:

a. Validates the freshness of the IAS using COUNTER.

b. Recovers the RAND and AUTN and access the 4G USIM to generate RES, Kasme, and IAS keys.

c. Validate the integrity of the IAS message using KIASInt.

d. Decrypt the Inner block using KIASenc key and recover the AV, security parameters that the SEAF agrees on, KSI, etc.

e. The UE  uses the current LTE 3GPP-AKA procedure to authenticate the network using RAND and AUTN as received in the IAS

f. NG-UE can generate NAS security keys.

g. After all is successful, the NG-UE sends Security and Authentication complete message with RES and IMSI included while integrity protected and encrypted being optional and as needed using the KNASInt and KNASenc.
10. SEAF compares RES to XRES and if passed, it saves received IMSI in the NG-UE context. SEAF compares the received IMSI to the IMSI received from the AUSF/ARPF in step 6
5.2.4.12.4 
 MASA NG-UE Security Capabilities Negotiation 
The following subsections describe how NG-UE security capabilities are being negotiated for NAS, gNB-CP (RRC), and UP-GW (UP) protection and supported as per MASA Initial Authentication procedure. The following clauses avoid details that are being described in the main section of MASA solution details.
5.2.4.12.4.1
 NG-UE Functionality

· NG-UE builds IAR message according to MASA.

· UE includes its UE security Capabilities for NAS, gNB-CP, UP-GW and other parameters. UE sends IAR to SEAF.

· When the NG-UE receives the IAS message and after it authenticates the integrity of the message and authenticates the serving network, the NG-UE recovers the security parameters related to the agreed upon security capabilities as received in the inner block of the IAS message. These security capabilities cover NAS, gNB-CP, and UP-GW security capabilities.

· NG-UE generates the respective NAS, gNB-CP, and UP-GW security keys and sends the Authentication and Security Complete message to the SEAF.

5.2.4.12.4.2
gNB-CP Functionality
1. Option 1: A flag is used in RRC or similar protocol to indicate to gNB-CP that this is IAR message.

2. Option 2: SEAF uses the infrastructure DNS server or other means to recover the gNB-CP security capabilities.

3. In the case of option 1 which is described in the call flow in figure 5.2.4.12.3.5.1, gNB-CP adds its gNB-CP security capabilities to the message sent to the SEAF. This is outside the NAS message but within the transport protocol between the gNB-CP and SEAF, e.g., in LTE it is S1AP.

4. In both options 1 & 2, gNB-CP recovers the gNB-CP agreed upon security paramneters with the UE from the message that carries the IAS message to the NG-UE. SEAF includes these parameters outside the NAS message and inside the transport protocol between the SEAF and gNB-CP.
5.2.4.12.4.3
SEAF Functionality
A. SEAF acquires gNB-CP security capabilities

The following are different options for SEAF acquiring gNB-CP security capabilities:

1. gNB-CP includes its security capabilities inside the transport protocol (e.g., S1AP) in the message that carries the Initial Authentication Request. 

2. Whenever the gNB-CP comes up to service, the gNB-CP communicates its security capabilities to the available SEAF(s) and SEAF saves the gNB security capabilities against the gNB-CP ID.

3. SEAF uses the infrastructure DNS server to acquire the gNB-CP security capabilities.

B. SEAF acquires UP-GW security capabilities

The following are different options for SEAF acquiring UP-GW security capabilities:

1. SEAF acquires the UP-GW security capabilities either during provisioning or, 

2. SEAF acquires UP-GW security capabilities using the infrastructure DNS server based on the UP-GW ID.

NOTE: In many LTE implementations, the MME acquires the IP address of the S/P-GW via the infrastructure DNS server. In NG, similarly, it is possible when SEAF acquires the UP-GW IP address to also acquires its security capabilities.

C. SEAF Communicates all protocols security capabilities

1. After the SEAF receives the successful Authentication & Data Response from the AUSF/ARPF, it decides on the security capabilities for the NG-UE for the following protocols, NAS, gNB-CP, UP-GW based on the available NG-UE security capabilities, gNB-CP security capabilities, UP-GW security capabilities.

2. SEAF follows operator policy when deciding the security parameters for all respective protocols.
3. SEAF communicates the all protocols agreed upon security parameters to the NG-UE inside the IAS message.

4. SEAF communicates the gNB-CP protocol agreed upon security parameters to the gNB-CP node inside the S1AP message that carries the IAS message.

5. SEAF communicates the UP-GW protocol agreed upon security parameters to the UP-GW during the bearer establishment for the respective NG-UE.
NOTE: This solution provides one option for how NG-UE may negotiate its NAS, RRC, and UP security capabilities with the serving network. Other options can be used, e.g., using AS security mode command messages exchange. In case of shared RAN, the use of AS security mode command is required in case the shared RAN operator does not to share its RAN secyurity capabilities with SEAF.

5.2.4.12.4.4
AUSF/ARPF Functionality
No changes from the standard MASA functionality.

5.2.4.12.4.5
UP-GW Functionality
The SEAF communicates the security capabilities for UP agreed upon with the UE to the UP-GW during the NG-UE bearer setup.

5.2.4.12.4.5.1
Initial Authentication Call Flow with NG-UE Security Capabilities Negotiation
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Figure 5.2.4.12.3.5-1: MASA Initial Authentication with NG-UE Security Capabilities Negotiation
The Key steps are as follows:

1. UE is configured with 5G (e)UICC with ‘K’ key, the Home Network ID, and its associated public key.

2. SEAF send Identity Request message to NG-UE. NG-UE considers this as an indication to initiate Initial Authentication.

3. NG-UE performs the following:

d.  Request the (e)UICC application to generate required security material for initial authentication, RANDUE, , COUNTER, KIARenc, and KIARInt.

e. NG-UE builds IAR as per MASA. In this step NG-UE includes NG-UE Security Capabilities inside the IAR message. It also may include its IMEI. 

f. NG-UE encrypts the whole IAR including the MAC with the home network public key.

g. NG-UE sends IAR to SEAF.

4. Optionally, gNB-CP node adds its Security Capabilities to the transposrt message between the gNB-CP and the SEAF (e.g., inside S1AP message as per 4G).

5. gNB-CP sends the respective S1AP message that carries the NG-UE IAR message to the SEAF.

6. SEAF acquirs the gNB-CP security capabilities as per the listed options in clause 5.2.4.12.4.3and save them as part of the temporary context for the NG-UE.

7.  SEAF follows MASA and forward the Authentication and Data Request message to the AUSF/ARPF.

8. When AUSF/ARPF receives the Authentication and Data Request message, authenticates the NG-UE as per MASA and generates the IAS respective keys. AUSF/ARPF may recover the NG-UE IMSI and validate the NG-UE security capabilities.

9. AUSF/ARPF sends Authentication and Data Response to the SEAF as per MASA with NG-UE Security Capabilities included.

10.  SEAF recovers the Subscriber IMSI, UE security Capabilities, IAS keys, RANDHN, COUNTER and does the following:

a.  Examine the UE Security Capabilities and decides on the Security parameters.

b. SEAF may acquire the UP-GW security capabilities at this point after receiving the UP-GW identity from AUSF/ARPF or allocate it dynamically through provisioning and load balancing.

11. SEAF builds IAS and send to the NG-UE following MASA. In addition, SEAF include the gNB-CP protocol agreed upon security parameters in the S1AP message being sent to the gNB-CP node.

12. gNB-CP recovers gNB-CP protocol agreed upon security parameters and save it as part of the NG-UE current context.

13. gNB-CP forwards the IAS message to the NG-UE.

14. NG-UE validates the authenticity of the IAS and authenticates the network as per MASA. In addition, the UE saves all protocols agreed upon security parameters as part of its context. NG-UE sends the Security and Authentication Complete message to the SEAF.

15. SEAF communicates the agreed upon UP-GW security parameters to the UP-GW during the NG-UE bearer setup.

……………..
***************End of Change 1****************
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