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Abstract of the contribution: This contribution proposes to add eNB security requirement and test case related to User plan and Control plane data confidentiality and integrity protection in TS 33.216

1 Introduction
This contribution proposes to add eNB security requirement and test case related to User plane and Control plane data Integrity and confidentiality protection in TS 33.216..This is pCR is merger of S3-170148, S3-170149, S3-170150 and S3-170151. 
2 Proposal 
***
BEGIN OF CHANGE ***

5.2.2.1.x Control plane data confidentiality protection

Requirement Name: Control plane data confidentiality protection 
Requirement Reference: TBA

Requirement Description: "The eNB shall provide confidentiality protection for control plane packets on the S1/X2 reference points." as specified in TS 33.401, clause 5.3.4a. 

Threat References: TR 33.926, clause X.2.2.x.1 – Control plane data confidentiality protection.
Security Objective Reference: TBA

Test Case:
The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117
5.2.2.1.y  Control plane data integrity protection

Requirement Name: Control plane data integrity protection
Requirement Reference: TBA

Requirement Description: "The eNB shall provide integrity protection for control plane packets on the S1/X2 reference points." as specified in TS 33.401, clause 5.3.4a.  
Threat References: TR 33.926, clause X.2.2.x.2 – Control plane data integrity protection.
Security Objective Reference: TBA

Test Case:

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117

5.2.2.1.z  User plane data ciphering and deciphering at eNB 

Requirement Name: User plane data ciphering and deciphering at eNB 
Requirement Reference: TBA

Requirement Description: "The eNB shall cipher and decipher user plane packets between the Uu reference point and the S1/X2 reference points." as specified in TS 33.401, clause 5.3.4.  

Threat References: TR 33.926, clause X.2.2.x.3 – User plane data ciphering and deciphering at eNB.
Security Objective Reference: TBA

Test Case:

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117

5.2.2.1.a  User plane data integrity protection

Requirement Name: User plane data integrity protection
Requirement Reference: TBA

Requirement Description: "The eNB shall handle integrity protection for user plane packets for the S1/X2 reference points." as specified in TS 33.401, clause 5.3.4.  

Threat References: TR 33.926, clause X.2.2.x.4 – User plane data integrity protection.
Security Objective Reference: TBA

Test Case:

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.3.2.4 of TS 33.117

***
END OF FIRST CHANGE ***
