Page 1



3GPP TSG-SA3 Meeting #86 
S3-170474
Sophia Antiplos, France  6-10 February 2017 








Revision of S3-16xyz
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	33.926
	CR
	-
	rev
	-
	Current version:
	13.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	X
	Core Network
	X


	

	Title:

	Adding eNB Annex to Support SCAS_eNB

	
	

	Source to WG:
	Huawei, HiSilicon

	Source to TSG:
	S3

	
	

	Work item code:
	SCAS
	
	Date:
	2017-2-13

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	Threats related to eNB that are identified in the course of developing TS 33.216 need to be captured in the threats and assets technical report TR 33.926

	
	

	Summary of change:
	New Annex. 

	
	

	Consequences if not approved:
	Incomplete justification for adding requirements and test cases to TS 33.216

	
	

	Clauses affected:
	X

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	TR 33.216 impacted by this CR.


***
BEGIN CHANGES
***
Annex X: 
Aspects specific to the network product class eNB
X.1
Network product class description for the eNB
X.1.1
Introduction

The present document captures the network product class descriptions, threats and critical assets that have been identified in the course of the work on 3GPP security assurance specifications. The main body of the present document contains generic aspects that are believed to apply to more than one network product class, while Annexes cover the aspects specific to one network product class.
X.1.2
Minimum set of functions defining the eNB network product class
Editor’s Note: this clause will have the minimum set of functions defining the eNB network product class
X.2
Assets and threats specific to the eNB
X.2.1
Critical assets

Editor’s Note: this clause will have critical assets related to the eNB.

X.2.2
Threats related to Control plane and User plane 


X.2.2.1 Control plane data confidentiality protection

- Threat name: Control plane data confidentiality protection

- Threat Category: Tampering data, Information Disclosure, Denial of Service, Masquerading attack.
- Threat Description: If the eNB does not provide confidentiality protection for control plane packets on the S1/X2 reference points, then the control plane packets sent between eNBs (eg. inter-eNB handover) and from eNB to MME (eg. handover on MME change) can be manipulated and the eNB can be compromised by attackers to prevent service to legitimate users (eg. Handover failure). Moreover, the UE identifiers, security capabilities, the security algorithms and key materials exchanged between eNBs and eNB-MME can be accessed by the attackers leading to huge security breach. Where, any active attacker can perform masquerading by making use of the legitimate users’ UE identifiers to gain access to the network. This threat scenario assume that the S1, X2 reference points are not within the security environment
- Threatened Asset: User account data and credential

X.2.2.2 Control plane data integrity protection

- Threat name: Control plane data integrity protection

- Threat Category: Tampering data, Denial of Service
- Threat Description: If the eNB does not provide integrity protection for control plane packets on S1/X2 reference points, the control plane packets between eNBs on X2-C and from eNB to MME on S1-MME interface risks being exposed and/or modified. The intruder manipulations on control plane packets will leads to denial of service to legitimate users. This threat scenario assume that the S1, X2 reference points are not within the security environment

- Threatened Asset: Sufficient Processing Capacity
X.2.2.3 User plane data ciphering and deciphering at eNB

- Threat name: User plane data ciphering and deciphering at eNB

- Threat Category: Tampering data, Information Disclosure, User tracking, Denial of Service, Man-in-the-middle
- Threat Description: If the eNB does not cipher and decipher user plane packets between the Uu reference point and the S1/X2 reference points, then the attackers can manipulate and compromise user packets on Uu, X2-U and S1-U interface to launch Denial of Service as well as Man-in-the middle attack. The attackers can gain access to user identifiers, IMSI, serving network identifiers, location information and can perform user tracking.  This threat scenario assume that the S1, X2 reference points are not within the security environment
- Threatened Asset: User account data and credential
X.2.2.4 User plane data integrity protection

- Threat name: User plane data integrity protection

- Threat Category: Tampering data, Denial of Service
- Threat Description: If the eNB does not handles integrity protection for user plane packets for the S1/X2 reference points then all the uplink/downlink user plane packets over X2-U and S1-U can be attacked and/or manipulated by intruders to launch Denial of Service attack. This threat scenario assume that the S1, X2 reference points are not within the security environment
- Threatened Asset: Sufficient Processing Capacity
Annex Z:
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