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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK1]Abstract of the contribution: This pCR proposes to add the examples of the security functional requirements in the section 4.2.2.1 of TS33.250.
Introduction 
Charging ID uniqueness and TEID uniqueness were proposed as the security functional requirements on the PGW deriving from 3GPP specifications – General approach in the last meeting. These security requirements should also be added as the example of the security functional requirements in the section 4.2.2.1.
Proposed pCR
***	BEGIN OF CHANGES	***
[bookmark: _Toc435180232][bookmark: _Toc456605685][bookmark: _Toc456645141][bookmark: _Toc467183363]4.2.2	Security functional requirements on the PGW deriving from 3GPP specifications and related test cases
[bookmark: _Toc435180233][bookmark: _Toc467183364]4.2.2.1	Security functional requirements on the PGW deriving from 3GPP specifications – General approach
In addition to the requirements and test cases in TS 33.117[3], clause 4.2.2, a PGW shall satisfy the following:
It is assumed for the purpose of the present SCAS that a PGW conforms to all mandatory security-related provisions pertaining to a PGW in: 
-	3GPP TS 33.401[5]: "EPS security architecture";
-	other 3GPP specifications that make reference to TS 33.401[5] or are referred to from TS 33.401[5] (e.g. TS 23.401 [6], TS 23.060[9], etc.);. 
-     3GPP TS 32.251[8]: " Packet Switched (PS) domain charging".
Since the PDN GW is the gateway which terminates the SGi interface, the security procedures pertaining to the PGW are typically related to gateway functions. For example: 
-	Per-user based packet filtering (by e.g. deep packet inspection).
-	Every IP-CAN bearer shall be assigned a unique identity number for billing purposes. (i.e. the Charging Id).
-	The TEID is a unique identifier within one IP address of a logical node.
[bookmark: _Toc457902416][bookmark: _Toc467183365]4.2.2.2 	Per-user based packet filtering
Requirement Name: Per-user based packet filtering
Requirement Reference: TBA 
Requirement Description: This requirement is identical to per-user based packet filtering (by e.g. deep packet inspection) as specified in TS 23.401, clause 4.4.3.3.
Threat References: TBA
Security Objective References: TBA
Test Case: 
Purpose:
Verify that PGW supports a Per-user based packet filtering. 
Pre-Conditions:
-	The tester has a privilege to configure the filtering policy on the PGW to make the PGW can filter the packets per-user
-	 Some UE (e.g. UE1 and UE2) are registered on the PGW.
-	The PGW can receive the packets from the UE1 and UE2. 
-	A network traffic analyser on the PGW (e.g. tcpdump) is available.
Execution Steps
1. The tester configures the different filtering policy for the UE1and the UE2 on the PGW, e.g. the PGW forwards the packets from the UE1 to SGi and drops the packets from the UE2.
2. The tester sends the packets from the UE1 to the PGW.
3. The tester sends the packets from the UE2 to the PGW.
4. The tester checks the filtered packets using the network traffic analyser. 
Expected Results:
The PGW can filter the packets per- user according the configured filtering policy, e.g. the PGW forwards the packets from the UE1 to SGi in the step 2 and drops the packets from the UE2 in the step 3.
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot contains the operation results, pcap file demonstrating that the UE2’s packets are correctly received but unavailable on the SGi interface while the UE1’s packets are correctly sent to SGi.
[bookmark: _Toc467183366]4.2.2.3 Charging ID Uniqueness
Editor’s Note: Reuse of Charging ID is FFS.
Requirement Name: Charging ID Uniqueness
Requirement Reference: TBA 
Requirement Description: "Every IP-CAN bearer shall be assigned a unique identity number for billing purposes. (i.e. the Charging Id)" as specified in 3GPP TS 32.251 [8], clause 5.1.1.
Threat References: TBA
Security Objective References: TBA
Test Case: 
Purpose:
Verify that the Charging ID value set in the Information Element Bearer Context within a CreateSessionResponse is unique. 
Pre-Conditions:
Test environment with P-GW and S-GW, PCRF. PCRF and S-GW may be real nodes or simulated. 
The tester is able to trace traffic between the P-GW and the S-GW (real or simulated)
Execution Step
1. The tester intercepts the traffic between the P-GW and the S-GW.
2. The tester trigger more than one (e.g. at least 10000) consecutive CreateSessionRequest for an Initial UE Attach towards the P-GW (using a real or a simulated S-GW) in order to setup a new IP-CAN bearer.
3. The P-GW creates a UE/S-GW context and communicates with the PCRF (real or simulated) for QOS and APN resolve. That procedures shall be successfully in order to permit to the P-GW to send back to the S-GW a CreateSessionResponse containing at least :
a. A Success cause.
b. The P-GW’s F-TEID for control plane 
c. The PDN Address Allocation (PAA) 
d. A Bearer Contexts Created. 
4. The tester verifies that the Charging ID within Bearer Contexts Created in each generated CreateSessionResponse are different.
Expected Results:
The Charging ID assigned to every IP-CAN bearer requested by different CreateSessionRequest is unique.
Expected format of evidence:
Files containing the triggered GTP messages (e.g. pcap trace).
[bookmark: _Toc467183367]4.2.2.4 TEID UNIQUENESS
Editor’s Note: Reuse of TEID is FFS.
Requirement Name: TEID Uniqueness
Requirement Reference: TBA 
Requirement Description: "The TEID is a unique identifier within one IP address of a logical node." as specified in TS 23.060 [9], clause 14.6.
Threat References: TBA
Security Objective References: TBA
Test Case: 
Purpose:
Verify that the TEID generated for each new GTP tunnel is unique for both control and user plane. 
Pre-Conditions:
Test environment with P-GW and S-GW, PCRF. PCRF and S-GW may be real nodes or simulated. 
The tester is able to trace traffic between the P-GW and the S-GW (real or simulated)
Execution Step
1. The tester intercepts the traffic between the P-GW and the S-GW.
1. The tester triggers more than one (e.g. at least 10000) consecutives CreateSessionRequest e.g. for an Initial UE Attach towards the P-GW (using a real or a simulated S-GW) with GTP header TEID set to 0 and F-TEID set to different values.
1. The P-GW creates a UE/S-GW context and communicates with the PCRF (real or simulated) for QOS and APN resolve. That procedures shall be successfully in order to permit to the P-GW to send back to the S-GW a CreateSessionResponse containing at least :
7. A Success cause.
7. The P-GW’s F-TEID for control plane 
7. The PDN Address Allocation (PAA). 
7. A Bearer Contexts Created. 
1. The tester verifies that the F-TEID created for each generated CreateSessionResponse is unique.
Expected Results:
The F-TEID  set into each different CreateSessionResponse  is unique.
Expected format of evidence:
Files containing the triggered GTP messages (e.g. pcap trace).

***	END OF CHANGES	***

