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1. Overall Description:

SA3 would like to thank RAN2 for their LS on Security considerations for NR. 

SA3 would like to provide the following information:

On having "security key refresh not be performed at every connected mode mobility procedure, for the case of mobility where the PDCP anchor point is not changed":
       - 
SA3 has come to the preliminary conclusion that this could be acceptable for confidentiality and integrity protection if keystreams are not reused, i.e. the counter going into keystream derivation keeps increasing
       - 
One of the guiding principles for LTE security was the ability of the MNO to hide its network topology. Not performing key refresh might leak information about the MNO's network topology. SA3 has not yet assessed the importance of this risk. 

        - Any other impact will be studied.
On "separating key change from connected mode mobility should result in a change in the inputs for key derivation":

       - 
SA3 has not yet studied the necessary inputs for key derivation.
2. Actions:

To RAN2 group.

ACTION: 
SA3 would like to kindly ask RAN2 to take the above preliminary information into account.
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