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1
Decision/action requested

2
References
[1]
3GPP TR 33.899-060
3
Rationale

During NSA#12 telco it was encouraged to start a list of questions that may lead to interim agreements for the TR 33.899. The following pCR proposal is addressing key issue #7.2 in security area "Subscription Privacy".
Revision: reformulation of questions.
4
Detailed proposal

X.7.2 Questions and Interim Agreements for Key Issue #7.2 Concealing permanent or long-term subscription identifier
X.7.2.0 Questions in other clauses affecting this key issue

Key issue #1.8 is related to global PKI. Key issues #10.1 and  #10.2. / solution #10.1 and #10.2 are related to usage of circle of trusts to slowly build up a global PKI.

X.7.2.Y Public key usage by HN 
X.7.2.Y.1 Description of Question

The provisioning of UEs with public keys from its home operator seems to be a reasonable process and would not require to set up a global PKI, since it is a trust relationship between the home operator and its subscribers and could be managed at manufacturing time and first time usage.
Question: Is using the HN public key acceptable and feasible?
X.7.2.Y.2 Interim Agreement

X.7.2.Z Public key usage of SNs

X.7.2.Z.1 Description of Question

While the usage of public keys provided by the home operator seems to be straight forward, the provisioning of UEs with all available public keys of all serving networks will be a challenge and demands the availability of a Global PKI.

Question: Is using the SN public key acceptable and feasible?

Question: How could a Global PKI be realized in future?
X.7.2.Z.2 Interim Agreement

