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Abstract of the contribution:

This contribution provides an evaluation of the MASA protocol proposed as solution 2.12.
1. Introduction

This contribution provides an evaluation#2 of the MASA protocol proposed as solution 2.12. 
In our view, it has several significant shortcomings: 

· Lack of modularity, which makes it hard to evaluate and compare MASA with competing proposals

· Unclear relation between system assumptions and protocol design resulting in unnecessary complexity and superfluous parameters

· Security issues with the protocol 

· Doubtful claims of efficiency gains

2. pCR

----------------------- start of pCR to TR 33.899, v060 -----------------------

5.2.4.12.5
Solution Evaluation

Evaluation#1

· Security: 

This solution proposes a mutual authentication and a security agreement mechanism that addresses all the known security vulnerabilities that has been documented against LTE 3GPP EPS-AKA. It addresses the following issues:

1. It protects the subscriber and device long term identifier (e.g., IMSI) at all times and prevents IMSI leakage.

2. It provides a dynamic mechanism to deliver the serving network public key material to the NG-UE in a secure manner which allows the network to always deliver NAS and AS messages with at least integrity protection. This mechanism protects against reported MITM attack on using attach response with error code.

•
Possibility of a common transport for a variety of authentication methods: 

This solution introduces a mechanism for Initial Authentication which is being introduced using 3GPP NAS signaling. However, the same initial authentication mechanism can be used over EAP.

•
Efficiency: 

This solution provides an at least two messages saving over 3GPP EPS-AKA which counts for about 33% signaling saving. This mechanism utilizes the secure exchange of IAR and IAS to exchange the UE security capabilities within the Initial authentication messages.

•
Interworking: 

This solution is based on 3GPP EPS-AKA and after Initial Authentication, the UE and the network can use EPS-AKA mechanism for handover and idle mode mobility. This mechanism can be adopted over EAP and thus can be seamlessly used to support interworking with non-3GPP accesses.

•
Migration 

This solution utilizes all the strength from 3GPP EPS-AKA and symmetric keys as used in (e)UICC. It is 100% backward compatible with 3GPP EPS-AKA.

•
3GPP control over possible enhancements of authentication method used over 3GPP-defined access network
This solution is completely under the scope of 3GPP. However, if it is used over EAP for interworking with non-3GPP accesses, then the control of EAP lies within IETF.

Evaluation#2
Editor’s Note: This evaluation met with sustained objections from a small number of companies.

The main points addressed in this evaluation#2 are:
· Lack of modularity, which makes it hard to evaluate and compare MASA with competing proposals
· Unclear relation between system assumptions and protocol design resulting in unnecessary complexity and superfluous parameters
· Security issues with the protocol 
· Doubtful claims of efficiency gains

Lack of modularity

MASA combines several features that should be specified as separate functions or procedures for clarity and ease of protocol analysis. It could then be studied later whether to piggy-back messages from one of these procedures onto messages of other procedures for efficiency reasons. At least the following features are identified:

· Mutual authentication and key establishment
· IMSI protection over the air

· Security Mode procedure / negotiation of crypto algorithms

· Prevention of attacks using unprotected authentication error messages

These features are addressed one by one in the following.

IMSI protection over the air

MASA achieves this by encrypting the IMSI with a public key of the home network. It seems the home network public key is not used for any other purpose in MASA. 

· This feature can be separated out. It is present in other authentication protocols as well, cf. e.g. solution 7.3 in security area#7 or the proposal for EAP-AKA in untrusted access in S3-161664. 

· Furthermore, there are proposals in security area#7 that claim to achieve IMSI protection over the air without the use of public keys, which is another reason to consider the IMSI privacy issue separately. 

· Finally, MASA lacks the sophistication of a multi-layered identity approach of some of the proposals in security area#7 that have pseudonyms assigned by the home network as well as temporary identities assigned by the serving network. As a consequence, the IMSI is encrypted with a public key in every Attach request, which is very costly. 

Security Mode procedure / negotiation of crypto algorithms

· Bidding down protection needs to be considered separately and should not be integrated with the authentication protocol in a monolithic fashion. The usual approach so far has been: UE sends the supported capabilities to the network, the network replies with an integrity-protected message containing both, a (hash of) the UE- supported capabilities, as received from UE, and the capabilities selected by the network. It needs to be explained why this approach would not work in 5G.
· Sending the UE-supported capabilities from the UE in a protected message, as done in MASA, is actually a disadvantage as it requires the UE to already select an algorithm for protection; but the selection of algorithms should be the outcome of the procedure. 

Preventing attacks using unprotected authentication error messages

MASA provides a serving network public key to the UE for the explicit purpose of protecting future error messages. 

· A serving network public key is simply assumed to be available. But it is a major discussion whether and how serving network public keys could be supported in 5G. The present evaluation is not suggesting that they cannot be supported, but at least issues around a global PKI, cross-certification among all operators, impact on security when some operators do not have private/public key pairs, and more, need to be thoroughly discussed. No such discussion is present in MASA. 
· While it is true that DoS attacks on the UE are possible using error messages, it is doubtful whether one can get ever rid of unprotected authentication error messages: there can always be a mismatch, or a lack of UE authorization to access this particular network, or some other reason that prevents a successful run of an authentication and key establishment protocol. 

· And after a successful run of an authentication and key establishment protocol, NAS security is available to protect further communication. When the NAS security context no longer works, for whatever reason, one is back to the need of running another round of authentication, with the unavoidable possibility of unprotected error messages, cf. previous bullet. 

Unclear relation between system assumptions and protocol design, superfluous parameters
MASA has the following properties: 

· The first authentication message is sent by the UE (as opposed to AKA where the first authentication message is sent by the network).

(The identity request is discounted here. It seems inspired by the optional identity request in the EAP framework. However, it can be argues that the EAP identity request is not needed in a 5G setting as the identity could be sent with the Attach request.)

· MASA is a three-way authentication handshake. 

· Both sides generate random numbers for freshness, namely UE generates RAND1, RAND2, and HSS generates RAND (as part of AKA). 

· Under the assumptions above, one can find authentication protocols that are well understood, and even standardized. Existing protocols are not analyed and compared to MASA, so it is not clear why a totally new protocol like MASA is needed.  

· It is not clear why there should be a need for additional freshness parameters like the COUNTER and SQN (part of AKA) used in MASA, given that both sides already generate random numbers for frehsness. It is not explained what should be done if COUNTER gets out of synch between UE and HSS. 
· In contrast, AKA knows only two freshness parameters: RAND to guarantee freshness to the HSS, and SQN to guarantee freshness to the UE. 
· IMSI and RAND1seem, according to the description part of both, the inner and the outer block of IAR. 
So, MASA seems a convoluted mix of AKA and something new. Just having AKA, or just having something new without AKA, (with modular additions for IMSI privacy and algorithm negotiation for each) may be simpler while allowing to achieve the same goals. Of course, it would have to be demonstrated for the ‘something new’ in how much it would be superior to other proposals, e.g. EPS AKA* or EAP-AKA’ or EAP-TLS.
Security issues with the protocol 

· HN cannot ascertain the freshness of KIARenc, KIARint, KIASenc, KIASint because they are derived from RAND1 and RAND2 generated by UE. 

· It is not explained why the responder (HSS) has to even check that IAR, the first message from the initiator (UE), is fresh. This is unusual in authentication protocols. 

· It is not explained why anything in the IAR, apart from the IMSI, needs confidentiality protection. The UE capabilities most likely do not need it. In the IAS from SEAN to UE, nothing seems to require confidentiality protection, and yet IAN is encrypted.
· It is not clear why the IAR inner block needs to be encrypted with a symmetric key when the whole IAR message is encrypted with the public key of the home network anyhow. 
· SEAN can choose its own public key, there is no confirmation by the HN that the SEAN is authorized to use this public key, and the UE has no means to verify this authorization. 
Doubtful claims of efficiency gains: 
· The claimed message saving is only due to the fact that the Security Mode procedure and AKA are combined into one procedure, i.e. they are achieved through piggy-backing of messages from one procedure onto the other, similar to what was done in GPRS with the Authentication and Ciphering Command. Of course, the usefulness of such piggy-backing should be investigated for 5G, but it has nothing to do with the efficiency of the authentication protocol, hence the comparison of MASA with AKA is skewed. 
----------------------- end of pCR to TR 33.899, v060 -----------------------

