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Abstract of the contribution: This contribution provides a justification to why the following Editor’s Note can be removed: “Editor’s Note: Allowing the SeAN to make a decision on AS security algorithms based on gNB-CP security capabilities is FFS.”
1. Introduction
Solution 2.12 provides a simple and optimized option of how the NG-UE negotiates its NAS, RRC and UP security capabilities with the NG serving network end points.

Solution 2.12 bases its option on a very simple principle which allows the SEAF to be the authorized broaker for negotiating the network security capabilities of the RRC and UP. Solution 2.12 provides a list of options to how SEAF gets the latest security capabilities for RRC and UP.

Finally, solution 2.12 provides one option for how the NG-UE negotiates its AS security capabilities. Any other option is also possible and can be adopted without impact on the functionalities of solution 2.12.

Based on the above logic, the following Editor’s Note should be deleted, “Editor’s Note: Allowing the SeAN to make a decision on AS security algorithms based on gNB-CP security capabilities is FFS.”
2. Proposed Changes
***************Start of Change 1****************
…………
5.2.4.12.4.3
SeAN Functionality
A. SeAN acquires gNB-CP security capabilities

The following are different options for SeAN acquiring gNB-CP security capabilities:

1. gNB-CP includes its security capabilities inside the transport protocol (e.g., S1AP) in the message that carries the Initial Authentication Request. 

2. Whenever the gNB-CP comes up to service, the gNB-CP communicates its security capabilities to the available SeAN(s) and SeAN saves the gNB security capabilities against the gNB-CP ID.

3. SeAN uses the infrastructure DNS server to acquire the gNB-CP security capabilities.

B. SeAN acquires UP-GW security capabilities

The following are different options for SeAN acquiring UP-GW security capabilities:

1. SeAN acquires the UP-GW security capabilities either during provisioning or, 

2. SeAN acquires UP-GW security capabilities using the infrastructure DNS server based on the UP-GW ID.

NOTE: In many LTE implementations, the MME acquires the IP address of the S/P-GW via the infrastructure DNS server. In NG, similarly, it is possible when SeAN acquires the UP-GW IP address to also acquires its security capabilities.

C. SeAN Communicates all protocols security capabilities

1. After the SeAN receives the successful Authentication & Data Response from the HSS, it decides on the security capabilities for the NG-UE for the following protocols, NAS, gNB-CP, UP-GW based on the available NG-UE security capabilities, gNB-CP security capabilities, UP-GW security capabilities.

2. SeAN follows operator policy when deciding the security parameters for all respective protocols.
3. SeAN communicates the all protocols agreed upon security parameters to the NG-UE inside the IAS message.

4. SeAN communicates the gNB-CP protocol agreed upon security parameters to the gNB-CP node inside the S1AP message that carries the IAS message.

5. SeAN communicates the UP-GW protocol agreed upon security parameters to the UP-GW during the bearer establishment for the respective NG-UE.
.
NOTE: This solution provides one option for how NG-UE may negotiate its NAS, RRC, and UP security capabilities with the serving network. Other options can be used, e.g., using AS security mode command messages exchange. In case of shared RAN, the use of AS security mode command is required in case the shared RAN operator does not to share its RAN secyurity capabilities with SEAF.
………….
***************End of Change 1****************
3. Conclusion
SA3 is kindly requested to accept the changes as per section 2 above into TR33.899.
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