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Abstract of the contribution: This contribution clarifies the advantage of solution in clause 6.2.8.3 of 33.885 over GBA and proposes to delete the EN “Editor’s Note: The advantage of this solution over GBA needs to be evaluated.” based on this clarification. In addition, it is proposed the conclusion of V3 security to accept this solution as alternative option.
1. Introduction
Observation: The V3 interface could be secured based on the framework of PC3 interface in TS33.303, but not the same way. It could be optimized.

 In the chapter 7.2 the V3 interface security is stated as follows:
“The V3 interface can be secured in the same way as the PC3 interface, as in TS 33.303[12] clause 5.3. Namely, for configuration transfer to the UICC, use UICC OTA mechanisms, for data transfer from the UE use GAA with HTTPS mechanisms, and for data transfer to the UE, use GBA mechanisms.”
The reference architecture is similar with the clause B.3 in 33.885.
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“In this architecture the BSF is colocated with the ProSe Function and the ProSe Key Management Function acting as a NAF. Zn interface is present between BSF and ProSe Function and also between BSF and ProSe Key Management Function. ”
The impacts to the network are that: 1) a new network element BSF has to be provided in the network. 2) The V2X Control Function (it is ProSe function in 33.303) has to support Zn interface. 
GBA architecture has advantage when BSF has already been deployed and more than one NAF exist in the network. But in LTE-V network, only one NAF exist, V2X Control Function. GBA is not a lightweight solution for the purpose of delivering a pre-shared key to V-UE and V2X Control Function.
The chapter 6.8.2.3 presents a lightweight solution to address the issue of delivering pre-shared key to V-UE and VCF.
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An interface, V4, already exists between HSS and VCF. HSS could derive the top key, Kv2x, to VCF, and then the VCF could generate the pre-shared key, Kpsk. The same process could be performed by V-UE.
The following table lists a comparison between the GBA and the new solution:
	Impact to LTE-V network
	GBA
	Solution in clause 6.8.2.3

	Adding new Network Element/Function
	Yes, BSF
	no

	Adding new interface on VCF
	Yes, Zn interface must be supported between VCF and BSF.
	no

	Adding new interface on UE
	Yes, Ub interface must be supported between UE and BSF.
	no

	Adding new interface on HSS
	Yes, HSS must support Zh interface with BSF
	no 


Based on the above clarification, a lightweight solution to secure the V3 interface should be taken into account as an alternative solution in addition to GBA. 

2. Proposed Changes
***************Start of Change 1****************
6.8.2.3
Alternative security procedure for data transfer between UE and V2X Control Function
The V2X control function (VCF) and V-UE could use a share key to do mutual authentication and establish a secure channel based on PSK TLS. The pre-shared key could be derived during the AKA procedure when the V-UE attach to the network through UU interface.

The new key hierarchy based on the 3GPP TS 33.401 [13] is presented as follows:
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Figure 6.8.2.3-1 Key Hierarchy Based on TS 33.401[13]
According to the V2X architecture defined in the TS 23.285 there is no communication interface between VCF and MME, but VCF could communicate with HSS through V4 interface, so VCF could acquires key or materials from HSS. The new branch of key derivation is that, the V-UE and HSS derives a root key KV2X respectively for V2X service during AKA procedure, and then V-UE and VCF derive a pre-shared key KPSK from KV2X respectively. The V-UE and VCF could utilize the KPSK and PSK TLS protocol to perform mutual authentication and establish a secure channel on user plane.
Editor’s Note: How the solution works when V-UE is not connected to the network is FFS.


***************End of Change 1****************
3. Conclusion
SA3 is kindly requested to accept the changes proposed in section 2 to the TR33.885.
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