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1
Decision/action requested

This contribution proposes a solution for protecting initial NAS messages
2
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Rationale

Key Issues #1.5 and #1.6 are about the providing integrity and confidentiality of signalling messages between the NG-UE and network. This contribution proposes a solution to protecting the initial NAS messages, i.e. the ones that may be sent before the NG-UE and network are confirmed that they share a common security context. 
If the UE does not have a security context when wanting to send an initial NAS message (that is the first NAS message sent after the NAS connection by a UE leaving Idle, the NG-UE only sends a short message that contains only the information necessary for the network to establish a security context (e.g. UE identifier, UE security capabilities). This enables the network to establish a secure connection (based on a security context) with the UE and then the UE to send the initial message fully protected. To optimise the signalling, the 5G equivalent of the NAS security mode complete message is proposed to carry the fully protected initial message. 

If the NG-UE has a security context, the NG-UE sends the same information along with the initial NAS message to the network. All this information is integrity protected with the security context that the NG-UE has but only the initialmessage is confidentiality protected. If the network has the same security context as the NG-UE, then the network can check its integrity protection and retrieve the initial NAS message. If this is successful, the network may responds to the initial NAS message without further security procedures. Of course the network may refresh the NAS security if desired. If the network does not have the security context or the integrity check fails, then the network can use the data that is received in clear to establish the security and get the NG-UE to send the initial NAS message in the 5G equivalent of the NAS security mode complete as above. The following figure describes the flows for this but for simplicity only considers the message between the NG-UE and AMF. 
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1. Message(UE ID, UE security capabilities, 
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3. NAS SMC([Request Initial Message Flag]) 


Step 1: The UE sends the UE ID and UE security capabilities to the AMF. If it has a security context, it in addition sends the initial NAS message ciphered using the security context and integrity protects the whole sent message using the security context.

Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF initiates an authentication procedure with the UE. This may involve some identity request procedures if the UE gave a temporary identity in the step 1. The AMF may also initiates an authentication procedure with the UE even if the integrity check passed.
Step 3: After a successful authentication of the NG-UE, the AMF sends the NAS security mode command including a request for the initial NAS message, if it was not included in step 1 or the network has failed to verify the integrity of the initial NAS message. 

Step 4:  The UE sends the NAS security mode complete to the network. This message is ciphered and integrity protected and includes the initial NAS message if requested by the network in the NAS security mode command message.

Step 5: The AMF sends its response to the initial NAS message. This message is ciphered and integrity protected. 

4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion into TR 33.899.
****** START OF CHANGES *****

5.1.4.X
Solution #1.X: Protecting the initial NAS message 

5.1.4.X.1
Introduction  

This solution addresses Key Issue #1.5 and #1.6 for initial NAS messages. 

5.1.4.X.2
Solution details  

If the UE does not have a security context when wanting to send an initial NAS message (that is the first NAS message sent after the NAS connection by a NG-UE leaving Idle), the NG-UE only sends a short message that contains only the information necessary for the network to establish a security context (e.g. UE identifier, UE security capabilities). This enables the network to establish a secure connection (by authenticating the UE and running the Security Mode procedure) with the NG-UE and then the NG-UE to send the initial message fully protected. To optimise the signalling, the 5G equivalent of the NAS security mode complete message is proposed to carry the fully protected initial message. 

If the NG-UE has a security context, the NG-UE sends the same information along with the initial NAS message to the network. All this information is integrity protected with the security context that the NG-UE has but only the initialmessage is confidentiality protected. If the network has the same security context as the NG-UE, then the network can check its integrity protection and retrieve the initial NAS message. If this is successful, the network may responds to the initial NAS message without further security procedures. Of course the network may refresh the NAS security if desired. If the network does not have the security context or the integrity check fails, then the network can use the data that is received in clear to authenticate the UE and establish the security as above, and to get the NG-UE to send the initial NAS message in the 5G equivalent of the NAS security mode complete as above. Figure 5.1.4.X.2-1 describes the flows for this but for simplicity only considers the messages between the NG-UE and AMF.
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Figure 5.1.4.X.2-1: Protecting initial NAS messages
Step 1: The UE sends the UE ID and UE security capabilities to the AMF. If it has a security context, it in addition sends the initial NAS message ciphered using the security context and integrity protects the whole sent message using the security context.

Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF initiates an authentication procedure with the UE. This may involve some identity request procedures if the UE gave a temporary identity in the step 1. The AMF may also initiates an authentication procedure with the UE even if the integrity check passed.

Step 3: After a successful authentication of the NG-UE, the AMF sends the NAS security mode command including a request for the initial NAS message, if it was not included in step 1 or the network has failed to verify the integrity of the initial NAS message. 

Step 4:  The UE sends the NAS security mode complete to the network. This message is ciphered and integrity protected and includes the initial NAS message if requested by the network in the NAS security mode command message.

Step 5: The AMF sends its response to the initial NAS message. This message is ciphered and integrity protected. 

5.1.4.X.3
Evaluation 

TBD

***** END OF CHANGES *****
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