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1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.
The document adds an evolved NextGenUSIM as a solution to several key issues. It is abbreviated as “NextGenUSIM”. 
2. Text proposal
In line with the discussion presented in the previous clause it is proposed to introduce the following changes to [1]. 
~ ~ ~ Start of first text proposal ~ ~ ~
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[…]
[v]

ETSI TS 102 225: Smart Cards; Secured packet structure for UICC based applications (Release 12)
[w]

ETSI TS 102 226: Smart Cards; Remote APDU structure for UICC based applications (Release 13)
[x]

3GPP TS 31.102: Technical Specification Group Core Network and Terminals; Characteristics of the USIM application (Release 14)
[y]

ETSI TS 102 221: Smart Cards; UICC-Terminal interface; Physical and logical characteristics (Release 13)
[z]

ETSI TS 102 484: Smart Cards; Secure channel between a UICC and an end-point terminal (Release 11)
~ ~ ~ End of first text proposal ~ ~ ~
~ ~ ~ Start of second text proposal ~ ~ ~
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Example: text used to clarify abstract rules by applying them literally.

3GPP service layer user identifier: uniquely identifies a user within the 3GPP service layer. IMS is an example of a 3GPP defined service layer. Within the IMS, various identifiers are defined: IP Multimedia Public Identity (IMPU) identifies a user; IP Multimedia Private Identity (IMPI) uniquely identifies a subscription in the IMS and so on.

3GPP subscription credential: a subscription credential that has a 3GPP subscription identifier, and a key (i.e. an existing 3GPP key or alternative key). 

3GPP subscription identifier: a subscription identifier that is routable to the home 3GPP network if the UE is roaming; an example of such an identifier is the IMSI. 
NextGen USIM: The evolution of the current USIM for NextGen use.
Alternative 3GPP subscription credential: a 3GPP subscription credential that has a 3GPP subscription identifier and alternative key.

Alternative subscription credential: a subscription credential that has non-3GPP subscription identifier and an alternative key. 

Anonymity: The condition when personally identifiable information (PII) is irreversibly altered in such a way that personal information can no longer be identified directly or indirectly.

Application service identifier: uniquely identifies an application service (operator or 3rd party owned) that is using 3GPP service layer (e.g. IMS) and transport layer (access layer) to deliver IP based services to the user. The application service identifier may be used by the operator and/or application service provider to control which applications are allowed to use service provider’s network.          
Application service user identifier: identifies a user within an application service(s) that’s being delivered to the human user over the service provider’s network. An IMPU is associated with this identifier to enable routing within the IMS. IMPU may be used as the Application service user identifier, for example, in scenarios where the application service is provided by the service provider.
Confidentiality: The property that data is not disclosed to system entities unless they have been authorized to know the data.

Equipment Identifier: The identifier that uniquely characterises an equipment (consisting of at least hardware and, possibly, associated software) used to access the 3GPP system (e.g. IMEI and MAC address).

Existing 3GPP subscription credential: a 3GPP subscription credential that has 3GPP subscription identifier and an existing 3GPP key. 

Human user identifier: identifies a human user who is associated with one or more 3GPP subscriptions in a 3GPP network, and is using services offered by the service provider over a 3GPP network.
Identifier (ID): The data object that definitively represents a specific identity of an entity, distinguishing that identity from all others.

Identity: The collective aspect of a set of attribute values (i.e., a set of characteristics) by which a user is recognizable or known.

Inside attack: The attack that is initiated by an authorized or legitimate user of the system, e.g. an employee or third-party personnel.

Non-3GPP subscription credential: a subscription credential that has a non-3GPP subscription identifier and a key (i.e. alternative key). 
Non-3GPP subscription identifier: a subscription identifier that is not routable to the home 3GPP network, and cannot be used for roaming; example of such identifier could be e.g. "sensor12345@factory.example.com"  

Editor's note: Word "non-3GPP" should be replaced by another word because the "non-3GPP" credentials and "non-3GPP" identifiers are being described in 3GPP specifications. 

Outside attack: The attack that is initiated by an unauthorized or illegitimate user of the system. 

Personally identifiable information (PII): Any information that (a) can be used to identify a subscription to whom such information relates, or (b) is or might be directly or indirectly linked to a subscription.

Privacy: The right to the protection to any information that (a) can be used to identify a subscription to whom such information relates, or (b) is or might be directly or indirectly linked to a subscription.

Privacy impact assessment: Overall process of privacy risk identification, risk analysis and risk evaluation with regard to the processing of personally identifiable information (PII).

Privacy principles: Set of shared values governing the privacy protection of personally identifiable information (PII) when processed in information and communication technology systems.

Privacy requirements: set of requirements to take into account when a 3GPP node is processing personally identifiable information (PII).

Processing of personally identifiable information (PII): Any operation or set of operations performed upon personally identifiable information (PII), including but not limited to: collection, transmission, storage, modification, anonymization, disclosure, erasure.

Pseudonymity: The condition when the processing of personally identifiable information (PII) is such the data can no longer be attributed to a specific subscription without the use of additional information, as long as such additional information is kept separately and subject to technical and organisational measures to ensure non-attribution to an identified or identifiable subscription.

Security anchor: It is a signalling entity that resides in a physically protected location. Its functions at least include: authentication function, deriving AN- and CN-specific keys by using a key that is never forwarded to exposed locations, and secure storage of security context.

Editor’s note: Authentication function and derivation of keys may reside in different functional entities.

Subscriber: A Subscriber is an entity (associated with one or more users) that is engaged in a Subscription with a service provider, cf. 3GPP TR 21.905 [1].
Subscription: A Subscription describes the commercial relationship between the subscriber and the service provider, cf. 3GPP TR 21.905 [1].

Subscription credential: a pair of values consisting of a key and an identifier that serves to identify a subscription and that is to be used as a basis for authentication and key agreement. 

Subscription Identifier: The identifier that uniquely identifies a subscription in the 3GPP system. The identifier is used to access networks based on 3GPP specifications.

~ ~ ~ End of second text proposal ~ ~ ~
~ ~ ~ Start of third text proposal ~ ~ ~
5.1.4.m
Solution #1.n: NextGenUSIM

5.1.4.m.1
Introduction 

As in previous 3GPP systems, the USIM is a valuable security anchor for security services in the UE. This solution proposes to extend the USIM functionality and platform for NextGen.  It can be abbreviated as the “NextGen USIM”. 
This solution addresses the following key issues: 1.7: Key hierarchy, 1.8: UEs with Asymmetric Keys, 1.17: On-demand security policy, 2.1 Authentication framework, 2.2: Reducing the impact of secret key leakage, 2.3: Authentication identifiers and credentials, 2.5: Non-AKA-based authentication, 2.6: Efficient in energy consuming and reduced signalling for resource constraint environment, 2.8: Authentication of the user, 2.9: Security for service provider connection, 3.2: Refreshing keys, 3.3: Principles of security negotiation, 3.7:  The storage of security context, 3.10: Trusted non-3GPP access, 4.1: 
AS security during RRC idle mode, 5.1: Secure storage and processing of credentials and identities, 6.2: Network authorization, 6.3: Authorization decoupled from authentication, 7.1: Refreshing of temporary subscription identifier, 7.2: Concealing permanent or long-term subscription identifier, 8.1: Security isolation of network slices, 8.3: Security on UEs’ access to slices, 9.1: Mutual authentication of remote UE and network over a relay, 9.3: Remote UE session continuity, 11.1: Service-dependent security requirements, 11.3: User control of security, 11.4: On demand security framework, 12.2:  Remote credential provisioning for IoT devices, 17.1: Cryptographic algorithms for backward compatibility and 17.2: Quantum safe cryptography.
5.1.4.m.2
Solution details 
5.1.4.m.2.1
Overview
For the NextGen USIM, the current USIM functionality should be extended for the following:
· Extension of authentication command to cover new protocols with different size and message flows (such as EAP).
· Addition of the ability to verify the user for UE applications and network applications.
· Addition of mechanisms to allow long term key refresh (such as Ki).

· Addition of support for Asymmetric key cryptography.
· 5.1.4.m.2.2
Extension of authentication command to cover new protocols
Depending on the end to end authentication solution chosen, the 5G USIM should be updated to accommodate the new procedures and algorithms specified.  This clause relates to key issues: 2.1 Authentication framework, 2.3: Authentication identifiers and credentials, 2.5: Non-AKA-based authentication and 5.1: Secure storage and processing of credentials and identities.

The current USIM has an AUTHENTICATE procedure specified in 3GPP TS 31.102[x] that is used by the UE to process authentication requests.  This can be extended to include any of currently proposed solutions in the authentication clause of this TR.  3GPP TS 31.102 [x] will need to be updated to accommodate non-AKA authentication methods (if required).
The underlying AUTHENTICATE command is specified by ETSI 102 221 [y] and is extensible to any length of input and output so is still suitable for the new authentication methods chosen. 
The new authentication mechanisms may require the use of public key cryptography which may impact the processing power and battery consumption required by the USIM.
5.1.4.m.2.3
Addition of the ability to verify the user for UE applications and network applications.

This clause extends details the extension of the USIM for user verification in NextGen.  It relates to Key Issue 2.8: Authentication of the user.
The current USIM can identify a single "level 1" user and a "level 2" user by the correct input of numeric PINs of between 4 and 8 numbers.  
The USIM user verification should be extended to enable the following:
· The ability to verify multiple users.

· The specification of additional, secure user verification methods.
· The ability to verify devices and applications to the USIM.
These methods may include:

· Username / password entry for user verification.
· Certificate verification for non-human access verification to the USIM.
· An API on the USIM that allows it to verify a user to a connected device.
· Procedures that allow different content to be made available securely to different users / non humans based on the user verification.  ETSI has defined a specification ETSI TS 102 484[z] that could be used with the USIM for this purpose.
· 5.1.4.m.2.4
Addition of mechanisms to allow long term key refresh (such as Ki).
Solution 2.1 proposes a method that could be used to update the long term secret keys in the USIM.  Solution 2.1 is focused on changing the authentication key, however this should also be extended to other key material in the USIM such as the OTA keys. 
The USIM may implement this in one of many ways:

· be extended with new commands to achieve this key negotiation, 
· use a specific implementation of the existing AUTHENTICATE command to negotiate the new keys,

· be extended with a new remote client to achieve this key negotiation (similar to the RAM in ETSI TS 102 226[w]) that uses the existing OTA protocol specified in ETSI TS 102 225[v].
Due to the improvement in security that this solution achieves, consideration should be given to defining a solution that could be equally usable on LTE and 2G. 
· 5.1.4.m.2.6
Addition of support for Asymmetric key cryptography.
Asymmetric cryptography has been used in SIMs and USIMs for many years for non AKA purposes.  This clause proposes that the USIM AUTHENTICATE command be extended to allow Asymmetric cryptography for Authentication and verification purposes as required by the solution choices made for NextGen.
The AUTHENTICATE command as specified in ETSI TS 102 221 [y] is currently suitable for this purpose.
5.1.4.m.3
Evaluation 

FFS 

~ ~ ~ End of second text proposal ~ ~ ~
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