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Abstract of the contribution: This pCR proposes a key management solution for the First to Answer eMCPTT feature.
1. Introduction

SA6 has defined an eMCPTT feature called First to Answer.  This feature allows an initiating UE to request a private MCPTT call between itself and one of several target UEs provided in a list in the First to Answer call request.  The MCPTT server receives and authorizes the request, then forwards individual First to Answer call requests to each of the UEs in the list.  The first target UE to respond to the First to Answer request with a First to Answer response is granted the private call with the initiating UE, while any of the other target UEs that respond afterwards are rejected.

This feature creates a key management problem for the private call.  The PCK for the private call cannot be sent by the initiating UE in the First to Answer request since it would be forwarded to all target UEs thereby giving them access to the protected call even after having been rejected.  A unique PCK needs to be selected such that only the initiating UE and the first responding target UE have the key.

It is therefore proposed that each target UE responding to the First to Answer request, create a PCK and provide it in the First to Answer response.  Only the first response will be forwarded to the initiating UE.  The initiating UE will receive the response containing the PCK and the private call can then proceed using this key.

This revision is the combining of pCRs S3-170105 and S3-170318.

2. pCR to TR 33.880
************************ Start of change 1 *********************************
7.4
Security solutions to enhance push-to-talk (eMCPTT)
7.4.X
Solution #3.X : Key management for First-to-answer call
7.4.X.1
Overview

‘First-to-answer’ call is a new feature in MCPTT in Rel-14, defined in clause 10.15 in TS 23.379 [1]. A call is requested from many users, but only initiated with the first of those users to answer. As a consequence, the existing key distribution procedures for private call will not work in this context.
To meet the security requirements defined in this document, a new key management solution is required for 'first-to-answer’ calls. This contribution defines a security solution which meets the security requirements for distribution of private call keys in this context. 

7.4.X.2
Motivating security requirements

Related stage 1 MCPTT security requirements are as follows:

[R-5.12-001] The MCX Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer. 

[R-5.12-008] Subject to regulatory constraints, the MCX Service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g., MCX Service User Profile management, kill commands) that have the potential to disrupt the operation of the target MCX UE. 

[R-5.12-009] The MCX Service shall provide a means to support end-to-end security for all media traffic transmitted between MCX UEs. 

[R-5.12-010] End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.
Derived stage 2 MCPTT security requirements are as follows:

[MCSEC-4.1-1]
The Mission Critical Service shall provide a means to support end-to-end confidentiality and integrity protection for messaging transmitted between MCX UEs in both media and signalling streams. 

[MCSEC-4.1-2]
The Mission Critical Service shall provide a means to authenticate messages in both media and signalling streams.
Additional MCPTT security requirements related to the distribution of private calls:
[MCSEC-3.4-1]
It shall be possible to establish a unique Private Call security context between any pair of authorised MCX Users within the Mission Critical System. The security context shall not be available to other MCX Users, except, where necessary, authorised monitoring functions (e.g. LI, Discreet Listening). If the security context is made available to monitoring functions, appropriate controls and logging shall exist. This requirement applies when MCX UEs are operating both on-network and off-network.

[MCSEC-3.4-2]
The Private Call security context shall provide a means to provide confidentiality and integrity protection of user traffic, and authenticate the MCX Users involved in the Private Call.
7.4.X.3
Solution description

7.4.X.3.1
Introduction

The following procedures define a method for performing key distribution for a ‘first-to-answer' call. From a security point-of-view, the approach described is to perform a ‘private call’ key distribution from the 'answering' client to the 'initiating client of the call.

In the First to Answer feature, there are two signaling messages that require confidentiality and integrity protection.  They are the First to Answer Request and the First to Answer Response.

7.4.x.3.2
First to Answer Request

The First to Answer Request is sent by an initiating UE to the MCPTT server containing a list of target MCPTT IDs.  When required by the MCPTT service operator, confidentiality and Integrity of the First to Answer Request message is performed.

When confidentiality and integrity of the First to Answer Request message is applied, it is per normal signaling protection methods as per clause 6 and clause 9 of 33.179 [3].  Furthermore, the list of target user identities (MCPTT IDs) in the First to Answer Request is considered sensitive application information and therefore when required by the MCPTT service provider, is confidentiality protected with the CSK or SPK as per clause 9.3 of 33.179 [3].

7.4.x.3.3
First to Answer Response
The First to Answer Response is sent by a target UE in response to a First to Answer Request.  The First to Answer Response contains both a PCK for the private call and a set of MCPTT IDs corresponding to the initiating and target UEs.  When required by the MCPTT service operator, confidentiality and Integrity of the First to Answer Response message is performed.

When confidentiality and integrity of the First to Answer Request message is applied, it is per normal signaling protection methods as per clause 6 and clause 9 of 33.179 [3].  The list of target user identities (MCPTT IDs) in the First to Answer Request is considered sensitive application information and when required by the service provider, is confidentiality protected with the CSK or SPK as per clause 9.3 of 33.179 [3].

7.4.X.3.4
First-to-answer Call Setup Procedures (including security)
Figure 7.4.X.3.4-1 below illustrates the group call setup procedure initiated by an authorized user.
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Figure 7.4.X.3.4-1: First-to-answer call setup and key management
1 to 6.
First-to-answer call signalling occurs as defined in TS 23.379 [1].

7.
MCPTT user at MCPTT client 2 accepts the call which causes MCPTT client 2 to send an MCPTT first-to-answer call response to the MCPTT server. MCPTT client 2 generates a Private Call Key, PCK, and encapsulates the PCK (PCK_1) to the user associated with the initiating client, MCPTT client 1. The PCK is encapsulated using the same mechanism as for a private call communication. The encapsulated PCK is included with the SDP content of the response.

8.
The MCPTT server sends an MCPTT first-to-asnwer call response to MCPTT client 1 indicating that MCPTT user at MCPTT client 2 has accepted the call, including the accepted media parameters and the encapsulated PCK. MCPTT client 1 extracts the PCK from the message.

9.
The media plane for communication is established. The media is protected using the shared PCK.

10. MCPTT user at MCPTT client 3 has also accepted the call which causes MCPTT client 3 to send an MCPTT first-to-answer call response to the MCPTT server. MCPTT client 3 will also include an encapsulated PCK (PCK_2) in the response.

11. Since the MCPTT first-to-answer call response from MCPTT client 2 is already accepted, the MCPTT server sends a MCPTT first-to-answer call cancel request to MCPTT client 3. The encapsulated PCK provided by MCPTT client 3 (PCK_2) is discarded.

12-16. First-to-answer call signalling occurs as defined in TS 23.379 [1].
7.4.X.4
Evaluation against requirements

The solution meets the security requirements defined above by reusing the key distribution mechanisms from private calls to support this type of private call. The security properties from private calls are maintained in this case.
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