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1      Introduction

3GPP RAN2 has issued an LS S3-161934 asking the following:  

“

Based on the discussion regarding Mobility improvements for NB-IoT within R14 NB-IOT Enhancement WI, RAN2 discussed the introduction of RRC Connection Re-Establishment procedure to allow context fetch and Re-Transmissions by MME and UE NAS in case of Radio Link Failure.
In the current LTE specification the RRC Connection Re-establishment procedure needs to be integrity protected. Anyway the integrity protection and ciphering is not supported on the air interface for NB-IoT DoNAS, but instead Integrity protection and ciphering is performed on the NAS Layer.
Based on this, RAN WG2 would like to ask if SA3 see any security threats of using RRC Connection Re-Establishment procedure without introduction of additional security mechanisms (Short MAC-I would not be used) in order to protect RRC Connection Re-Establishment procedure and if such mechanisms are needed, if SA3 could provide guidance on how such mechanism could look like.
“
The contribution discusses the shortcomings of the legacy solution when detecting RLF, the security threats if there is no protection of RRC connection re-establishment message, and proposes a solution to use KNASint to protect RRC connection re-establishment messages for control plane CIoT EPS optimizations solution.
2      Discussion

For control plane CIoT EPS optimizations solution, RRC connected mode mobility is not supported. When radio link failure is detected, the UE will release the RRC Connection, enter idle mode, re-select cell, and perform TAU procedure to recover the NAS communication as showed in figure 1. 
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Figure 1: TAU solution for RLF in control plane CIoT Optimization solution
However, the solution has the following shortcomings.

10. TAU procedure may bring in more signaling overhead, e.g. TAU procedure and S1 Connection Establishment Indication, comparing with RRC Connection Re-establishment procedure.
11. If NAS PDU has not transferred to UE when radio link failure occurs, TAU procedure may lose the NAS PDU, UE will request the lost NAS PDU again which may lead more communication overhead.
If CP solution performs RRC Connection Re-establishment procedure directly, the overhead may decrease comparing with the legacy solution. However, there will be some security threats. 
RRC Connection Re-establishment procedure cannot be integrity protected as the AS security has not been activated. So, the RRC Connection Re-establishment request message might be forged by an attacker, which leads to a DoS attack. For example, a fake UE could forge a RRC Connection Re-establishment request message using the eavesdropped C-RNTI and source PCI of real UE to send to target eNB. If there is no any checking of shortMAC-I, the target eNB may fetch the UE context from the source eNB directly in some situation, e.g. UE enters idle. If the attack is deemed a security threat, there should also be integrity protected for control plane CIoT EPS optimizations solution performing RRC connection re-establishment procedure.
3      Proposed Solution

In control plane CIoT EPS optimizations solution, KeNB will not be generated because the data is transferred in control plane. Therefore, the existing protection mechanisms for RRC connection re-establishment in user plane CIoT EPS optimizations can not be used. 

The proposed solution still has no AS security for the eNBs, which caters for the agreements in R13. So, the solution keeps the NAS security to protect the re-establishment message. UE uses the KNASint to generate the shortMAC-I in RRC Connection Re-establishment Request message, and the C-RNTI in the message is replaced by S-TMSI for MME to reduce the communication overhead. The shortMAC-I in RRC Connection Re-establishment Request message will be checked by MME before the RRC connection has been established.
It is assumed that, as noted in step 0, UE will store the S-TMSI via Connection Establishment Indication or DL NAS Transport message sent by MME in the communication period, and will map the S-TMSI to the S1 connection. Meanwhile, there are 
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Figure 2 Secure RRC Connection Re-establishment procedure for control plane CIoT EPS optimizations solution

10. When the UE decides to re-establish the RRC connection due to some reason, e.g. radio link failure is detected, the UE will release the RRC connection to source eNB, and computes the shortMAC-I, which can be calculated with the following inputs: S-TMSI and source PCI, and use the stored KNASint used with MME as the key.
11. UE sends RRC Connection Re-establishment request to target eNB, including source PCI, S-TMSI of UE, and a ShortMAC-I.

NOTES: Reference to user plane CIoT EPS optimizations solution, the shortMAC-I is not protected against replay attack, because the fetch procedure is a single action, and there is no replay risk as UE context has already be fetched after source eNB received the RLF INDICATION message. 
12. The target eNB extracts the source PCI, S-TMSI and ShortMAC-I from the RRC Connection Re-establishment request. The target eNB contacts the source eNB based on source PCI, and will send a RLF INDICATION message on X2 interface including S-TMSI, and ShortMAC-I, in order to fetch the UE context. 

NOTES: The target eNB may find several eNBs based on source PCI, but only the eNB who has stored the same S-TMSI that included in RRC Connection Re-establishment request would contact with MME, The other eNBs will not send the connection UE verify request to MME. However, several eNBs who have the same source PCI and C-RNTI will also send the message to MME, which costs so much. So, this is the reason why source eNB stores the S-TMSI, and uses it to distinguish the UE.

13. The source eNB retrieves the UE context and mapping information of S-TMSI and S1 connection from its database identified by the S-TMSI, finds the S1 connection related to MME.

14. Source eNB sends the Connection UE Verify request to MME, including itself PCI, and ShortMAC-I on S1 interface.
15. MME extracts source PCI, and ShortMAC-I, and retrieves KNASint and S-TMSI according to the S1 connection, and verifies the ShortMAC-I (calculating it in the same way as described above). 
16. When the validation of the ShortMAC-I is complete, the MME shall return the result to source eNB via Connection UE verify response on S1 interface.
8a. If the result indicates successful checking, the source eNB will respond with an AS Context fetch message to the target eNB on X2 interface including the UE context without the AS security context. Otherwise, the source eNB will reject to deliver the UE context to target eNB.
8b. In the condition of successful checking, the source eNB may respond with non-delivered NAS PDU to MME for retransmitting the NAS PDU. 
17. The target eNB will respond with a RRC Connection Re-establishment message to the UE on SRB1. When the UE receives the RRC Connection Re-establishment message, then the UE shall re-establish the RRC connection by sending RRC Connection Re-establishment Complete message on SRB1. UL data on SRB1 can be sent now. 
18. After a successful re-establishment procedure, the target eNB shall perform Path Switch procedure, and the non-delivered NAS PDU may be retransmitted in subsequent DL NAS Transport message.
4      Conclusion

The contribution discusses the following:

1) The legacy TAU solution when detecting RLF for control plane CIoT EPS optimizations may cause a heavy overhead and lose some NAS PDU.
2) If RRC Connection Re-establishment procedure is performed in control plane CIoT EPS optimizations, there must be a security mechanism to authenticate the UE to the eNB to prevent DOS attack.
3) The proposed solution uses KNASint to generate shortMAC-I, and MME validates the shortMAC-I to protect RRC Connection Re-establishment procedure. AS security is still not used, and complicated key hierarchy in AS security is also avoid. Furthermore, the UE context PDU is fetched by target eNB before RRC connection is established, it reduces the overhead comparing with legacy solution. Meanwhile, non-delivered NAS PDU is fetched by MME, and MME re-transmits the NAS PDU to UE passed by target eNB, which keeps communication continuity of UE and MME.
5      Proposal

We suggests that SA3 accept the proposed solution above. 
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