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Abstract of the contribution: This contribution proposes to modify the introduction of RAN security area.
1 Introduction 

The current RAN security area introduction is very much focused on aspects, which were not covered in LTE. We believe RAN security are is one of the most important security areas, which needs a structured approach and therefore it is proposed to modify the introduction in such a way that it is possible to obtain an overview of what parts are required, so that it is possible to deduce whether SA3 has covered the entire problem space.

Companion contributions in this meeting propose new key issues in RAN security area in order to cover the parts we believe are missing from the security area.
2 Proposal

It is proposed that the changes proposed in the pCR clause is applied to the TR 33.889.
3 pCR 

***
BEGIN CHANGES
***

5.4
Security area #4: RAN security 

5.4.1
Introduction 

The security area "RAN security" can be considered to consist of the high level security models depicted in Fig xx and Fig yy based on the work made by RAN2 and RAN3 and from the implicit threat model used in LTE. 
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Figure xx. High level static security model of RAN.

Figure xx depicts a static view of the possibly highest level model of the RAN interacting with the UE and the core network. 

[image: image2]
Figure yy. A more granular and dynamic view of the system. The figure does not take into account that base stations may be gNBs or eNBs. Neither does it show whether the UE is connected via NR or (e)LTE. 

Figure yy provides a more granular view of the system. Here, dynamic aspects, such as mobility, appear. The figure shows two base stations, but does not take into account whether they are gNBs or eNBs. Neither does the figure depict whether the UE is connected via NR or (e)LTE radio access. 

From these security models it is possible to collect which security functions need to be defined in RAN security area for different functions and events. Some of the security functions may be covered by or may be overlapping with existing key issues and solutions also elsewhere in the TR. This is not seen as a problem as the structure of the TR is such that security are inherently overlapping. The purpose of this introduction is to obtain an overview of what security functions are required, so that it is possible to deduce whether RAN security area has covered the entire problem space, including similar functionality that exists in LTE, but also functionality that is new compared to LTE security.


In particular this security area deals with aspects such as:

-
Protection of control plane and user plane between the UE and RAN.

-
Protection of control plane and user plane between the RAN and NGC. This is covered by KI 1.5 and 1.6.
-
Protection of control plane and user plane between base stations.

-
Negotiation of security algorithms for e.g.

-
state changes

-
handovers 

-
idle mode mobility

-
dual-connectivity cases

-
radio link failure
-
Handling of AS security context for e.g.

-
state changes

-
handovers

-
idle mode mobility

-
dual-connectivity cases

-
radio link failure

-
DoS attacks towards the network infrastructure or against others devices/users, such as 

-
the overload of signalling messages.

-
jamming of radio interface



-
Privacy aspects, such as:

-
the possibility for an attacker to link temporary identities with real user identities at any time during the network operation

-
the use of predictable radio identities.


-
the persistence of radio identities (not refreshed) when a radio procedure or a state transition occurs.


***
END OF CHANGES
*** 
�
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