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1
Decision/action requested

This contribution provides protocol stack options for the user-plane security terminating at the UPF to address the key issue #1.15 Termination point of UP security.
2
References

None.
3
Rationale

This contribution provides protocol stack options for the user-plane security terminating at the UPF to address the key issue #1.15 Termination point of UP security.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in TR 33.899.
**** START OF CHANGES ****

All text in this chage is new, section numbering may need adaptation!
5.1.4.x.
Solution #1.x: Protocol stack options for the user-plane security terminating at the UPF
5.1.4.x.1
Introduction  

This solution proposes protocol stack options for the user-plane security terminating at a user-plane function (UPF) in the NextGen systems as a solution for the key issue #1.15: Termination point of UP security.
5.1.4.x.2
Solution details  

For the user-plane security terminating at the UPF, the UPF is provisioned with a key shared with the NG-UE (i.e., KUPF) and security configuration information (e.g., ciphering and integrity protection algorithms, key identifier, key lifetime) by the SMF. When the user-plane security is configured at the UPF, the corresponding counter is initialized (e.g., to zero). 

NOTE 1: UP security is configured in a bearer basis. More generally, per-bearer security configuration can be allowed in 5G.

Option 1:

The user-plane (UP) security is implemented right above the PDCP layer. The UP security requires a new security header that includes at least a counter and a key id. If ciphering is turned on, the SDU received from the upper-layer (excluding the UP security header) is encrypted based on the ciphering algorithm. If integrity protection is turned on, the SDU received from the upper-layer and the UP security header are integrity protected based on the integrity protection algorithm. 

In this option, the UP security can be implemented regardless of the upper layer protocol, i.e., IP or non-IP. 
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Figure 5.1.4.x.2-1. User-plane security protocol stack option 1 – security header above the PDCP

Option 2:

The user-plane (UP) security is implemented above the TCP(UDP)/IP layer. The UP security header is placed right above the transport header (e.g., TCP/UDP). If ciphering is turned on, the application payload is identified (excluding the transport and IP header) and encrypted based on the ciphering algorithm. If integrity protection is turned on, the application payload is identified (excluding the transport and IP header) and the UP security header are integrity protected based on the integrity protection algorithm. In case of UL transfer, the UPF processes the UP security (e.g., decrypts the packet or verifies the integrity of the packet) based on the UP security header and removes the UP security header before further forwarding the packet to the next hop. In case of DL transfer, the 5G-UE processes the UP security (e.g., decrypts the packet or verifies integrity of the packet) based on the UP security header and removes the UP security header before further forwarding the packet to the upper-layer.
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Figure 5.1.4.x.2-2. User-plane security protocol stack option 2 – security header above the TCP(UDP)/IP

5.x.4.y.3
Evaluation 

Option 1: If the security header is located right above the PDCP header, the UP security can be employed regardless of the upper-layer protocol. In other words, the upper-layer can be either an IP or a non-IP SDU. In this case, the RAN node (i.e., gNB) should have a routing information for the PDU associated to the NG-UE, which is established during the PDU session setup. Based on the routing information, the PDU from the NG-UE is transported to the UPF using a GTP-U.
If the UP security is configured between the NG-UE and the UPF, the RAN node cannot employ the ROHC for the data carried beteween the NG-UE and that UPF. In practice, the ROHC is configured for the VoIP traffic, hence the UP security associated with the VoIP traffic may well terminate at the RAN as in LTE and for such bearers, the UPF security may not be used. Similar treatment can be applied for other data that use ROHC at the RAN.
In case that there is a clear benefit of ROHC, alternatively, for bearers that are configured to use UPF security, ROHC can be implemented at the UPF.

Option 2: If the security header is located above the TCP(UDP)/IP layer (or above the RTP), the VoIP traffic can still make use of ROHC, thereby taking the advantage of low bandwidth and wider cell coverage. This is a distinct advantage of the option 2 over the option 1. Futhermore, this option enables a packet inspection at the RAN node (though limited to the transport header and IP header) if needed. 
However, the option 2 requiers more packet processing at the NG-UE and RAN node, e.g., locating the payload to which security (e.g., encryption, integrity protection) is applied, decomposing the original PDU by squeezing in/taking off the security header between the TCP(UDP)/IP header and the payload. This packet processing incurs substantial performance penalty especially on the high-rate traffic. Furthermore, the option 2 does not work for non-IP PDUs. 

**** NEXT CHANGE ****

All text below is shown with changebars
5.1.4.6.2.1.3
Procedure for home-terminated user plane session establishment for the roaming scenario

Figure 5.1.4.6.2.1.3-1 show a flow for establishing security between the NG-UE and a Home UP-GW when the UE is roaming. If no key is kept in the HPLMN from the authentication that happens in step 5 (either the AUSF or the H-SEAF), then it will be necessary to run an additional authentication at step 17. 

Editor’s note: Feasibility of Home UP-GW termination of the user plane security need to be considered in coordination with SA2 and RAN2.
Details of how to protect the user plane between the UE and UP-GW are provided in solution 1.x.

NOTE 1: Does not support LI in VPLMN in the case of the user plane confidentiality protection terminating in the HPLMN.
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Figure 5.1.4.6.2.1.3-1 authentiation and home terminated user plane session establishment for the roaming scenario
NOTE 2: Figure 5.1.4.6.2.1.3-1 shows MM procedures followed by separate SM procedures. This does not preclude this procedures being trigger simultaneously.

1 – 11. The NG-UE performs an attach procedure to the NextGen network. At the successful completion of the mutual authentication (at step 5), the AUSF provides the H-SEAF with KH-SEAF and the V-SEAF with KV-SEAF, from which subsequent keys are derived (e.g., NAS keys, AS keys, UP-GW keys). 

NOTE 3: An alternative would to hold a key in the AUSF. With this alternative step 6 would only contain the KV-SEAF and steps 16 and 18 would become mandatory.

12. The NG-UE sends a service session request messge to the NextGen network to establish a service session in which the user plane (and the user plane security) terminates at the HPLMN. The request includes the UE identity that is associated with KH-SEAF in the H-SEAF and an indication of security termination at H-UP-GW. The identity may include a NAI that can be used by the NextGen network to route the request to the SMF in the HPLMN (i.e., H-SMF).

NOTE 4: The UE security capability is provided in the service session request message.

13. The MMF, upon receipt of the service session request from the NG-UE, determines the V-SMF which interfaces with the H-SMF in the HPLMN and forwards the service session request to the V-SMF.

14. The V-SMF forwards the service session request to the H-SMF.

15. The H-SMF determines whether the NG-UE is allowed to create a home terminated service session based on the NG-UE subscription profile.

16. The H-SMF sends a key request for the home terminated user plane security protection (i.e., KH-UP-GW) to the H-SEAF.

17-1 – 17.3. The H-SEAF, upon the receipt of the key request, checks whether it has a valid security context (KH-SEAF) for the NG-UE. If the H-SEAF does not have a valid KH-SEAF, the H-SEAF sends a key request to the AUSF. If the H-SEAF determines that a fresh authentication is required (e.g., due to the key expiry), the H-SEAF triggers the authentication by sending a key request with an indication of fresh authentication to the AUSF. The AUSF sends a KH-SEAF to the H-SEAF.

NOTE 5: if the H-SEAF already has a valid KH-SEAF obtained during the prior authentication, the steps 16 to 18are skipped.

Editor’s note: It is expected that the authentication in step 17.2 is carried between the NG-UE and H-SM/UP-GW in NAS SM signalling via the MMF and between the H-SM/UP-GW and AUSF via the H-SEAF. The full details are FFS.

18. The H-SEAF derives a KH-UP-GW from the KH-SEAF and sends the KH-UP-GW to the H-SMF in the key response message.

Editor’s Note: Whether SM message protection is necessary in addition to NAS protection and how to protect SM messages are FFS.

19. The H-SMF sends the service session response message to the V-SMF to grant the service session creation.

20. The V-SMF forwards the service session response message to the NG-UE via the MMF. 

21. The NG-UE derives KH-UP-GW from KH-SEAF and starts protecting the user plane traffic for the service session based on the service session response from the H-SMF.

22. The NG-UE sends the service session complete message to the V-SMF to acknowledge the receipt of the response message. 23. The V-SMF forwords the service session complete message to H-SMF.

24. The H-SMF install the KH-UP-GW at the H-UP-GW.

25. UL/DL data transfer for the home terminated PDU session is protected using KH-UP-GW.

**** END OF CHANGES ****
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