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1
Decision/action requested

This pCR provides an evaluation of the solutions for identity privacy.
2
References

None
3
Rationale

This pCR provides an evaluation of the solutions for identity privacy. The related solutions include #7.2, #7.3, #7.4, and #7.12. The evaluation text is added to the evaluation section of the solution #7.4 but can be added to any one of the relevant solutions. 

4
Detailed proposal
It is proposed that SA3 agree the below pCR for inclusion in TR 33.899.

***
BEGIN OF FIRST CHANGE
***
5.7.4.4.4
Evaluation 

If the authentication procedure fails for some reason, the solution proposes that the UE attachs to the network using the same PMSI that was used for the previous failed attach. However, by using the same PMSI, an attacker may be able to correlate pseudonyms and thus, compromise privacy.It is always a trade-off whether to have new signalling messages or whether to add new functionality in UE and AU. This solution proposes that CP-CN/AU forwards the encrypted PMSI to the UE in the NAS authentication request message. Thus, there is a need to specify a new NAS messages.
1) Identity privacy based on a shared key between the NG-UE and the network (i.e., AUSF) (solution #7.4 and #7.12)

NOTE: The network and the AUSF hereafter refer to those of the home network.

Identity privacy in an authentication procedure would be achieved by using a one-time identifier for each authentication. 

In case of a one-time authentication identifier being used, the identifier shall be provisioned to the NG-UE in a secure manner or be derived by NG-UE and AUSF based on a common derivation function and secret information known only to the NG-UE and AUSF. Provisioning of the identifier can be done during the authentication procedure where the NG-UE and the AUSF exchange messages with each other based on the shared secret. Specifically, the AUSF generates an identifier that would be used for the next authentication, encrypts the identifier using the shared key, and provides the encrypted identifier to the NG-UE. The only additional step required for this procedure is to have the NG-UE confirm the provisioning of the identifier to the AUSF so that the AUSF avoids generating a new authentication identifier in response to false authentication requests that would lead to desynchronization of the authentication identifier between the NG-UE and the AUSF.

It is also possible for the NG-UE and the AUSF to derive the same one-time identifier based on the shared secret. However, one drawback of this approach is that whenever a desynchronization of the identifier happens for some reasons (e.g., packet loss during the authentication procedure), the NG-UE and the AUSF may run an extra protocol to identify the desynchronization problem. For example, the NG-UE derives an authentication identifier which may belong to a different UE from the AUSF perspective. In this case, the authentication run would fail and a certain identification of authentication error and synchronization procedure shall be performed. Furthermore, for the freshness of the identifier derivation, a freshness parameter (e.g., a random value) has to be exchanged, which incurs more packet size overhead.

2) Identity privacy based on a public key of the network (solution #7.2 and #7.3)

If the authentication identity is encypted using the public key of the AUSF (or that of the home network), the identity can only be decrypted by the AUSF who owns the associated private key. The public key based approach has substantial advantage over the shared key based one in terms of scalability and protocol simplicity. All NG-UEs only need to be provisioned with the public key of the AUSF. However, the public key based approach entails many issues related to the public key based crypto system. First, the message size for the identity is substantially big, i.e., at least as big as the size of the public key. Hence, the authentication would consume radio resource and network bandwidth at the serving network. Second, the computational overhead at the AUSF is high. This would make the AUSF become a target of denial of service attacks more easily. Third, the public key based approach requires to keep a certain amount of NG-UE state related to the prior authentication to prevent replay attacks. Fourth, the network shall have a provisioning mechanism and a revocation mechanism of the AUSF public key (or certificate) in NG-UEs.

Conclusion: 

Based on the aforementioned evaluation, it is concluded that:

1. Subcriber Identity privacy solution shall be based on a keys shared between the NG-UE and the home network. 

2. Normative stage of the work will be based on one or more of the proposed solutions (e.g., 7.4, 7.12) in TR 33.899 that rely on shared key based approaches.
***
END OF FIRST CHANGES
***
