3GPP TSG-SA WG3 Meeting #86 
S3-170279
Sophia Antipolis, France, 6- 10 February 2017 




revision of S3-17abcd

Source:
Ericsson
Title:
EAP based secondary authentication for PDU session establishment authorization
Document for:
Discussion and approval
Agenda Item:
8.4.2
Work Item / Release:
FS_NSA / Rel 14 
Abstract of the contribution: The following contribution proposes a solution for an EAP-based SMF controlled secondary authentication that can be used for slice specific authorization and for establishing keys for additional UP traffic protection between the UE and UPF.
1 Introduction 

There are several key issues addressing the topic of authentication, authorization and UP protection. 
For example, KI #2.10, on secondary authentication for network slice access by 3rd party service, discusses use cases where the authentication task does not entirely depend on the MNO but rather is partly delegated to a 3rd party. 
KI #6.1, on UE authorization, focuses mainly on the cases where authorization information would not be based on subscription profiles for example when alternative credentials or credentials under the control of a 3rd party are used. 
KI#1.15 introduces the concept of flexible termination point for UP security where it becomes possible to terminate UP security in the core network.

In relation to Network Slicing, SA2 provided the following answer in the LS reply S2-166868.

•
An authentication associated with key establishment may be performed to allow the UE to access to NGC independently of the UE being connected to a single or multiple slices. This applies in all cases. 

•
an optional secondary authentication (and authorization) of the UE run by a Third party and performed via the SMF is possible. No associated key establishment mechanism has been discussed as it is assumed that for this release there is trust between the PLMN and the Third party. SA2 assumes that it is under SA3 responsibility to define how authentication is supported.

This indicates that SA2 does not preclude reusing a PCO like mechanism for an additional authentication for UE supporting multiple PDU sessions.
2 Analysis

2.1 PCO mechanism
The Protocol Configuration Options (PCO) is one of the information elements in NAS messages. One interesting use case of the PCO is the transfer of PAP/CHAP usernames and passwords to the PDN-GW which then runs them through an external AAA server for access authorization. Since this information is sensitive and needs to be protected, if the UE intends to send PCO which require ciphering (e.g., PAP/CHAP usernames and passwords), the UE shall set the Ciphered Options Transfer Flag in the Attach Request message and send the PCO only after authentication and NAS security setup have been completed. 
2.2 Limitation of the PCO mechanism

The PCO mechanism is very limited in terms of possible authentication methods. Currently there is only support for PAP and CHAP. But since PAP is obsolete from a security point of view, we are only left with CHAP. 

In order to support other methods and use the PCO information element for the transport of authentication information, it would be required to specify special messages between the SMF and DN through the UPF and between the SMF and the UE over NAS. This is to handle authentication methods that require more than just one round-trip.

In case EAP over NAS is adopted for the primary authentication, then it would be optimal to reuse it for the secondary authentication as well. 

3 Conclusion

Should the EAP based framework be adopted by SA3, the following contribution proposes an improvement over the PCO mechanism by leveraging EAP over NAS between the SMF and the UE and such that the SMF endorses the role of the EAP authenticator in a similar manner to the how the SEAF would do for the primary authentication.
4 Proposal

It is proposed to approve the changes below for inclusion in TR 33.899.
5 pCR 

***
BEGIN CHANGES
***

	Note to the rapporteur: All this text is new.


5.2.4.z
Solution #2.z: EAP-based solution for secondary authentication, authorization and UP protection

5.2.4.z.1
Introduction
This solution addresses KI #1.15, KI #2.10, KI #6.1, KI #6.3 and KI #8.3.
5.2.4.z.2
Solution details

5.2.4.z.2.1
Overall procedure
Figure 5.2.4.z.2.1-1 illustrates the flow of messages involving both a primary and a secondary authentication. 
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Figure 5.2.4.z.2.1-2: Message flow of the secondary authentication
1. The UE sends a registration request.

2. The primary authentication procedure is executed between the UE and the SEAF. Upon successful authentication the next steps are executed.

3. The NAS Security is set up. From now on all NAS messages are confidentiality and integrity protected.

4. The SMF receives a PDU session request

5. 6. 
The secondary authentication procedure is performed between the UE and the SMF. The EAP messages are transported over the NAS protocol. The EAP exchange over the air interface benefits from the protection at the NAS layer.
7. The SMF sends back a PDU session response depending on the outcome of the previous authentication steps.
In steps 4 and 5 the SMF endorses the role of the EAP authenticator and relies on a backend AAA server in the data network possibly in another security domain, e.g. controlled by a 3rd party. Then it is left open how the AAA messages are transported transparently over NG4-NG6 interfaces through the UPF. The UPF could endorse the role of a AAA proxy or even simpler, an IP router.
Figure 5.2.4.z.2.1-2 shows the protocol architecture for the support of the EAP based secondary authentication. 
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Figure 5.2.4.z.2.1-2: Protocol architecture for secondary authentication
Simlarly to the PCO based mechanism, the secondary authentication could be used for an additional authorization controlled by an external party upon the UE’s request for the establishment of specific or additional PDU sessions. Other use cases related to the UP protection and slicing are described in the following clauses.
5.2.4.z.2.2
User plane protection

First, should protection of the UP traffic be terminated in an UPF, the following assumption is made. A user plane protection between the UE and an UPF is implemented via an additional protocol layer independently of the protection over the NGU interface between the UE and the access network. 
In such case, the secondary authentication could be used to establish the necessary keys. In fact, following a successful authentication, the resulting MSK key shared between the SMF (EAP authenticator) and the UE (peer) could be used for this particular purpose. 
The mechanisms for the distribution of the protection keys, algorithm negotiation and activation of the security mode would be then generic and agnostic to the authentication method. All these operations could be performed in conjunction with the PDU session establishment (step 7).
5.2.4.z.2.3
Support of Network Slicing

The secondary authentication could be used for Network Slice specific authorization. In fact, upon successful primary authentication via a certain AMF, the UE could potentially be provided services via all the Network Slices served by that particular AMF. It could be the case that the UE is automatically authorized to access all or some of the slices based on subscriptions information. Alternatively, the authorization could be enforced on a slice specific basis using the secondary authentication during the creation of a PDU session for a particular slice.
For the protection of the UP traffic between the UE and a particular slice, the mechanism described in the previous clause could be used. However, the configuration of the slices in the sense of who manages or owns which network function becomes relevant. From a trust model perspective, this would require that the UPF and SMF are slice specific otherwise the protection would not serve any purpose. 

***
END OF CHANGES
***
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