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Abstract of the contribution:

This contribution provides an evaluation of solution 2.6 ‘Binding a serving network public key into the derivation of the radio interface session keys’. The evaluation exhibits two major flaws in the design of solution 2.6.
1. Introduction

This contribution provides an evaluation#2 of the solution 2.6 ‘Binding a serving network public key into the derivation of the radio interface session keys’. The evaluation exhibits two major flaws in the design of solution 2.6:
When trying to address key issue 2.2 “long-term secret key leakage”: 

· Addressing key issue 2.2 implies that, by assumption, the attacker can know the long-term key K.
· On the other hand, the crucial enhancement provided in solution 2.6, compared to solution 2.2, consists in the home network using this very same key K to sign additional information and include it into a message sent to the UE. But, by assumption, the attacker could have signed this additional information as well, so the enhancement provides no additional security to the UE.
When trying to address key issue 3.1 “Interception of radio interface keys sent between operator entities”: 

· Solution 2.6 assumes that a message from CP-AU to AAA can – and has to - be integrity-protected. 
· But, under this assumption, one can also assume the existence of a security association between AAA and CP-AU that allows encrypting the authentication vectors sent by the home network (AAA) so that interception of the keys in the authentication vectors becomes no longer possible. Hence, it seems that solution 2.6 needs as a pre-requisite what it claims to achieve.
2. pCR

----------------------- start of pCR to TR 33.899, v060 -----------------------

5.2.4.6.3
Evaluation 
Evaluation#1
Editor's Note: This section was updated in TR 33.899 v0.6.0 by two overlapping and conflicting pCRs, S3-162029 and S3-161890. Implementation was done by merging the content when possible. Text that was updated by one but removed by the other was kept in the TR. 

Solution #2.6 is an enhancement to solution #2.2 as stated in clause 5.2.4.6. Solution #2.2 helps against purely passive attacks when the permanent key K has leaked to an attacker, as described in key issue 2.2, while solution #2.6 also helps against active attacks when the permanent key K has leaked to an attacker. In addition, like solution #2.2, solution #2.6 addresses key issue #3.1, but protects against more of the threats listed in 5.3.3.1.2.

It should also be noted that there are solutions for addressing key issue #2.2 that do not affect the establishment of air interface keys at all, e.g. solution 2.1. However, solution 2.1 does not also address key issue #3.1

It is assumed for solution #2.6 that the serving network possesses a private-public key pair, and the home network knows the public key.

Under these assumptions, also solution #2.24 applies. Solution #2.24 has the same effect as solution #2.6 in that it mitigates also active attacks. 

The advantage of solution #2.24 over solution #2.6 is that the UE need not know the public key of the serving network, only the home network would need to know it. This makes distribution of the public key easier. Furthermore, there are fewer public-key operations on the air interface. 

It should also be noted that there are solutions for addressing key issue 2.2 that do not affect the establishment of air interface keys at all, e.g. solution 2.1. 

Solution #2.6 is compared against the combination of solution #2.2 and solution #10.2 as described in 2.24, noting that both solutions assume that the serving network has a public key-pair. In solution #2.6, the UE needs to know the public key of the serving network, whereas in solution #10.2 only the home network needs to know this public key. However, the cost of solution #2.6 here is minor, since a public key can be communicated in a single short message, and may be broadcast to all UEs in a cell at once to save radio resource. Further, there is no real risk of public key spoofing here: if a UE uses a false public key, it will derive an incorrect KN and the authentication of the network will fail. (Also note that a number of other solutions e.g. #7.2 assume that the UE knows a public key for the serving network). 

Solution #2.6 requires two more public key operations on the air interface than solution #2.2 (one signature operation, and one signature verification option), whereas solution #10.2 requires two more public key operations on the inter-operator network (one encryption and one decryption).

An ecosystem issue with Solution #10.2 is that it is only optional for the visited network to have a private/public keypair, which means that in practice many may well neglect to implement it initially (and then home networks will have to live with that, creating a dynamic where there is little or no pressure to ever implement it). Compare the situation here with that of Diameter security in LTE.  Whereas solution #2.6 mandates each visited network to use a public key-pair from the start, otherwise UEs can’t authenticate the network and won’t attach. This mandatory use of an NPRIV/NPUB will tend to raise security of the whole NextGen ecosystem. 

Editors Note: It is ffs whether the possession of a private/public keypair can be mandated for all NextGen serving networks. If so, this would be equally possible for solutions# 2.6 and 10.2. If not, then migration strategies would need to be studied; an example of migration is provided in solution #10.2

Evaluation#2
Solution 2.6 states at the beginning: 
“This solution addresses key issues 2.2 [long-term secret key leakage] and 3.1 [Interception of radio interface keys sent between operator entities]. It is an enhancement to Solution #2.2 in that it achieves the same prevention against purely passive attacks, and also makes active attacks harder.”

But solution 2.6 does not achieve these goals. Any fixes to 2.6 would likely be so significant that they would rather constitute a new solution.

In more detail:

Key Issue 2.2

How does solution 2.6 try to address key issue 2.2 [long-term secret key leakage] in the presence of an active attacker?

By assumption of key issue 2.2, the attacker knows long-term secret key K used in AKA.  

In solution 2.6, ”CP-AU sends message 1 to UE, which contains APUB, a  MAC computed using K1 and a signature computed using the serving network private key NPRIV.” Here, “K1 may be derived from, the above key KN = KDF(CK||IK, Network Id, NPUB)”

But nothing in this prevents an attacker from selecting a public-private key pair NPUB, NPRIV, creating the above message and sending it to the UE. There are no provisions in the protocol that would allow the UE to tell a genuine NPUB from one generated by an attacker. Hence, the attacker can mount a false network attack on the UE. 

The flaw seems to be that the main enhancement in solution 2.6 from solution 2.2 is that KASME is replaced by a key KN generated in the HSS that now also binds NPUB into KN. But this does not help as the binding is done using the long-term secret key K, which, by assumption, is known by the attacker. 

Of course, one could try to add provisions so that the UE can tell a genuine NPUB from a false one. But this would likely involve things like serving network certificates, id-based schemes, digital signatures applied to NPUB by the home network, lists in the USIM managed by OTA etc. (Any such proposal should, of course, come with an evaluation of the system implications of using these provisions.) While these provisions are currently not present in solution 2.6, the main enhancement of solution 2.6 over solution 2.2 would no longer be useful. So, in my mind, it would be an entirely different solution rather than an enhancement of 2.6. 
Key Issue 3.1

How does solution 2.6 try to address key issue 3.1 [Interception of radio interface keys sent between operator entities] in the presence of an active attacker?
The network impersonation attack described above (under ‘key issue 2.2) works also here unless the home network (called AAA here) has a means to authenticate the CP-AU so that the AAA knows where it sends the authentication vectors to. (This is considered in solution 2.6 by stating that the message from CP-AU to AAA needs to ‘integrity-protected’.) But, under this assumption that integrity protection can be provided between CP-AU and AAA, one can assume the existence of a security association between AAA and CP-AU that also allows encrypting the authentication vectors so that interception of the keys in the authentication vectors becomes no longer possible. Hence, it seems that solution 2.6 needs as a pre-requisite what it claims to achieve. 

This analysis does not affect solution 2.2, which is meant to prevent passive attacks. 
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