3GPP TSG-SA WG3 Meeting #86 
S3-170273
Sophia Antipolis, France, 6- 10 February 2017 




revision of S3-17abcd

Source:
Ericsson
Title:
Discussion on the security anchor function
Document for:
Discussion
Agenda Item:
8.4.1
Work Item / Release:
FS_NSA / Rel 14 
Abstract of the contribution: The following contribution discusses two alternatives for the implementation of the SEAF following the latest SA2 agreement for collocating SEAF and AMF.
1 Introduction 

The sole purpose of the SEAF was to cater for the flexibility and dynamicity in the deployment of the CN functions. In fact, the Next Generation systems will leverage virtualization to achieve such properties. As a consequence, the scenario where the AMF is deployed at the edge, a domain that is potentially less secure than for example within the operator premises, is not only plausible but is to be expected. The latest SA2 agreement for collocating the SEAF and the AMF defeats the purpose of such an additional security function.
2 Analysis

Based on the SA2 agreement for collocating SEAF and AMF, one of the following alternatives could be the way forward for KI#1.2.
2.1 Alternative #1: Moving SEAF
SA3 considers that the AMF is the SEAF and accepts that the SEAF is moving simultaneously with the AMF. In such case, an additional SEAF specific key in the key hierarchy is obsolete and the KCN key (used in the AMF) would serve the same purpose as the KASME in legacy systems. In EPS, during an MME change, the new MME fetches the security context of the UE from the old MME. In addition, an MME has always the possibility to trigger a new authentication. It is worth noticing that the security design in legacy systems was conceptually based on the assumption that the MME is always located in a secure location within the operator CN.
2.1.1 Forward security
With legacy mechanisms, forward security could be achieved via re-authentication but there is no mechanism for backward security. More precisely, on the target side, the new AMF has always the possibility to trigger a new authentication thus cutting short any possibility for the old AMF to determine the used keys. The need for re-authentication could be for example based on an operator policy taking into account the location of the different AMFs.

2.1.2 Backward security

On the other hand, the source AMF has no way of shielding itself from the target AMF receiving the security context. An extreme mitigation here would be that the old AMF does not send the UE security context but simply removes it and indicates a failure, or whatever is needed in order to force a re-authentication on the target side. The decision of handing over the security context or not could be also based on a similar operator policy as indicated above. However, we rule out this type of solutions. In fact, a solution for NG systems could be based on a LTE-like horizontal key derivation. This is further described in a companion contribution (S3-170274).

2.2 Alternative #2: Semi-static SEAF
SA3 aims and achieving the SEAF functionality via a semi-static SEAF. More precisely, the additional SEAF specific key is maintained but does never leave the AMF where it is first established. Note that the solution is further developed in a companion contribution (S3-170277).
The AMF where a UE authenticates is henceforth referred to as the primary AMF. Now although the functions are collocated, the AMF would still maintain two keys, namely the KSEAF and the KCN. The KSEAF is established via the primary authentication and would never leave the primary AMF. During an AMF change, the target AMF could either fetch the KCN from the source AMF and reuse it in a similar manner to how the security context is transferred unaltered between MMEs in EPS. Alternatively, the target AMF could query the primary AMF which could be a totally different AMF (than the source one) for a new KCN key which would be then derived from the KSEAF.
3 Conclusion

In case SA3 accept that AMFs do have the same level of trust as MMEs in legacy systems, alternative #1 would then be then the proper way forward for Phase 1. In fact, from a security perspective an additional SEAF specific key would not serve any purpose. Note that this would deviate from the line of argumentation presented in KI #1.2 on the need for a security anchor.
In case SA3 accept that AMFs do not necessarily meet the same level of security requirements as MMEs and that this would rather depend on the type of deployment, alternative #2 together with a mechanism for backward security should be considered for Phase 1.
