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Abstract of the contribution: This contribution proposes a solution to secure RRC connection re-establishment in DoNAS using an authentication token from the UE to the network (via the target eNB to the source eNB) in a similar way that is used for RRC connection re-establishment and RRC connection resume. It is also proposed to use an authentication token in downlink direction from the source eNB via the target eNB to the UE.
1 Introduction (explanation of what needs to be protected)
At SA3#85 SA3 received an LS from RAN2 asking for feedback on the need for protection of RRC re-establishment procedure for CP CIoT EPS optimization (so called DoNAS). In the reply LS to RAN2, SA3 gave a preliminary conclusion that protection of the procedure is needed. 

The discussions at SA3#85 and after SA3#85 have focused on the threat of an attacker (by sending a rouge/false RRC Connection Reestablishment message) being able to fool the network to send the downlink traffic of a prolonged DoNAS session (like a firmware update) to a wrong place in the network. Thereby the victim UE would not get the intended traffic. While this is a valid threat, we believe that also short DoNAS sessions should be protected from such hijacking.  The threat in short DoNAS sessions is not so much that the traffic of existing DoNAS session would be directed to a wrong place, but more that the network will then have a wrong information of the UE’s location, and future mobile terminated communication might not reach the victim UE, e.g. the victim UE could miss paging messages. 
In the absence of AS security in CP CIoT EPS optimization another threat not so much discussed, but mentioned in the Ericsson contribution  is that, during an RLF and consequent RRC connection re-establishment, an attacker can fool the victim UE to connect to its fake eNB. One of the consequence of this threat is the same as above, i.e. future mobile terminated communication like paging will not reach the victim UE. Another consequence is that - as long as the victim UE is camping on the fake eNB, the future UL DoNAS data from the victim UE will keep on going to the fake eNB without the victim UE being aware of it (i.e., the uplink UL DoNAS data does not reach the intended recipient). In order to mitigate this threat of fake eNB, we believe that a solution is also needed so that the UE knows that it is connected to a genuine eNB instead of a fake eNB after the RRC connection re-establishment procedure . It could be argued that, already today, a UE may camp (i.e.do idle mode cell re-selection) on a fake eNB and there is no existing solution for that (although the topic is being studied in 5G TR 33.899), so an attacker might still succeed by waiting the UE to go to idle mode and then lure the UE to connect to the fake eNB. However, it should be noted that RRC connection re-establishment is a connected mode procedure where it is possible to use security, and we believe all possible threats should be mitigated whenever it is feasible to do so.
This contribution proposes a solution to secure RRC connection re-establishment in DoNAS using an authentication token from the UE to the network (via the target eNB to the source eNB) in a similar way that is used for RRC connection re-establishment and RRC connection resume. It is also proposed to use an authentication token in downlink direction from the source eNB via the target eNB to the UE. 
2 A solution for RLF in CP NB-IoT  

2.1 General (explanation of solution and rational for choices)
The solution is based on partly re-using the functionality of the existing RRC re-establishment and RRC resume procedures. After the RLF, the UE sends an authentication token (here called UL token) to the target eNB, which sends the authentication token to the source eNB for verification. Since AS security is not activated in CP NB-IoT, the UE and source eNB have not agreed on a common integrity algorithm via the AS SMC procedure and they do not have common key material. Therefore, the integrity algorithm to be used in the UL token calculation is proposed to be agreed via the NAS SMC procedure when the UE attaches to the network. Furthermore, it is proposed that the MME sends the KeNB to the eNB in S1 NAS DL transport message after the MME has received the Initial UE message carrying the NAS Data PDU. The eNB will derive the Krrcint similarly as today, but it does not need to derive other keys.

Usage of the UL token is seen independent of the activation of AS security, since AS security is seen as protection of the RRC signalling and user plane data in the PDCP layer, and the UL token is not using PDCP layer protection. This is true for the proposed solution, but also for the existing RRC re-establishment and RRC resume procedures. 
If the verification of the UL token is successful in the source eNB, it generates another authentication token (here called DL token). The DL token is sent from the source eNB to the target eNB, which sends the DL token to the UE in RRC connection re-establishment message. If the verification is successful, the UE knows that it is attached to a genuine eNB.

The following clauses show in more detail the agreement of the integrity algorithm via the NAS SMC procedure and the use of the UL token and the DL token during the RRC re-establishment.

2.2 Negotiation of integrity algorithm
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Figure above shows the Attach procedure for CP CIoT with the proposed algorithm negotiation. This is based on clause 5.3.2 of TS 23.401. 

1 – 5. UE sets up RRC connection with the eNB and sends Attach request to the eNB. 

6. The eNB forwards the Attach request to the MME in Initial UE message. In addition to the Attach request, the eNB also includes its supported (ordered in priority) list of AS integrity algorithms.

7. The MME authenticates the UE.

8. The MME, upon receiving the Initial UE message, compares the UE supported integrity algorithms (received in the Attach request as part of UE capabilities) and the list of eNB supported integrity algorithms. The MME chooses the token integrity algorithm, which has the highest priority in the eNB list and which the UE supports. 

9. When the MME sends the NAS SMC to the eNB in DL NAS transport message, the MME includes in the NAS SMC also the chosen token integrity algorithm.. 

10. When the eNB receives the DL transport message, it sends the (new) NAS SMC message to the UE. 

When the UE receives the (new) NAS SMC from the eNB, it, among other operations, stores also the chosen token integrity algorithm for possible future RLF handling. 

11. – 17. The rest of the procedure is according to the existing procedures.

2.3 RRC connection re-establishment during CP NB-IoT
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Steps 1 to 8 are as defined in current specifications. The UE sets up RRC connection and sends data over NAS, which is forwarded from MME to S-GW/P-GW. 

9. – 10. In this example, there is also DL data and the MME sends NAS data PDU to the eNB in DL NAS transport. 

11. The MME derives KeNB (using NAS UL count of the NAS message that included the NAS data PDU). 

12. The MME sends KeNB to the eNB in a DL NAS transport message. This can be the same DL NAS transport message where a possible DL NAS data PDU is sent. The MME also includes the chosen token integrity algorithm to the S1 DL transport message, i.e. outside the NAS SMC so that the eNB can receive it. 
13. The eNB stores the KeNB, and derives Krrc_int using the integrity algorithm identifier, which was indicated by the MME in the Attach procedure. The eNB also extracts the chosen token integrity algorithm from the S1 DL transport message and stores it for possible future RLF handling.
14. The eNB sends the DL NAS data PDU to the UE if there was a DL NAS data PDU. 

15. Radio link failure happens. The RLF can also happen before the UE has received the DL NAS data PDU. 

16. - 17. The UE starts RRC connection re-establishment procedure to the target eNB. 

18. The UE derives KeNB similarly as the MME did and Krrc_int_token from the KeNB similarly as the eNB did. The key derivations may also happen in advance. The UE calculates UL token. 
UL token calculation is using the following input: targetCell- ID, source PCI, source C_RNTI, NB-IoT constant and Krrc_int as the key. The NB-IoT constant is used to distinguish the UL token from normal RRC connection re-establishment and RRC connection resume cases. It could have a value e.g. “NB-IoT UL”. 
19. UE sends RRC connection re-establishment message to the target eNB. The message includes the UL token.

20. The target eNB sends UE context request message to the source eNB. The message includes the UL token. 

21. The source eNB verifies if the UL token is authentic by calculating the UL token similarly as the UE did. 

22. If the UL token verification is successful, the source eNB generates DL token as described below, and processing continues in step 23. If the UL token verification fails, the source eNB sends a UE context failure to the target eNB. The failure will trigger the target eNB to release the RRC connection (not shown in figure).

DL token calculation is using the following input: targetCell- ID, source PCI and source C_RNTI, UL token, NB-IoT constant and Krrc_int as the key. The NB-IoT constant is used to distinguish the DL token from normal RRC connection re-establishment and RRC connection resume cases. It could have a value e.g. “NB-IoT DL”.

23. The source eNB sends UE context response to the target eNB. The message includes the DL token. 

24. The target eNB sends RRC connection re-establishment message to the UE. The message includes the DL token. 

25. Upon receiving the RRC connection re-establishment message the UE verifies the DL token by calculating the DL token similarly as the UE did. If the verification of the DL token in step 25. fails, then the UE releases the connection (not shown in figure), e.g. by doing local RRC release, or takes some corrective actions such as  transitioning to RRC_CONNECTED mode or performing cell re-selection, etc.. If the DL token verification is successful, steps 26- 13 are performed.
26. The UE sends RRC Connection Reestablishment Complete message, optionally containing NAS Data PDU to the target eNB.

27 – 30. The target eNB performs Path switch towards the MME, and the MME performs bearer modification towards the S-GW.

31. The target eNB instructs the source eNB to release the UE context by sending UE Context Release message.
3 Proposal

It is proposed that the solution described above is adopted as the solution for RLF handling during CP NB-IoT and the accompanying CR S3-170256is agreed to TS 33.401. 
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