3GPP TSG SA WG3 (Security) Meeting #86
S3-170241
6-10 February 2017 Sophia Antipolis (France)
revision of S3-13abcd
Source:
KPN
Title:
Overview of Key Issues and Solutions
Document for:
Information
Agenda Item:
8.4.1
Work Item / Release:
FS_NSA
Abstract of the contribution: This contribution contains an overview of the Key Issues together with it’s prioritization agreed during the conference calls and the solutions that deal with this specific Key Issue. It’s meant for information only.
Introduction
The table below reflects the state of affairs in TR 33.899 v0.6.0 and is an adaptation of the prioritization document as prepared by NTT DoCoMo. The first column contains the key issues, the second one contains the prioritization as agreed during the conference calls and the last column the solutions that address the key issues.
A few comments about notation:

-
Some solutions that appear twice and refer to each other are grouped together between curly brackets {sol1, sol2}.

-
Solutions that are combinations of other solutions have their ‘parent solutions’ added between brackes sol3 (sol4 + sol5).

Some issues with specific key issues

Unclear to which key issue these solutions refer: #1.8, #1.11, #3.10, #4.3, #4.4, #4.7, #7.4, #8.6, #8.12, #12.1, #12.2, #12.4
Solution #2.3: Refers to key issue #1.13, but unclear what the relation is.

Solution #2.18: Refers to key issue #2.x and 5.2.4.x. Unclear what ‘x’ is.

Solution #2.21: Refers to key issue #2.16 which does not seem to exist. Perhaps #2.11 is meant?

Solution #6.2: Refers to key issue #6.y. Is that supposed to be 6.3?

Solution #6.3: Refers to key issue #6.y. Is that supposed to be 6.3?
NOTE: 
"yes" (or phase 1) means that key issue needs to be decided in phase 1. It does not mean that assumption made in key issue description is recognized as valid. Example: 7.9 " Need to protect entire Permanent Identifier, "
	
	Phase 1?
	Solutions

	Security area #1: Architectural aspects of Next Generation security
	Yes
	

	Key issue #1.1: Overview of NextGen security architecture
	Yes
	#1.4

	Key issue #1.2: Need for security anchor in NextGen network
	Yes
	#1.6

	Key Issue #1.3: User plane integrity between UE and network
	Yes
	#1.1, #1.2, #1.5, #1.9, #1.10?, 

	Key Issue #1.4: User plane confidentiality between UE and network
	Yes
	#1.3, #1.5, #1.9, #1.10

	 Key Issue #1.5 Integrity protection for the control plane between UE and network
	Yes
	#1.9, #1.10?, #1.13, #1.14

	 Key Issue #1.6 Confidentiality for the control plane between UE and network
	Yes
	#1.14

	Key issue #1.7: Key hierarchy
	Yes
	

	Key Issue #1.8: UEs with Asymmetric Keys
	Yes
	#1.4, #1.19

	Key issue #1.9:  Security features for AN-CN Control Plane
	Yes
	

	Key issue #1.10:  Security features for AN-CN User Plane
	Yes
	

	Key issue #1.11:  Security features for CN-CN Control Plane
	Yes
	

	Key issue #1.12:  Security features for CN-CN User Plane
	Yes
	

	Key Issue #1.13: Security Implications of Low Latency
	Phase 2
	#1.12, #1.15, #1.16, #1.17, #1.18, 

	Key issue #1.14: Security for serving functions in a less secure location
	Yes
	#1.7

	Key issue #1.15: Termination point of UP security
	Yes
	

	Key issue #1.16: User plane protection granularity
	Yes
	

	Key issue #1.17: On-demand security policy
	Yes
	

	Key issue #1.18: Flexible security policies negotiation in control plane
	Yes
	

	Security area #2: Authentication
	
	

	 Key Issue #2.1 Authentication framework
	Yes
	#2.7, #2.8, #2.9, #2.12, #2.13, #2.19, #2.24 (#2.2 + #10.2), #2.25, #3.4, #3.5

	Key Issue #2.2: Reducing the impact of secret key leakage
	Yes (low priority)
	#2.1,{#2.2, #3.1}, #2.6, #3.8

	Key issue #2.3: Authentication identifiers and credentials
	Yes
	#2.9

	Key issue #2.4: Equipment identifier authentication
	Yes (low priority)
	#1.19, #2.10, #2.17, #2.18, #2.23, 

	Key issue #2.5: Non-AKA-based authentication
	Yes
	#1.19, #2.9, #2.14

	Key Issue #2.6: Efficient in energy consuming and reduced signalling for resource constraint environment
	Phase 2
	

	Key Issue #2.7: Reduced signalling overload for massive number of UEs activating at the same time
	Phase 2
	#2.5, #2.11, #2.15

	Key Issue #2.8: Authentication of the user
	Phase 2
	#1.19, #2.8, #2.4

	Key issue #2.9: Security for service provider connection
	No decision
	#2.13, 

	Key issue #2.10: Secondary authentication for network slice access by 3rd party service
	Yes
	#6.4

	Key issue #2.11: Increasing home control in roaming situations
	Yes
	#2.21?, #2.22

	Security area #3: Security context and key management
	
	

	Key Issue #3.1: Interception of radio interface keys sent between operator entities
	Yes
	{#2.2, #3.1}, {#2.6, #3.12}, #2.24 (#2.2 + #10.2), #3.11, #7.9, #7.10

	Key Issue #3.2: Refreshing keys
	Yes
	#3.2, #3.3, #3.9, #11.4

	Key issue #3.3: Principles of security negotiation
	Yes
	#3.7

	 Key Issue #3.4: Security context sharing
	Yes
	#1.9

	Key issue #3.5: Unnecessary dependence of keys between security layers
	Yes
	

	 Key issue #3.6: Top-level key for access-network-specific keys
	Yes
	

	Key issue #3.7:  The storage of security context
	Yes
	

	Key issue #3.8:  Security context for small data mode
	Phase 2
	

	Key issue #3.9: Untrusted non-3GPP access
	Yes 
	#3.4

	Key issue #3.10: Trusted non-3GPP access
	Phase 2
	#3.5

	Key issue #3.11: 5G security key and context identification
	Yes
	#3.6

	Security area #4: RAN security
	
	

	Key Issue #4.1:  AS security during RRC idle mode
	Yes
	#1.19, #2.12, #4.1,  #4.2

	 Key issue #4.2: Security requirements on gNB
	Yes
	

	 Key issue #4.3: Security aspects of dual connectivity
	Yes
	#3.8

	 Key issue #4.4: Security aspects of intra-NR mobility
	Yes
	

	Key issue #4.5: Security aspects of RAN-WLAN aggregation/integration
	Phase 2
	

	Key issue #4.6: User plane DoS attacks
	Phase 2
	#4.5

	Key issue #4.7: Key handling in RRC inactive state to RRC active state transition
	Yes
	

	Key issue #4.8: Security aspects for deployment scenario of option 3
	Yes
	#4.6

	Security area #5: Security within NG-UE
	
	

	Key issue #5.1: Secure storage and processing of credentials and identities
	Yes
	

	Key issue #5.2: Secure storage and processing of equipment identifier and credentials
	Yes (low priority)
	

	Key issue #5.3: NG UE supporting different use cases
	Phase 2
	

	Security area #6: Authorization
	
	

	Key issue #6.1: UE authorization
	Yes 
	#6.2, #6.3, #6.4

	Key issue #6.2: Network authorization
	Yes 
	#6.1

	Key issue #6.3: Authorization decoupled from authentication
	Phase 2
	#6.2?, #6.3?

	Security area #7: Subscription privacy
	
	

	Key Issue #7.1: Refreshing of temporary subscription identifier
	Yes
	#1.19, #7.1, #7.2, #7.6, #7.13, #11.4

	Key issue #7.2: Concealing permanent or long-term subscription identifier
	Yes 
	#2.12, #7.8, #7.10, #7.11, #7.12, #7.14

	Key issue #7.3: Concealing permanent or long-term equipment identifier
	Yes
	#2.12, #7.3, #7.7, #7.9, #7.11, #7.15

	Key issue #7.4: Using effective temporary or short-term subscription identifiers
	Yes
	#7.13, #7.16

	Key issue #7.5: Transmitting permanent identifiers in secure interface
	Yes
	#7.5

	Key issue #7.6: Transmitting permanent subscription identifiers only when needed
	Yes


	

	Key issue #7.7: Using effective temporary or short-term equipment identifiers
	Phase 2
	#7.5

	Key issue #7.8: Privacy protection of network slice identifier
	Yes
	

	Key issue #7.9: Need to protect entire Permanent Identifier
	Yes 
	

	Security area #8: Network slicing security
	
	

	Key Issue #8.1: Security isolation of network slices
	Yes 
	#8.1, #8.8

	Key Issue #8.2: Security mechanism differentiation for network slices
	Phase 2
	#8.1, #8.5, #8.8, #8.9

	Key Issue #8.3: Security on UEs’ access to slices
	Yes 
	#8.3, #8.4, #8.5, #8.7, #8.10, #8.11

	Key Issue #8.4: Security on sensitive network elements
	Yes 
	

	Key Issue #8.5: Security on management of slicing
	Phase 2
	

	 Key Issue #8.6: Security on interacting with third party
	Depends on SA2 whether this relates to SCEF
	

	Key Issue #8.7: Security of inter slice communications
	Phase 2
	

	Key Issue #8.8: Virtualization security
	Yes
	

	Security area #9: Relay security
	Phase 2
	

	Key Issue #9.1: Mutual authentication of remote UE and network over a relay
	Phase 2
	#2.16

	Key Issue #9.2: Integrity and confidentiality protection of remote UEs
	Phase 2
	

	Key Issue #9.3: Remote UE session continuity
	Phase 2
	

	Security area #10: Network domain security
	
	

	 Key Issue #10.1: Network and NE communication security
	Yes 
	

	Key issue #10.2: Interconnection Security
	Yes 
	#10.1, #10.2

	Security area #11: Security visibility and configurability
	
	

	Key Issue #11.1: Service-dependent security requirements
	Yes 
	#11.1

	Key Issue #11.2: User awareness of security
	Yes 
	#11.2

	Key Issue #11.3: User control of security
	Yes 
	#11.3, #11.4

	 Key Issue #11.4: On demand security framework
	Yes 
	

	Security area #12: Credential provisioning
	No agreement for the moment
	

	Key issue #12.1: Credential provisioning
	
	

	Key Issue #12.2:  Remote credential provisioning for IoT devices
	
	#12.3, #12.5

	Security area #13: Security for Interworking and Migration
	
	

	Key issue #13.1: : Security for Handovers
	Yes 
	

	Key issue #13.2: Security for Idle Mode Mobility
	Yes
	

	Key issue #13.3: Security aspects of migration
	Yes
	

	Key issue #13.4: Bidding down to an older 3GPP generation or a non-3GPP access technology
	Yes
	#13.1

	Security area #14: Security aspects of small data
	Phase 2
	

	Key Issue #14.1: Access security for small data session
	Phase 2
	

	Key Issue #14.2: Security for data over  the small data interface.
	Phase 2
	

	Key Issue #14.3: Restricting small data resource utilization
	Phase 2
	

	Key Issue #14.4: Small data context retention
	Phase 2
	

	Security area #15: Broadcast/Multicast Security
	Phase 2
	

	Key issue #15.1:  Broadcast/Multicast capabilities
	Phase 2
	

	Key issue #15.2:  Usage of MBMS security
	Phase 2
	

	Security area #16 Management security
	
	

	Key issue # 16.1: management plane communication protection
	Not in phase 1
	

	Key issue #16.2: network element deployment security
	Yes 
	

	Key issue #16.3: Network slice life-cycle security
	Depending on e.g. SA5 definition of network slice lifecycle 
	

	Security area #17: Cryptographic algorithms
	
	

	Key issue #17.1: Cryptographic algorithms for backward compatibility
	Yes 
	

	Key issue #17.2: Quantum safe cryptography
	Yes 
	#17.1, #17.2, #17.3, #17.4, #17.5


