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***
BEGIN CHANGES
***

5.4.3.x

Key issue #4.x: Security algorithm negotiation between UE and RAN

5.4.3.x.1
Key issue details

According to the TR 38.801 [x], the logical nodes in the new RAN of the NextGen system are either gNBs or eLTE eNBs. The New RAN architecture is shown in Figure 5.4.3.x.1-1.
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Figure 5.4.3.x.1-1: New RAN architecture

Both gNB and eLTE eNB are expected to support the RRC protocol or a modified RRC protocol, similar to in LTE. The RRC protocol exchanged between the RAN and UE requires both integrity protection and confidentiality protection. In order to establish security between the RAN and the UE, it is expected that security algorithm negotiation is required between the UE and the RAN, similar as in LTE.
5.4.3.x.2
Security threats 

-
In lack of a secure security-algorithm negotiation, an attacker could perform bidding down attacks on the security algorithms negotiated between the UE and the RAN. 

5.4.3.x.3
Potential security requirements

- 
It shall be possible to do secure negotiation of security algorithms between the UE and the RAN.

*** END OF CHANGES ***
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