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***
BEGIN CHANGES
***

5.4.3.x

Key issue #4.x: Privacy aspects of RAN level subscription identifiers
5.4.3.x.1
Key issue details

In LTE systems, the identifier called the "C-RNTI" is used in the RAN level for various purposes, e.g., the eNB scheduling data transmission to the UE, the UE sending scheduling requests to the eNB, etc. The C-RNTI is assigned by the eNB during RRC connection establishment. The C-RNTI can be re-assigned using RRC Connection Re-configuration message (e.g. at handover).
When the C-RNTI is assigned by the eNB during RRC connection establishment that uses contention based random access (CBRA) procedure, the C-RNTI is visible over-the-air. If S-TMSI was used in the RRC connection request message, then the C-RNTI and the S-TMSI are linkable to each other. However, there does not seem to be a significant privacy issue because first, the S-TMSI itself is temporary identifier (i.e., the actual subscriber is unknown), and second, the C-RNTI is short-lived (i.e., during a particular RRC connection) and changes during handover and RRC state transitions. 

It is also not feasible for the eNB to deliberately keep assigning the same C-RNTI, even if it wanted, to the same subscription because the C-RNTI is assigned during the RACH procedure (i.e., in random access response (RAR) message) while the S-TMSI is known only after the RACH procedure (i.e. in RRC connection request message). The only apparent privacy issue is that an attacker can guess the presence of some subscriber based on the UL/DL traffic when the RRC connection is very long-lived.

During handover (HO), when the C-RNTI is securely assigned by the target eNB during RRC connection re-configuration after which the UE uses contention free random access (CFRA) procedure, the C-RNTI is not visible over-the-air. There does not seem to be any privacy issue.

This key issue deals with the privacy aspects of the RAN level subscription identifiers of the Next Generation systems, i.e. whether the future RAN level subscription identifiers introduces any new privacy issue and if yes, how to solve it. 
The scope of this key issue also covers any possible enhancements that would benefit the NR architecture/requirements and possibly enhance the privacy aspects.
NOTE: Privacy aspects of CN level subscription identifiers (e.g., IMSI, GUTI) are covered in security area #7 (i.e. Subscriber Privacy).

5.4.3.x.2
Security threats 

-
The mechanism to handle the RAN level subscription identifiers in the Next Generation systems could introduce new privacy issues that were not present in LTE.
5.4.3.x.3
Potential security requirements

-
It shall be possible for the network to refresh the RAN level subscription identifiers.

-
The RAN level subscription identifier shall change when performing HO.

*** END OF CHANGES ***
