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***
BEGIN CHANGES
***

5.4.3.x

Key issue #4.x: Security aspects of sidehaul interfaces 
5.4.3.x.1
Key issue details
This key issue covers the security aspects of the sidehaul interfaces in the Next Generation systems, which include the following interfaces [TR 38.801]:

-
Xn interface: It denotes the interface between the NGC-connected RAN nodes, either gNBs or eLTE eNBs.

-
Xx interface: It denotes the interface between the EPC-connected gNB and NGC-connected eLTE eNB.
5.4.3.x.2
Security threats 

· If the Xn/Xx interfaces are not confidentiality protected, an attacker could eavesdrop on the control/user plane traffic transferred on them.

· If the Xn/Xx interfaces are not integrity protected, an attacker could modify the control/user plane traffic transferred on them.

5.4.3.x.3
Potential security requirements

-
Integrity, confidentiality, and replay protection shall be provided for communications on the Xn/Xx interface.
*** END OF CHANGES ***
