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Abstract of the contribution: The following contribution proposes a solution for the key issue on the exposure of the group identifiers in the MBMS subchannel control messages.
1 Introduction 

The following contribution proposes a solution for the key issue on the exposure of the group identifiers described in a companion contribution. The solution is based on the introduction of a call session-specific pseudonym to be used instead of the MCPTT Group ID in the MBMS subchannel control messages. The pseudonym can be generated and distributed by the MCPTT server during the call setup procedure.

2 Proposal

It is proposed to approve the changes below for inclusion in TR 33.880.
3 pCR 

***
BEGIN CHANGES
***

	Note to the rapporteur: All this text is new. The referred requirement is introduced in a companion contribution. The referred solution is introduced in a companion contribution.


7.4.X
Solution #4.X : Concealment of group identifiers using session specific pseudonyms

7.4.X.1
Overview
The solution is based on the introduction of a call session-specific pseudonym to be used instead of the MCPTT Group ID in the MBMS subchannel control messages. The pseudonym can be generated and distributed by the MCPTT server during the call setup procedure.
7.4.X.2
Motivating security requirements 
The solution addresses security requirement [MCSEC-3.Z-1].
7.4.X.3
Solution description
The pseudonyms are call session specific. The pseudonym is generated and distributed during the call setup procedures described in TS 23.179 clause 10.6.2.4.1.1 [2]. The generation of the pseudonyms could be left entirely to the MCPTT server or could be defined based on information available during the call setup. 

One possible scenario could be the following. Upon the reception of a group call request, the MCPTT server generates a pseudonym and distributes it to the active group members and the initiating MCPTT client. Figure 7.4.X.3-1 highlights the required additional steps in the call setup procedures.
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Figure 7.4.X.3-1: Generation and distribution of the MCPTT Group pseudonym on the originating side
Another option would be to provide the pseudonym to Partner MCPTT servers as well so that the pseudonym gets possibly distributed to the MCPTT clients of the affiliated MCPTT users. In this options the group call setup procedures are modified as shown in Figure 7.4.X.3-2 and Figure 7.4.X.3-3
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Figure 7.4.X.3-2: Generation and distribution of the MCPTT Group pseudonym on the originating side
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Figure 7.4.X.3-3: Distribution of the MCPTT Group pseudonym on the terminating side
7.4.X.4
Evaluation against requirements 
The solution satisfies the motivating security requirement. Compared to solution #4.Y, the current solution has better security properties since pseudonyms could be randomly changed in each session. Even within the same session, different pseudonyms could be used depending on how many participating functions (PFs) are involved.

Within an MCPTT server, the PF is the logical function that serves the clients and applies user specific handling on the calls. Each PF can also own a specific MBMS bearer and send media and floor control messages via its own bearer. In addition, each PF can be in a different MCPTT provider or an MCPTT provider can own several PFs (e.g. when the MCPTT provider serves a large number of users).
***
END OF CHANGES
***
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