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Abstract of the contribution: The following contribution proposes a new key issue on MBMS subchannel control message protection.
1 Introduction 

The issue related to the protection of MBMS subchannel control message was raised in an LS from CT1 in the previous meeting (S3-161926). During the same meeting, a security analysis was provided in a discussion contribution (S3-161862) and a protection mechanism was proposed and agreed (S3-161998) for release 13. It was then pointed out that the issue needs to be properly addressed in release 14. As this issue was never documented during the study phase of release 13, it is proposed to add a related key issue based on the analysis provided in S3-161926.
2 Proposal

It is proposed to approve the following changes for inclusion in TR 33.880.
3 pCR 

***
BEGIN CHANGES
***

	Note to the rapporteur: This is to be added to the reference clause.


[i]
3GPP TS 24.380: " Mission Critical Push To Talk (MCPTT) media plane control; Protocol specification".

***
NEXT CHANGE
***

	Note to the rapporteur: All this text is new.


5.4.X
Key Issue #3.X: MBMS subchannel control message protection

5.4.X.1
Issue details

When MBMS is used, the MCPTT Server generates MBMS subchannel control messages as described in clause 4.2.3 of TS 24.380 [i]. These messages together with the RTP media packets and floor control messages are distributed over MBMS bearers. The MBMS subchannel control messages are for example used to signal to MCPTT UEs participating in a group call when to switch from unicast to multicast bearer or vice versa. The format and type of MBMS subchannel control messages is described in clause 8.4 of TS 24.380 [i].

Currently, only two types of MBMS subchannel control messages are specified, namely the Map Group to Bearer and the Unmap Group to Bearer messages. The former is used to signal to MCPTT clients when to move from unicast to MBMS bearer while the latter signals the move in the other direction.

An MBMS bearer is uniquely identified by a Temporary Mobile Group Identity (TMGI) and defines a pool of resources on which media packets and floor control messages for different ongoing group call sessions can be distributed in parallel. With each MBMS bearer, a general purpose subchannel is associated. This subchannel is accessible to any UE within the service area of the MBMS bearer and is used in particular for the distribution of the MBMS subchannel control messages.

5.4.X.2
Security threats

The MBMS subchannel control messages contain sensitive information such as the MCPTT Group ID. In TS 33.179 [3] clause 9.3.2, MCPTT Group IDs are classified as sensitive information to which confidentiality protection may be applied. In this particular case, an unauthorized UE within the service area of an active MBMS bearer can listen on the general purpose subchannel and gain knowledge about the presence in high or low number of agents belonging to a particular public organization (e.g. police). Such real time knowledge can be exploited for criminal activities.

A skilful attacker with radio capabilities (e.g. fake eNB) can construct and broadcast fake MBMS subchannel control messages in order to deceive MCPTT clients causing them for example to start receiving and rendering the media and floor control messages via the MBMS bearer while no data is actually being distributed. The attacker most likely won’t be able to make MCPTT clients blindly switch to MBMS bearers thus disrupting the ongoing session in what could be considered as a denial of service attack. In fact, depending on the implementation, the MCPTT client would probably detect that there is no or fake data on the MBMS bearer. Nevertheless, the MCPTT UE has to go to the extent of allocating and using some of the radio and processing resources before detecting that the messages were fake.

5.4.X.3
Potential security requirements

[MCSEC-3.X-1]
The Mission Critical Service shall provide means to support confidentiality and integrity protection for the MBMS subchannel control messages.

***
END OF CHANGES
***
