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[bookmark: _Toc453940678]3	Definitions, symbols and abbreviations
[bookmark: _Toc453940679]3.1	Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [1], in TS 33.102 [4] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1]. 
Access Security Management Entity: entity which receives the top-level keys in an access network from the HSS. For E-UTRAN access networks, the role of the ASME is assumed by the MME
Activation of security context: the process of taking into use a security context. 
Authentication data: Data that is part of a security context or of authentication vectors. 
BEST: Battery Efficient Security service for Cellular IoT
BEST Capable UE: A UE that is enabled for the BEST service
Chaining of KeNB: derivation of a new KeNB from another KeNB (i.e., at cell handover)
Current EPS security context: The security context which has been activated most recently. Note that a current EPS security context originating from either a mapped or native EPS security context may exist simultaneously with a native non-current EPS security context.
ECM-CONNECTED state: This is as defined in TS 23.401 [2]. The term ECM-CONNECTED state corresponds to the term EMM-CONNECTED mode used in TS 24.301 [9].
ECM-IDLE state: As defined in TS 23.401 [2]. The term ECM-IDLE state corresponds to the term EMM-IDLE mode used in TS 24.301 [9].
Enterprise Key: A secret key shared by the Enterprise Application Server and the UE for application in the BEST service.
EPS-Authentication Vector: KASME, RAND, AUTN, XRES
EPS security context: A state that is established locally at the UE and a serving network domain. At both ends "EPS security context data" is stored, that consists of the EPS NAS security context, and the EPS AS security context.
NOTE 1:	An EPS security context has type "mapped", "full native" or "partial native". Its state can either be "current" or "non-current". A context can be of one type only and be in one state at a time. The state of a particular context type can change over time. A partial native context can be transformed into a full native. No other type transformations are possible.  
EPS AS security context: the cryptographic keys at AS level with their identifiers, the Next Hop parameter NH, the Next Hop Chaining Counter parameter NCC used for next hop access key derivation, the identifiers of the selected AS level cryptographic algorithms, counters used for replay protection and SCG Counter used as freshness input into S-KeNB derivations. Note that the EPS AS security context only exists when cryptographically protected radio bearers are established and is otherwise void.
NOTE 2: NH and NCC need to be stored also at the MME during connected mode.
EPS AS Secondary Cell security context: This context consists of the cryptographic keys for SeNB (KUPenc), the identifier of the selected AS SC level cryptographic algorithm and counters used for replay protection. 
EPS NAS security context: This context consists of KASME with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. In particular, separate pairs of NAS COUNT values are used for each EPS NAS security contexts, respectively. The distinction between native and mapped EPS security contexts also applies to EPS NAS security contexts. The EPS NAS security context is called "full" if it additionally contains the keys KNASint and KNASenc and the identifiers of the selected NAS integrity and encryption algorithms.
Extended User Plane protection: Within the context of TS 33.401 the extended user plane protection means the activation of a BEST secure session.
Full native EPS security context: A native EPS security context for which the EPS NAS security context is full according to the above definition. A full native EPS security context is either in state "current" or state "non-current".
Forward security: In the context of KeNB key derivation, forward security refers to the property that, for an eNB with knowledge of a KeNB, shared with a UE, it shall be computationally infeasible to predict any future KeNB, that will be used between the same UE and another eNB. More specifically, n hop forward security refers to the property that an eNB is unable to compute keys that will be used between a UE and another eNB to which the UE is connected after n or more handovers (n=1 or 2). 
Legacy security context: A security context which has been established according to TS 33.102 [4].
Mapped security context: Security context created by converting the current security context in the source system to a security context for the target system in inter-system mobility, e.g., UMTS keys created from EPS keys. The EPS NAS security context of a mapped security context is full and current.
Native EPS security context: An EPS security context whose KASME was created by a run of EPS AKA. 
Non-current EPS security context: A native EPS security context that is not the current one. A non-current EPS security context may be stored along with a current EPS security context in the UE and the MME. A non-current EPS security context does not contain an EPS AS security context. A non-current EPS security context is either of type "full native" or of type "partial native". 
Partial native EPS security context: A partial native EPS security context consists of KASME with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values, which are initially set to zero before the first NAS SMC procedure for this security context. A partial native EPS security context is created by an EPS AKA, for which no corresponding successful NAS SMC has been run. A partial native context is always in state "non-current".
Re-derivation of NAS keys: derivation of new NAS keys from the same KASME but including different algorithms (and no freshness parameter)
Refresh of KeNB: derivation of a new KeNB from the same KASME and including a freshness parameter
Re-keying of KeNB: derivation of a new KeNB from a new KASME in ECM-CONNECTED (i.e., . to activate a partial native EPS security context, or to re-activate a non-current full EPS security context)
Re-keying of NAS keys: derivation of new NAS keys from a new KASME 
UE security capabilities: The set of identifiers corresponding to the ciphering and integrity algorithms implemented in the UE. This includes capabilities for EPS AS and NAS, and includes capabilities for UTRAN and GERAN if these access types are supported by the UE.
UE EPS security capabilities: The UE security capabilities for EPS AS and NAS. 
UE-to-HSE: UE to Home  Security Endpoint 
UE-to-EAS: UE to Enterprise Application Server
User plane: Within the context of TS 33.401, this means the data path between UE and Serving Gateway that does NOT go via the MME. 
(User) Data via MME: User Data sent to or from the UE that uses an RRC connection established using the Control Plane CIoT EPS optimisation specified in TS 23.401[2].
IOPS-capable eNB: an eNB that has the capability of IOPS mode operation, which provides local IP connectivity and Public Safety services to IOPS-enabled UEs via a Local EPC when the eNB has lost backhaul to the Macro EPC or it has no backhaul to the Macro EPC.
IOPS network: an IOPS network consists of one or more eNBs operating in IOPS mode and connected to a Local EPC.
Local EPC: a Local EPC is an entity which provides functionality that eNBs in IOPS mode of operation use, instead of the Macro EPC, in order to support Public Safety services.
Macro EPC: the EPC which serves an eNB when it is not in IOPS mode of operation.
Nomadic EPS: a deployable system which has the capability to provide radio access (via deployable IOPS-capable eNB(s)), local IP connectivity and Public Safety services to IOPS-enabled UEs in the absence of normal EPS.IOPS-enabled UE: is an UE that is configured to use networks operating in IOPS mode.
**** End of Second Change ****

**** Third Change ****
[bookmark: _Toc453940681]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AES	Advanced Encryption Standard
AK	Anonymity Key
AKA	Authentication and Key Agreement
AMF	Authentication Management Field
AN	Access Network
AS	Access Stratum
AUTN	Authentication token
AV	Authentication Vector
ASME	Access Security Management Entity
Cell-ID	Cell Identity as used in TS 36.331 [21]
CK	Cipher Key
CKSN	Cipher Key Sequence Number
C-RNTI	Cell RNTI as used in TS 36.331 [21]
CRL	Certificate Revocation List
DeNB	Donor eNB
DoS	Denial of Service
DSCP	Differentiated Services Code Point
EARFCN-DL	E-UTRA Absolute Radio Frequency Channel Number-Down Link
EAS	Enterprise Application Server
ECM	EPS Connection Management
EEA	EPS Encryption Algorithm
EIA	EPS Integrity Algorithm
eKSI	Key Set Identifier in E-UTRAN 
EMM	EPS Mobility Management
eNB	Evolved Node-B
EPC	Evolved Packet Core
EPS	Evolved Packet System
EPS-AV	EPS authentication vector
E-UTRAN	Evolved UTRAN
GERAN	GSM EDGE Radio Access Network
GUTI	Globally Unique Temporary Identity
HE	Home Environment
HFN	Hyper Frame Number
HO	Hand Over
HSS	Home Subscriber Server
HSE	HPLMN Security Endpoint
IK	Integrity Key
IKE	Internet Key Exchange
IMEI	International Mobile Station Equipment Identity
IMEISV	International Mobile Station Equipment Identity and Software Version number
IMSI	International Mobile Subscriber Identity
IOPS	Isolated E-UTRAN Operation for Public Safety
IRAT	Inter-Radio Access Technology
ISR	Idle Mode Signaling Reduction
KDF	Key Derivation Function
KSI	Key Set Identifier
LWIP	LTE WLAN RAN Level Integration using IPSec
LSB	Least Significant Bit
LSM	Limited Service Mode
LWA	LTE-WLAN Aggregation
MAC-I	Message Authentication Code for Integrity (terminology of TS36.323 [12])
MACT	Message Authentication Code T used in AES CMAC calculation 
MeNB	Master eNB
ME	Mobile Equipment
MME	Mobility Management Entity
MME-RN	MME serving the RN
MS	Mobile Station
MSC	Mobile Switching Center
MSIN	Mobile Station Identification Number
NAS	Non Access Stratum
NAS-MAC	Message Authentication Code for NAS for Integrity (called MAC in TS24.301 [9]) 
NASDVM	Non Access Stratum - Data via MME
NCC	Next hop Chaining Counter
NH	Next Hop
OCSP	Online Certificate Status Protocol
OTA	Over-The-Air (update of UICCs)
PCI	Physical Cell Identity as used in TS 36.331 [21]
PDCP	Packet Data Convergence Protocol
PLMN	Public Land Mobile Network
PRNG	Pseudo Random Number Generator
PSK	Pre-shared Key
P-TMSI	Packet- Temporary Mobile Subscriber Identity
RAND	RANDom number
RAU	Routing Area Update
RN	Relay Node
RRC	Radio Resource Control 
SCG	Secondary Cell Group
SEG	Security Gateway
SGSN	Serving GPRS Support Node
SIM	Subscriber Identity Module
SMC	Security Mode Command 
SeNB	Secondary eNB
SN	Serving Network
SN id	Serving Network identity
SQN	Sequence Number
SRB	Source Route Bridge
SRVCC	Single Radio Voice Call Continuity
S-TMSI	S-Temporary Mobile Subscriber Identity
TAI	Tracking Area Identity
TAU	Tracking Area Update
UE	User Equipment
UEA	UMTS Encryption Algorithm
UIA	UMTS Integrity Algorithm
UICC	Universal Integrated Circuit Card
UMTS	Universal Mobile Telecommunication System
UP	User Plane
USIM	Universal Subscriber Identity Module
UTRAN	Universal Terrestrial Radio Access Network
WT	WLAN Termination as used in TS 36.300 [30]
XRES	Expected Response 
**** End of Third Change ****

**** Fourth Change ****
X	Security Procedures for Battery Efficient Security for Low Throughput Devices (BEST)
X.1	Introduction
This clause defines elements, protocols and procedures that enable battery efficient security for low throughput devices such as MTC devices.  The security is between the UE and either an element in the home network (the HSE) or an element in the enterprise domain (the EAS). The design is modular and extensible so that it can be used to satify a wide range of use cases.
The following services are defined:
- BEST key agreement only service – This service is a battery efficient service for key agreement between a BEST complient UE and a BEST server.
- BEST user plane security service – This service is a battery efficient integrity and confidentially protected user plane service for low throughput devices that is easily extensible. This service includes the key agreement and includes security over small data over NAS User Plane.

X.2	BEST Framework Service Description
X.2.1	Architecture


Figure X.2.1-1: The architecture of the extended user plane protection service
The BEST service requires the following components:
· Home Security Environment (HSE) – This is the termination point in the home network that performs the following functions:
· Terminating the signalling plane for BEST between the UE and the HSE
· Terminating the secure communication for BEST between the UE and the HSE if UE-to-HSE security is selected.
· Routing the user plane traffic for BEST between the UE and the Enterprise Application Server (EAS) if UE-to-EAS security is selected.
· End to Middle Key Server (EMKS) – This is an optional key server element that manages the key communication with the HSS (for quintets) and stores keys to reduce loading on the HSE and HSS. The EMKS has interfaces to the HSS (S6g) and the HSE (S6f’).
The BEST service requires the following interfaces:
· S6f between the HSS and the HSE
· S6g between the HSS and EMKS
· S6f between the EMKS and the HSE

X.3	Generic Procedures between the UE and the HSE
X.3.1	Overview of BEST procedures
Once a data session exists, the BEST service can be initiated by either the UE or the HSE.  It is upto the UE as to when it establishes the data session that is used for BEST.
The following procedures are supported depending on whether the HSE is providing a key agreement only service, a user plane security service or both:
Table X.3.1-1: Procedure support by UE and HSE verses type of service
	Procedure
	key agreement only service
	user plane security service
	key agreement and user plane security service

	UE initiated BEST session
	required
	required
	required

	HSE initiated BEST session
	required
	required
	Required

	UE terminate BEST session
	required
	required
	Required

	HSE terminate BEST session
	required
	required
	Required

	UE Manage BEST Keys
	required
	required
	Required

	HSE Manage BEST Keys
	required
	required
	Required

	UE Manage BEST UP session
	optional
	required
	Required

	HSE Manage BEST UP session
	optional
	required
	Required



These procedures and resulting messages, are designed so that they may be delivered over different transport protocols.  The End to Middle Secured Data Protocol (EMSDP) is defined in this document for communication between the UE and the HSE.  If BEST is supported, it is madatory for the UE and HSE to support EMSDP, optionally other protocols may be supported.
As the HSE is connected both to the UE and to the Enterprise service, it acts as the master for the BEST messages.  In this context, the UE can initiate procedures by requesting that the HSE performs an action.

X.3.2	UE initiated BEST-session
Before a BEST session is started the UE shall setup a PDP session capable of transporting UP data.  It is up to the UE to decide whether this occurs at switch on or at a later time.
If the UE has valid BEST keys from a previous session, then the UE shall use these keys to protect the data in the initial message as detailed in Table X.3.2-1.
If the UE does not have valid BEST keys, then the UE shall send the data in the intial message without integrity or confidentially protection.
The UE shall send an initial message to the HSE using the protocol chosen by the UE.
The following information shall be sent in the initial message in the order shown:
Table X.3.2-1: Data to be transferred from the EU to the HSE in the initial message
	Data Name
	Data Size
	Content specified in
	Manditory / Conditional / Optional
	Integrity Protected
	Confidentiality protected

	IMSI 
	10 bytes
	
	C (see note 1)
	Yes
	No

	Session ID
	
	
	C (see note 2)
	Yes
	No

	BEST Configuration Capabilities
	
	
	M
	Yes
	Yes (see note 3)

	BEST service
	1 byte
	
	M
	Yes
	Yes (see note 3)

	Target Enterprise Information
	
	
	C (see note 4)
	Yes
	Yes (see note 3)

	Message MAC (see note 5)
	
	
	
	No
	No

	
	Note 1: Only present  when no valid session ID or session keys exist.
Note 2: Present when there is a valid session ID with valid session keys available.
Note 3: Only protected if confidentiality protection is allowed in the current session.
Note 4: Only present when the BEST user plane security service is being used.
Note 5: Only present if there is no message MAC available in the protocol used.



The UE shall either send BEST messages to the HSE IP address based on provisioning in the UE or the UE will send messages without an IP address (for instance using non-IP PDN data type as defined in section 4.3.17.8 of 3GPP TS 23.401[2]).  In this case, the HSE IP address is determined by the PDN Gateway based on the APN being used.
The HSE responds to the UE with an initial response message


A BEST-session can only be started by the HSE in the HE. A BEST-capable UE can request the HSE to start a BEST-session. The procedure is shown in figure 17.3.1-1.


Figure 17.3.1-1: Request and start of BEST-session 
In the request, the UE shall use the "Start EMSDP session request" command to request the setup of a new BEST session. In this command it shall set the Enterprise TLV field to the configured value. It shall set the UE-to-EAS flag to 1 to request a UE-to-EAS secure connection and to 0 to request a UE-to-HSE secure connection.
The HSE responds with the "Start new EMSDP session" command. The HSE sets the HSE Identity to its own identity. If new keys shall be derived, the HSE includes a RAND and AUTN as specified in 3GPP TS 24.008 [41]. To start a UE-to-EAS BEST session, the HSE sets the UE-to-EAS flag to 1 and includes an EAS container if one is received from the EAS.
Note 1: The HSE decides whether or not to start a UE-to-EAS BEST session, although it will only do so if the UE has indicated UE-to-EAS capabilities. The HSE may decide based on configuration, local regulations, resources available, operator settings, etc.
17.3.2	HSE initiated BEST-session
An HSE that initiates a BEST-session sends the Start EMSDP session command as detailed in 17.3.1.
17.3.3	UE initiated termination of BEST-session
To terminate the a BEST session, the UE sends the "Terminate EMSDP session request" command to the HSE. The HSE reponds with the "Terminate EMDSP session" command to the UE.


Figure 17.3.3-1: UE Initiated terminated of BEST-session
17.3.4	HSE initiated termination of BEST-session
To terminate a BEST-session, the HSE sends the "Terminate EMSDP-session" command to the UE. 
17.3.5	UE initiated BEST-key refresh procedure
The UE can request a new AKA run for the BEST keys by sending the "Manage EMSDP keys request" command to the HSE. The HSE may respond with the "Manage EMSDP Keys" command. The HSE includes a fresh AUTN and RAND. If the BEST session is a UE-to-EAS session, the HSE sets the UE-to-EAS flag to 1 and includes a new EAS Container. The HSE sets the UE-to-EAS flag to 0 for UE-to-HSE sessions.


Figure 17.3.5-1: UE Initiated key refresh request
17.3.6	HSE initiated BEST-key refresh procedure
The HSE can trigger a new key derivation by sending the "Manage EMSDP Keys" command. The HSE includes a fresh AUTN and RAND. If the BEST session is a UE-to-EAS session, the HSE sets the UE-to-EAS flag to 1 and includes a new EAS Container. The HSE sets the UE-to-EAS flag to 0 for UE-to-HSE sessions.
17.3.7	UE initiated BEST-session modification request
The UE can request the modification of an existing BEST-session between a UE-to-HSE and a UE-to-EAS session. In order to do so, the UE sends a "Modify EMSDP session request" command to the HSE. The UE sets the UE-to-EAS flag to 0 to modify an existing session to a BEST UE-to-HSE session. The UE sets the UE-to-EAS to 1 to modify an existing session to a BEST UE-to-EAS session.


Figure 17.3.7-1: UE initiated BEST-session modification request
The HSE shall respond with a "Modify EMSDP-session" command or a "Request rejected" command.
If the HSE sends a "Modify EMSDP-session" command it shall contain the elemements as described in 17.3.8.
In the case the UE requests a modification from one type to the same type (i.e. from UE-to-HSE to UE-to-HSE), the HSE may either accept or reject the request modification.
17.3.8	HSE initiated BEST-session modification request
The HSE can modify an existing BEST-session by sending the "Modify EMSDP-session" command to the UE. This command will contain the following, based on the current session:
-	To modify a BEST UE-to-HSE session to a UE-to-EAS session, the HSE set UE-to-EAS flag equal to 1 and includes a new EAS Container.
-	To modify a BEST UE-to-EAS session to a UE-to-HSE session, the HSE sets the "UE-to-EAS" flag to 0 and provides no EAS container. 
17.4	Procedures between the HSE and the Enterprise Application Server
17.4.1	Signalling between the HSE and the EAS
The signaling format between the HSE and the EAS is left up to the operator to agree with the enterprise. Reasonable choices are to use an XML-message or for example JSON-RPC.
17.4.2	HSE initiated start of UE-to-HSE session
The HSE informs the EAS of a UE-to-HSE session by means of a "UE-to-HSE Session Started".
This command contains:
-	The identity of the UE. This may be the IMSI or MSISDN
The EAS responds with a "UE-to-EAS Session Accepted" message.
This command contains:
-	No command options.
Upon succesfull completion of the procedure between the HSE and the UE, the HSE sends a "Start UE-to-EAS Session" command which contains:
-	The identity of the UE
The EAS replies with a "UE-to-HSE Session Started" message. 
17.4.3	HSE initiated start of UE-to-EAS session
The HSE informs the EAS of a UE-to-EAS session by means of a "UE-to-EAS Session Started".
This command contains:
-	The identity of the UE. This may be the IMSI or MSISDN
-	The E2E intermediate (KInt_E2E)  key
The EAS responds with a "UE-to-EAS Session Accepted" message.
This command contains:
-	The enterprise container
Upon succesfull completion of the procedure between the HSE and the UE, the HSE sends a "Start UE-to-EAS Session" command which contains:
-	The identity of the UE
The EAS replies with a "UE-to-EAS Session Started" message.
17.4.4	EAS initiated start of UE-to-HSE or UE-to-EAS session
The EAS informs the HSE of the requirement to start a UE-to-EAS session by means of a "UE-to-EAS Session Requested by EAS". By sending this message, the EAS triggers the procedures detailed in 17.4.2 and 17.4.3.
This command contains:
-	The identity of the UE. This maybe the IMSI or MSISDN or another identifier agreed between EAS and HSE.
-	A UE-to-EAS flag set to 0 if UE-to-HSE is requested and set to 1 if UE-to-EAS is requested
The HSE replies with:
-	"UE-to-HSE Session Started", according to 17.4.2 if UE-to-EAS is not allowed
-	"UE-to-HSE Session Started", according to 17.4.3 if UE-to-EAS is allowed
-	"UE not found" if the identifiers cannot be found.
17.4.5	HSE initiated key refresh of UE-to-EAS session
The HSE informs the EAS of key refresh for an UE-to-EAS session by means of a "UE-to-EAS Session Key Refresh" message. 
This command contains:
-	The identity of the session
The EAS shall respond with the "UE-to-EAS Key Refresh Accepted" command, which contains:
-	The Enterprise Container.
Upon succesfull key agreement with the UE, the HSE shall respond to the EAS by means of a "UE-to-EAS Keys Refreshed".
This command contains:
-	The identity of the UE. This may be the IMSI or MSISDN
-	The E2E intermediate (KInt_E2E)  key
Upon reception of this message, the HSE shall derive the new keys and use the newly derived keys for any communication to and from the UE.
17.4.6	EAS initiated key refresh of UE-to-EAS session
The EAS can trigger a key refresh by means of the "UE-to-EAS Key Refresh" command.
This command contains:
-	The identity of the session
The HSE replies with:
-	The "UE-to-EAS Session Key Refresh" command if key refresh is permitted by the network
-	The "UE-to-EAS Session Key Refresh Denied" if the key refresh is not permitted by the network
17.4.7	EAS initiated key refresh of UE-to-HSE session
The EAS can trigger a key refresh by means of the "UE-to-HSE Key Refresh" command.
This command contains:
-	The identity of the session
The HSE replies with:
-	The "UE-to-HSE Session Key Refreshed" successful if key refresh was successfully performed by the network.
-	The "UE-to-HSE Session Key Not Refresh" if the key refresh was unsuccessful.
17.5	Starting a BEST service session
17.5.1	UE initiated BEST session
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Figure 17.5.1-1 UE initiated BEST session startup flow diagram
Once the data session is live (following the BEST service discovery procedure), if there is no current session running and typically when the UE has some data to transfer, the UE checks the key status and the BEST container received from the BEST service discovery procedure and does the following:
- If the BEST service is not activated in the BEST container then the session shall not be started.
- If the UE determines that the key needs to be re-agreed then the UE sends a "Start EMSDP session request" command through the SGI PtP tunnel (This is described in detail in clause 6.8.2.8) with the key id set to "00", Session id set to "00..00", no encryption and the MAC set to "00..00".
- If the UE determines that the key does not need to be re-agreed then the UE sends a "Start EMSDP session request" command with the indicated key and algorithms.  The HSE may trigger a key re-agreement if it chooses to do so.
On reception of the "Start EMSDP session request" command from the UE via the PDN gateway, the HSE checks the security of the message, the UE's subscription, the BEST service status for the location of the UE and the validity of the BEST service keys and carries out one of the following:
- If the HSE determines that the key does not need to be re-agreed then the HSE sends a "Start new EMSDP session" command with the indicated key, encrypted and integrity protected as indicated in the service discovery.  This message has one HSE Identity TLV containing the identity of the HSE and a Key agreement TLV with its length set to 00 and no AUTN IE or RAND IE.
- If the new keys need to be agreed for the BEST service, then the HSE includes one HSE Identity TLV containing the identity of the HSE and the Key Agreement TLV in the "Start new EMSDP session" command.  The Key Agreement TLV has the RAND and AUTN of the authentication vector to be used, in the RAND IE and AUTN IE.
On reception of the "Start new EMSDP session" command in the UE, the BEST session is considered setup and user plane messages are allowed to be sent.

17.5.2	HSE initiated BEST session
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Figure 17.5.2-1 HSE initiated BEST session startup flow diagram
Once the data session is live (following the BEST service discovery procedure), if there is no current session running and typically when the HSE has some data to transfer, the HSE checks the UE's subscription, the BEST service status for the location of the UE and the validity of the BEST service keys and carries out one of the following:
-	If the HSE determines that the key does not need to be re-agreed then the HSE sends a "Start new EMSDP session" command with the indicated key, encrypted and integrity protected as indicated in the service discovery.  This message has one HSE Identity TLV containing the identity of the HSE and a Key agreement TLV with its length set to 00 and no AUTN IE or RAND IE.
-	If the new keys need to be agreed for the BEST service, then the HSE includes one HSE Identity TLV containing the identity of the HSE and the Key Agreement TLV in the "Start new EMSDP session" command.  The Key Agreement TLV has the RAND and AUTN of the authentication vector to be used, in the RAND IE and AUTN IE.
On reception of the "Start new EMSDP session" command in the UE, the BEST session is considered setup and user plane messages are allowed to be sent.
17.5.3	Resuming a BEST session following a power cycle at the UE or a re-attach
If the new session required is not set and the other BEST parameters in the HSE BEST IE are identical to the previous agreed HSE BEST IE, the UE may continue a previously started session by using the security details of the last agreed session.
Storage of keys is described in clause 17.7 "Key Handling"
17.5.4	BEST service session operation
Once a BEST session is setup, boith signalling messages and user plan messages can be sent and received between the UE and the HSE secured by the agreed security mechanisms via the PDN gateway.
17.5.5	Ending a BEST service session
The HSE or the UE can end a BEST session by sending a Terminate EMSDP request command.  This may be due to a request to do so by the enterprise or the user or due to an error condition.
17.6	Key Management
17.6.1	Key Agreement and Refreshing
17.6.1.1	Key setup messaging between HSE and UE
New keys are agreed either at the start of a BEST session or as required due to key aging or counter thresholds being met.  Key agreement is based on the 3GPP AKA mechanism detailed in TS 33.102 [4] and the AKA challenge is transported between the HSE and the UE in any of the following EMSDP commands:
-  Start new EMSDP session EMSDP command from the HSE as part of a new session being setup by the HSE.
-	Manage new EMSDP Keys EMSDP command from the HSE as a result of key aging or counter thresholds being met.
Once in a session, a UE can request new keys by sending a Manage EMSDP Keys request or command to the HSE. The way a session modification is handled is described in 17.5.1.2.
Figure 17.6.1.1-1 shows the key agreement process
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Figure 17.6.1.1-1 BEST key agreement process
The Key agreement steps are:
1.	Start EMSDP session request or Manage EMSDP Keys request command over the Air interface / core network interfaces. – The UE sends the a "Start EMSDP session request" command through a SGI PtP tunnel between the UE and the P-GW to set up a new BEST session. If the UE is already in a session and wants to renegotiate the keys it sends a or Manage EMSDP Keys request command secured with the current keys to the PDN gateway through the SGI PtP tunnel.
2.	Start EMSDP session request command or Manage EMSDP Keys request command over the SGi interface.  –The "Start EMSDP session request" or Manage EMSDP Keys request command is forwarded to the HSE using the SGi interface.
3.	Keys required? - the HSE checks to see if there are valid keys with valid counter values available in the HSE for that UE then the following is checked:
-	If the "Start EMSDP session request " has the correct counter value, is correctly encrypted and is correctly integrity protected then the HSE sends a "Start new EMSDP session" – use current keyset, to the UE correctly encrypted, integrity protected and with a correct counter to the UE (step 6).
-	If the "Start EMSDP session request" is not integrity protected or has any of the security parameters wrong (against the information the HSE has) and there are new authentication vectors available in the HSE for that UE, then the HSE goes to step 6 and uses one of the available unused authentication vectors.
-	If the "Start EMSDP session request " is not integrity protected or has any of the security parameters wrong (against the information the HSE has) and there are no authentication vectors available in the HSE for that UE and the HSE has a direct connection to the HSS, then the HSE goes to step 4.
-	If the "Start EMSDP session request " is not integrity protected or has any of the security parameters wrong (against the information the HSE has) and there are no authentication vectors available in the HSE for that UE and the HSE has an indirect connection to the HSS via a EMKS, then the HSE goes to step a.
4. Authentication-Information-Request over S6f interface – The HSE uses the S6f interface to the HSS to request one or more authentication vectors using the UE IMSI.  These vectors will be specific to the BEST service.  The IMSI of the UE is the IMSI passed in the accounting request (Start) for that UE when the SGi interface was setup.
5. Authentication-Information-Answer over S6f interface – The HSS uses the S6f interface to the HSE to return the requested authentication vectors.  These vectors are specific to the BEST service. 
a. Authentication-Information-Request over the S6f’ interface – Where an EMKS is used, the HSE uses the S6f’ interface to the EMKS to request an authentication vector using the UE IMSI.  These vectors will be specific to the BEST service.  The IMSI of the UE is the IMSI passed in the accounting request (Start) for that UE when the SGi interface was setup.
b. Authentication-Information-Request over the S6g interface – The EMKS uses the S6g interface to the HSS to request one or more authentication vectors using the UE IMSI.  These vectors will be specific to the BEST service.  
c. Authentication-Information-Answer over the S6g interface – The HSS uses the S6g interface to the EMKS to return the requested authentication vectors.  These vectors may be stored on the EMKS for later use.  
d. Authentication-Information-Answer over the S6f’ interface – The EMKS uses the S6f’ interface to the HSE to return the requested authentication vector.
6. Calculate HSE Keys -  The HSE calculates the KE2Menc key using the BEST key derivation mechanism, CK, IK, a HSE id and the key id with the Algorithm id set to "BEST encryption Key". The HSE calculates the KE2Mint key using the BEST key derivation mechanism, CK, IK, a HSE id and the key id with the Algorithm id set to "BEST integrity Key". The HSE calculates the (KInt_E2E)  key using the BEST key derivation mechanism, CK, IK, a HSE id and the key id with the Algorithm id set to "BEST end2end Intermediate Key".
Note: the calculation of the KInt_E2E  may be omitted if no UE-to-EAS session is to be set up.
7. The HSE sends a "UE-to-EAS Session Request" to the EAS over the new-1 interface – The HSE uses the new-1 interface to the EAS to inform the Enterprise Server of the new UE-to-EAS session request and forwards the intermediate E2E key (KInt_E2E)  to the Enterprise Server.
8. The Enterprise Server sends a "UE-to-EAS Session Accept" to the HSE with an EAS container – The Enterprise Server replies with the Enterprise service container to be send to the UE.
9. Start new EMSDP session command over the SGi interface -  The HSE sends a "Start new EMSDP session" command to the PDN Gateway using the SGi interface as follows:
-	If the new keys need to be agreed for the BEST service, then the HSE includes the Key Agreement TLV in the "Start new EMSDP session" command.  The Key Agreement TLV has the RAND and AUTN of the authentication vector used in the RAND IE and AUTN IE. 
- If a UE-to-EAS session is to be set up, the HSE sets the UE-to-EAS flag to 1 and includes the EAS container that was obtained from the EAS.
10. Start new EMSDP session command over the Air interface / core network interface -  The PDN Gateway sends a "Start new EMSDP session " command to the UE using the core network and air interfaces.
11. Calculate UE Keys - On successful reception of the "Start new EMSDP session " command, the UE checks the AKA challenge as detailed in 3GPP TS 33.102 [4] and if it is valid, calculates the AKA response CK and IK.  Unlike the normal AKA challenge/response, the AKA response in not sent to the HSE. The UE calculates the UE-to-HSE keys as follows:
-	KE2Menc key using the BEST key derivation mechanism, CK, IK, a HSE id and the key id with the Algorithm id set to "BEST encryption Key". The UE calculates the KE2Mint key using the BEST key derivation mechanism, CK, IK, a HSE id and the key id with the Algorithm id set to "BEST integrity Key".  The UE may choose to calculate one or a set of KE2Menc and KE2Mint key values depending on its optimal power strategy.  Each key id refers to a pair of KE2Menc and KE2Mint key values. The UE calculates the (KInt_E2E)  key using the BEST key derivation mechanism, CK, IK, a HSE id and the key id with the Algorithm id set to " BEST end2end Intermediate Key".
	The UE calculates the UE-to-EAS keys as follows:
	The UE calculates the KE2Eenc key using the BEST key E2E derivation mechanism using the Enterprise key, optional additional information from the EAS container, the BEST end-to-end Intermediate Key (KInt_E2E) and the Algorithm ID set to "BEST e2e encryption key" and the UE calculates the KE2Eenc key using the BEST key E2E derivation mechanism using the Enterprise key, optional additional information from the Enterprise container,  the BEST end2end Intermediate Key (KInt_E2E) and the Algorithm ID set to "BEST e2e integrity key (KE2Eenc)".
	NOTE: The UE may omit the calculation of the UE-to-EAS keys if UE-to-HSE is selected
12. Calculate E2E Keys - The Enterprise Server calculates the KE2Eenc key using the BEST key E2E derivation mechanism using the Enterpise key and optional additional information, the BEST end-to-end Intermediate Key (KInt_E2E) and the Algorithm ID set to "BEST e2e encryption key". The Enterprise Server calculates the KE2Eenc key using the BEST key E2E derivation mechanism using the Enterprise key and optional additional information from the Enterprise container,  the BEST end2end Intermediate Key (KInt_E2E) and the Algorithm ID set to "BEST e2e integrity key (KE2Eenc)".
17.6.1.2	Usage of Keys
For UE-to-HSE BEST sessions, the following keys shall be used:
-	The KE2Menc shall be used by the UE and the HSE for the encryption of the user plane and the signalling plane, according to the agreed encryption algorithm.
-	The KE2Mint shall be used by the UE and the HSE for the integrity protection of the user plane and the signaling plane according to the agreed integrity protection algorithm.
For UE-to-EAS BEST sessions, the following keys shall be used:
-	The KE2Menc shall be used by the UE and the HSE for the encryption of the signalling plane, according to the agreed encryption algorithm.
-	The KE2Mint shall be used by the UE and the HSE for the integrity protection of the signaling plane according to the agreed integrity protection algorithm.
-	The KE2Eenc shall be used by the UE and the EAS for the encryption of the user plane, according to the agreed encryption algorithm.
-	The KE2Eint shall be used by the UE and the EAS for the integrity protection of the user plane according to the agreed integrity protection algorithm.
17.6.1.3	Key Setup for BEST session modification
The modification of a BEST UE-to-EAS session to a BEST UE-to-HSE session does not require any new calculations of keys.
The modification of a BEST UE-to-HSE session to a BEST UE-to-EAS session requires new keys to be calculated when no EAS keys are available in the EAS. Before sending the EMSDP Modification command the HSE does the following:
-	Checks with the EAS whether it has keys in storage
-	If not, obtains a EAS container from the EAS and forwards this to the UE in the EMSDP Modification command.
17.6.2	BEST Key Hierarchy
17.6.2.1	Introduction
This clause describes the key hierarchies for BEST for the following options:
	-	Best Key Hierarchy in case a separate BEST domain is used.
17.6.2.2	BEST Key Hierarchy for Separate BEST Domain


Figure 17.6.2.2-1: Key Hierarchy for Separate BEST Domain 
17.6.3	BEST Key Handling
Editor’s Note: This section should describe the key handling of BEST keys for different UE modes, such as idle and off.  For example, whether keys (and if so, which keys) are to be stored when the UE is turned off.
**** End of Fourth Change ****

**** Fifth Change ****
A.19 Derivation of BEST Keys
A.19.1	BEST key derivation for separate BEST Domain
A.19.1.1	Derivation of UE-to-HSE keys
The following input string is used when the UE and the HSE derive the BEST keys KE2Menc or KE2Mint from CK, IK:
-	FC = 0x60,
-	P0 = HSE id,
-	L0 = length of HSE id (i.e. 0x00 0x03),
-	P1 = SQN  AK
-	L1 = length of    (i.e. 0x00 0x06) 
-	P2 = algorithm id
-	L2 = length of algorithm id (i.e. 0x00 0x01)
Table A.19.1.1-1: Algorithm type distinguishers
	Algorithm distinguisher
	Value

	BEST encryption key (KE2Menc)
	0x01

	BEST integrity Key (KE2Mint)
	0x02

	BEST end2end Intermediate Key (KInt_E2E)
	0x03



The input key shall be equal to the concatenation CK || IK of CK and IK.
A.19.1.2	Derivation of UE-to-EAS keys
The following input string is used when the UE and the EAS derive the BEST keys a KE2Eenc or KE2Eint from KInt_E2E.:
-	FC = 0x61,
-	P0 = Enterprise Application Server id,
-	L0 = length of Enterprise Application Server id (i.e. 0x00 0x03),
-	P1 = algorithm id
-	L1 = length of algorithm id (i.e. 0x00 0x01)
-	P2 = RAND
-	L2 = length of rand (0 if no rand found in the Enterprise container)
Note: The RAND in this derivation is the one provided by inside the EAS container. If no RAND is provided, it should be set to zero (0..0).
Table A.19.1.2-1: Algorithm type distinguishers
	Algorithm distinguisher
	Value

	BEST e2e encryption key (KE2Eenc)
	0x01

	BEST e2e integrity Key (KE2Eint)
	0x02



The input key shall be equal to the concatenation KInt_E2E || Enterprise_Key of KInt_E2E  and Enterprise_Key. When the Enterprise container specifies no Enterprise key, the Enterprse_Key shall be set to zero (0..0).
Note: The Enterprise_Key provisioning is outside the scope of 3GPP.
**** End of Fifth Change ****

**** Sixth Change ****

Annex X (normative): End to Middle Secured Data Protocol (EMSDP)
X.1	Introduction
The EMSDP protocol is used for the BEST service. This protocol runs between the UE and the HSE and has been optimised for efficient, secure transfer of both user plane and signalling plane data.
X.2	EMSDP Protocol Description
X.2.1	Data Stack
Figure X.2.1-1 shows the data stack for the EMSDP transfers (based on 3GPP TS 23.401 [2]) for data transfer between the HSE and the UE.
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Figure X.2.1-1: data stack for the EMSDP transfers
The UE selects the non-IP PDN data type as defined in section 4.3.17.8 of 3GPP TS 23.401[2]. The PDN GW adds the IP and UDP layers for the communication with the HSE.
The dashed box indicates that for UE-to-EAS BEST sessions, the HSE may forward the EMSDP user plane unmodified to the EAS over the New-1 interface. The signalling plane always terminates in the HSE.
Note: It is up to the operator to decide the protocol between the HSE and the EAS. For example, an operator may agree to use XML over the New-1 interface. In that case, the HSE will have to encapsulate the user data in an agreed XML message.
X.2.2	EMSDP general structure
This clause details a type 01 signalling plane EMSDP message and a type 01 user plane EMSDP message.
Figure X.2.2-1 shows the general structure of the EMSDP type 01 message:
	Signalling Plane type 01 message:

	UP / SP Flag
	Key ID
	SP COUNTER 
	Session ID
	EMSDP Command
	Cmd Options
	MAC

	1 bit
	4 bits
	Note 4
	Note 1
Note 2
	Note 1
Note 2
Note 3
	Note 2
Note 3
	Note 1
Note 3

	User Plane type 01 message:

	UP / SP Flag
	Key ID
	UP COUNTER
	Session ID
	Data Length
	Data
	MAC

	1 bit
	4 bits
	Note 4
	Note 1
Note 2
	Note 1
Note 2
Note 3
	Note 2
Note 3
	Note 1
Note 3



Note 1: The length of these fields is indicated in the BEST service discovery from the HSE.
Note 2: These fields are included in the integrity protection calculation.
Note 3: These fields are encrypted when encryption is used.  When encrypted these fields are replaced by the encrypted output.
Note 4: The length of this field is as defined in the BEST Counter Scheme being used.
Figure X.2.2-1: data stack for the EMSDP transfers
UP / SP Flag: 	This is a 1 bit field that when set means that the data packet is a User Plane message and when clear means that the message is a signalling plane message.
Key ID:	This is a 4 bit field that indicates the key being used for encryption and Integrity protection.
SP COUNTER:	This is a counter used for signalling plain data packets that is incremented every data packet.  It is used to protect data packets against replay and its length is set based on the counter scheme indicated in the BEST service discovery (minimum length is 3 bits).  There are separate counter values for UE to HSE and HSE to UE.
UP COUNTER:	This is a counter used for user plain data packets that is incremented every data packet.  It is used to protect data packets against replay and its length is set based on the counter scheme indicated in the BEST service discovery (minimum length is 3 bits). There are separate counter values for UE to HSE and HSE to UE.
Session ID:	This indicates the identifier for the current session.  The value is assigned by the HSE.  For signalling messages sent outside of a session, the Session ID shall be all 0's.  Its length is the value set in the BEST service discovery.
EMSDP Command:	This is a 1 byte field that contains the signalling command.  The defined commands are detailed below.
Cmd Options:	This is a TLV container that contains TLV elements that detail the options for the EMSDP command. The defined options TLVs are detailed below.
MAC:	This contains the truncated integrity result for this data packet calculated using the agreed integrity algorithm. Its length is set in the BEST service discovery.
Data length:	This holds the length of the following data in this data packet. Its length is set in the BEST service discovery.
Data:	This is the data being transferred.
X.2.3	EMSDP Counter Schemes
X.2.3.1	Optimised EMSDP counter scheme
The optimised EMSDP counter scheme has a 3 bit counter length followed by the counter value.  This allows the counter length to be changed on a per message basis.  The 3 bits are used to indicate the number of octets the counter is on, the value "000" is reserved for future use.  So for instance:
Counter value "1" is represented as "001 00000001"
Counter value "257" is represented as "010 00000001 00000001"
The optimised EMSDP counter scheme is defined as scheme 01.
X.2.4	EMSDP Integrity protection
The integrity protection algorithm to be used and the length of the MAC is indicated in the BEST service discovery.
Integrity protection is mandatory for all signalling plane and user plan data packets except for the following signalling plane commands when no valid keyset is agreed between the UE and HSE:
-	a Start EMSDP session request originating from the UE or the HSE.  For this command the MAC shall not be present.
-	a Start EMSDP session response originating from the HSE. For this command the MAC shall be set to "0…0".
For all other signalling plane and user plane data packets the MAC shall be computed as follows:
First the following fields are calculated (where needed for the chosen algorithm):
INPUT-I	set to the Data Packet Counter Value expanded and right padded with 0's to a fixed size of 4 bytes.
COUNT-C	set to the Data Packet Counter Value expanded and right padded with 0's to a fixed size of 4 bytes
M (GSM)	set to the length of Message in bytes. It is coded on 2 bytes.
LENGTH 	set to the length of Message in bytes. It is coded on 2 bytes.
MESSAGE	the fields marked for integrity protection in figure 6.8.2.4.3.1: "data stack for the EMSDP transfers" concatenated in the order they appear in the data packet.
M (LTE)	the fields marked for integrity protection in figure 6.8.2.4.3.1: "data stack for the EMSDP transfers" concatenated in the order they appear in the data packet.
DIRECTION	The DIRECTION bit shall be "0" for UE to HSE data packets and set to "1" for HSE to UE data packets.
BEARER	For signalling data packets this shall be set to "00000" and for user plane data packets this shall be set to "10101"
FRAMETYPE	For signalling data packets this shall be set to "00" and for user plane data packets this shall be set to "AA".
KI128	This is the agreed integrity key value truncated to the lowest 128 bits.
IK	This is the agreed integrity key value truncated to the lowest 128 bits.
If GIA4 is indicated in the HSE BEST protocol ID element, then the algorithm specified in 3GPP TS 55.241 [42] shall be used to generate the MAC value.  If the MAC length indicated in the BEST service discovery is less than the length of the MAC produced by the GIA4 function, then the MAC shall be truncated to the correct size from the right.
If GIA5 is indicated in the HSE BEST protocol ID element, then the algorithm specified in 3GPP TS 55.251 [43] shall be used to generate the MAC value. If the MAC length indicated in the BEST service discovery is less than the length of the MAC produced by the GIA5 function, then the MAC shall be truncated to the correct size from the right.
If UIA1 is indicated in the HSE BEST protocol ID element, then the algorithm specified in 3GPP TS 35.205 [44] shall be used to generate the MAC-I value.  The MAC shall be set to the MAC-I truncated to the correct size from the right.
If UIA2 is indicated in the HSE BEST protocol ID element, then the algorithm specified in 3GPP TS 35.215 [14] shall be used to generate the MAC-I value.  The MAC shall be set to the MAC-I truncated to the correct size from the right.
If 128-EIA1 is indicated in the HSE BEST protocol ID element, then the algorithm specified in 3GPP TS 35.401 [45] shall be used to generate the MAC-I value.  The MAC shall be set to the MAC-I truncated to the correct size from the right.
If 128-EIA2 is indicated in the HSE BEST protocol ID element, then the algorithm specified in 3GPP TS 35.401 [45] shall be used to generate the MAC-I value.  The MAC shall be set to the MAC-I truncated to the correct size from the right.
If 128-EIA3 is indicated in the HSE BEST protocol ID element, then the algorithm specified in 3GPP TS 35.221 [33] shall be used to generate the MAC-I value.  The MAC shall be set to the calculated MAC-I value truncated to the correct size from the right.
X.2.5	EMSDP Encryption
The encryption protection algorithm to be used is indicated in the BEST service discovery.  If EEA0 is indicated then the data packet shall not be encrypted.
Encryption is mandatory for all signalling plane and user plan data packets when an encryption algorithm is indicated in the BEST service discovery, except for the following signalling plane commands when no valid keyset is agreed between the UE and HSE:
-	a Start EMSDP session request originating from the UE or the HSE
-	a Start EMSDP session response originating from the HSE
For all other data packets the following encryption shall be applied the fields indicated in figure X.2.1-1: "data stack for the EMSDP transfers" to be encrypted.
First the following are computed (where relevant for the algorithm being used):
INPUT-I	set to the Data Packet Counter Value expanded and right padded with 0's to a fixed size of 4 bytes.
COUNT-C	set to the Data Packet Counter Value expanded and right padded with 0's to a fixed size of 4 bytes
M (GSM)	set to the length of Message in bytes. It is coded on 2 bytes.
LENGTH 	set to the length of Message in bytes. It is coded on 2 bytes.
MESSAGE	the fields marked for encryption protection in figure 6.8.2.4.3.1: "data stack for the EMSDP transfers" concatenated in the order they appear in the data packet.
M (LTE)	the fields marked for encryption protection in figure 6.8.2.4.3.1: "data stack for the EMSDP transfers" concatenated in the order they appear in the data packet.
DIRECTION	The DIRECTION bit shall be "0" for UE to HSE data packets and set to "1" for HSE to UE data packets.
BEARER	For signalling data packets this shall be set to "00000" and for user plane data packets this shall be set to "10101"
FRAMETYPE	For signalling data packets this shall be set to "00" and for user plane data packets this shall be set to "AA".
KI128	This is the agreed encryption key value truncated to the lowest 128 bits.
CK	This is the agreed encryption key value truncated to the lowest 128 bits.
If GEA4 is indicated in the HSE BEST protocol ID element, then the algorithm specified in 3GPP TS 55.241 [42] shall be used to generate the OUTPUT value. The OUTPUT value replaces the fields that are encrypted in the data packet.
If GEA5 is indicated in the HSE BEST protocol ID element, then the algorithm specified in 3GPP TS 55.251 [43] shall be used to generate the OUTPUT value. The OUTPUT value replaces the fields that are encrypted in the data packet.
If UEA1 is indicated in the HSE BEST protocol ID element, then the algorithm specified in 3GPP TS 35.205 [44] shall be used to generate the OBS value.  The OBS value replaces the fields that are encrypted in the data packet.
If UEA2 is indicated in the HSE BEST protocol ID element, then the algorithm specified in 3GPP TS 35.215 [14] shall be used to generate the OBS value.  The OBS value replaces the fields that are encrypted in the data packet.
If 128-EEA1 is indicated in the HSE BEST protocol ID element, then the algorithm specified in 3GPP TS 35.401 [45] shall be used to generate the OBS value.  The OBS value replaces the fields that are encrypted in the data packet.
If 128-EEA2 is indicated in the HSE BEST protocol ID element, then the algorithm specified in 3GPP TS 35.401 [45] shall be used to generate the OBS value.  The OBS value replaces the fields that are encrypted in the data packet.
If 128-EEA3 is indicated in the HSE BEST protocol ID element, then the algorithm specified in 3GPP TS 35.221 [33] shall be used to generate the OBS value.  The OBS value replaces the fields that are encrypted in the data packet.
X.2.6	EMSDP Commands
X.2.6.1	Overview
The following EMSDP commands are proposed Table X.2.6.1-1:
Table X.2.6.1-1: EMSDP commands
	Code (Hex)
	Command

	10
	Start EMSDP session request

	11
	Start new EMSDP session 

	30
	Terminate EMSDP session request

	31
	Terminate EMSDP session response

	40
	Manage EMSDP Keys request

	41
	Manage EMSDP Keys response

	50
	Modify EMSDP session request

	51
	Modify EMSDP session response

	60
	Request Rejected



X.2.6.1.1		Start EMSDP session request
The Start EMSDP session request command is used by the UE to trigger a new BEST session from the HSE.
The cmd options for the Start EMSDP session request command are as follows:
Table X.2.6.1.1-1: Start EMSDP session request command options
	Name
	M / C / O

	IMSI TLV
	M

	BEST UE configuration TLV
	M

	Enterprise Setup Information Element TLV
	M



IMSI TLV: This is a TLV that contains the IMSI as follows:
Table X.2.6.1.1-2: IMSI TLV
	Name
	Size
	M / C / O
	Value

	IMSI TLV Tag
	1 byte
	M
	01

	Length
	1 byte
	M
	Length of IMSI value (X)

	IMSI value 
	X bytes
	M
	according to TS 24.008 [x].



BEST configuration TLV: This is a TLV that contains the BEST configuration details for the UE as follows:
Table X.2.6.1.1-3: BEST UE configuration TLV
	Bit 8
	Bit 7
	Bit 6
	Bit 5
	Bit 4
	Bit 3
	Bit 2
	Bit 1

	BEST UE configuration TLV Tag = '02'

	Length of Best protocol ID contents = x bytes

	BEST release supported by the UE
	BEST counter schemes supported by the UE - BEST optimised counter scheme
	Reserved for future use (set to 000)

	BEST protocols supported - type 01 signalling plane EMSDP message
	Reserved for future use (set to 000)
	BEST protocols supported - type 01 user plane EMSDP message
	Reserved for future use (set to 000)

	Support for user data push to UE
	BEST encryption algorithm GEA4 supported
	BEST encryption algorithm GEA5 supported
	BEST encryption algorithm UEA1 supported
	BEST encryption algorithm UEA2 supported
	BEST encryption algorithm EEA0 supported
	BEST encryption algorithm 128-EEA1 supported
	BEST encryption algorithm 128-EEA2 supported

	BEST encryption algorithm 128-EEA3 supported
	BEST integrity algorithm GIA4 supported
	BEST integrity algorithm GIA5 supported
	BEST integrity algorithm UIA1 supported
	BEST integrity algorithm UIA2 supported
	BEST integrity algorithm    128-EIA1 supported
	BEST integrity algorithm    128-EIA2 supported
	BEST integrity algorithm    128-EIA3 supported



· BEST release supported by the UE – an indicator the release of the BEST solution that the UE has been designed to.  If no release is indicated this means that the BEST service is not supported.  This shall be a 4 bit field where "0000" = Rel.14 and "0001" to "1111" are RFU,
· BEST protocols supported – 1 octet where each bit is used to indicate a BEST signalling protocol that is supported from the following list: type 01 signalling plane EMSDP message and type 01 user plane EMSDP message.  All other values are reserved for future use.
· BEST encryption algorithms supported by the UE – a flag for each supported algorithm.  A further optimisation for this would be to assume that all algorithms indicated in the UE network capability information element are supported for the BEST service (currently GEA4, GEA5, UEA1, UEA2, EEA0, 128-EEA1, 128-EEA2 and 128-EEA3).
· BEST integrity algorithms supported by the UE – a flag for each supported algorithm.  A further optimisation for this would be to assume that all algorithms indicated in the UE network capability information element are supported for the BEST service (currently GIA4, GIA5, UIA1, UIA2, 128-EIA1, 128-EIA2 and 128-EIA3).
· BEST counter schemes supported by the UE – a flag for each supported scheme.  Currently only one scheme is being proposed, the optimised counter scheme, but other optimisations may be proposed in the future.
· Support for user data push to UE – a flag to indicate whether the UE supports user data pushed to the UE without a request for user data from the UE.

Enterprise Setup Information Element TLV: This is a TLV element that contains information from the UE that is used by the HSE to setup the HSE to enterprise connection as follows:
Table X.2.6.1.1-4: Enterprise Setup Information Element TLV
	Name
	Size
	M / C / O
	Value

	Enterprise Setup Information Element TLV Tag
	1 byte
	M
	03

	Length
	1 byte
	M
	Length of IMSI value (X+1)

	UE-to-EAS flag
	1 byte
	M
	

	Enterprise URL
	X bytes
	O
	



*** Update required here ***
UE-to-EAS flag: If set to 0 it indicates that the UE requests a UE-to-HSE BEST secure session. It set to 0 it means that the UE requests a UE-to-HSE BEST secure session.

Response:
If the HSE agrees to setup the session, it shall respond with a Start new EMSDP session command.
If the HSE does not agree to setup a BEST session, it shall respond with a Request Rejected command.  This command may include the reason that the request has been rejected.

X.2.6.1.2		Start new EMSDP session
The Start new EMSDP session response command is used by the HSE to setup a new BEST session.  This message can be sent in response to a start EMSDP session request command from the UE or as an initial message from the HSE.
On recept of this command the UE shall validate the RAND and AUTN combination and if they are valid the UE shall generate the session keys for the EMSDP messages and any additional keys as requested in the Key Agreement TLV.
The Start new EMSDP session response command has the following cmd options:
Table X.2.6.1.2-1: Start new EMSDP session command options
	Name
	M / C / O

	HSE Identity TLV
	M

	BEST HSE configuration TLV
	M

	Key agreement TLV
	M



HSE Identity TLV: this contains a 4 octet numeric identifier for the HSE.  This should be unique to the HSE being used within the home network. It is formatted as follows:
Table X.2.6.1.2-2: HSE Identity TLV
	Name
	Size
	M / C / O
	Value

	HSE Identity Tag
	1 byte
	M
	04

	Length
	1 byte
	M
	Length of HSE Identity (4)

	HSE Identity
	4 bytes
	M
	4 octet numeric identifier for the HSE



Table X.2.6.1.1-3: BEST UE configuration TLV
	8
	7
	6
	5
	4
	3
	2
	1

	BEST HSE configuration TLV Tag = '05'

	Length of Best protocol ID contents = x bytes

	BEST Service Activated
	BEST encryption algorithm GEA4 to be used
	BEST encryption algorithm GEA5 to be used
	BEST encryption algorithm UEA1 to be used
	BEST encryption algorithm UEA2 to be used
	BEST encryption algorithm EEA0 to be used
	BEST encryption algorithm 128-EEA1 to be used
	BEST encryption algorithm 128-EEA2 to be used

	BEST signalling plane protocol identifier

	BEST user plane protocol identifier

	BEST encryption algorithm 128-EEA3 to be used
	BEST integrity algorithm GIA4 to be used
	BEST integrity algorithm GIA5 to be used
	BEST integrity algorithm UIA1 to be used
	BEST integrity algorithm UIA2 to be used
	BEST integrity algorithm    128-EIA1 to be used
	BEST integrity algorithm    128-EIA2 to be used
	BEST integrity algorithm    128-EIA3 to be used

	Reserved for future use (set to 000)
	Local BEST configuration management allowed
	EMSDP session ID length

	Reserved for future use (set to 00)
	New session required
	EMSDP MAC length
	Size of EMSDP Data Length



· BEST Service Activated – a bit flag that when set instructs the UE to use the BEST service and when clear instructs the UE not to use the BEST service,
· BEST signalling plane protocol identifier – 1 octet that is used to determine the BEST signalling protocol to be used from the following list (only one shall be indicated): 01 = type 01 signalling plane EMSDP message. All other values are reserved for future use.
· BEST user plane protocol identifier – 1 octet that is used to determine the BEST signalling protocol to be used from the following list (only one shall be indicated): 01 = type 01 user plane EMSDP message. All other values are reserved for future use.
· BEST encryption algorithm to be used – 1 octet that is used to define which of the following algorithms to use for encryption: GEA0, GEA4, GEA5, UEA0, UEA1, UEA2, EEA0, 128-EEA1, 128-EEA2 and 128-EEA3. Only one algorithm from this list shall be indicated.  If the Visited network indicated that BEST encryption is restricted, then the HSE shall indicate EEA0.
· BEST integrity algorithm to be used – 1 octet that is used to define which one of the following algorithms to use for integrity:GIA4, GIA5, UIA1, UIA2, 128-EIA1, 128-EIA2 and 128-EIA3). Only one algorithm from this list shall be indicated.
· BEST counter scheme to be used – a flag for each supported scheme.  4 bits that are used to define which one of the following counter schemes to use: "0001" = the optimised EMSDP counter scheme. All other values are reserved for future use. Only one counter scheme from this list is allowed to be indicated.
· Local BEST configuration management allowed – a flag to indicate that the software connected to the UE is allowed to manage the BEST service.
· EMSDP session ID length – 4 bits that indicates how many octets in the EMSDP data packet the EMSDP session ID will be on.
· New Session Required – 1 bit that indicates if a new session is required.  If this bit is set to 0 then the details agreed for the last session can be used and a new session is not required to be setup.
· EMSDP MAC length – 2 bits that indicates how many octets in the EMSDP data packet the integrity checksum (MAC) will be on, as follows: "00"=4 octets, "01"=8 octets, "10"=12 octets and "11"= 16 octets.  This value shall not be set to a size that is greater than MAC size produced by the chosen algorithm.
· Size of EMSDP Data Length – 4 bits that indicate how many octets are used for the EMSDP Data Length. "0000" is reserved for future use.
Any remaining bits are reserved for future use and are set to "0..0".
***  Add hash of request Config ***
Key agreement TLV: this contains the RAND IE and AUTN IE specified in 3GPP TS 24.008 [41] as follows:
Table X.2.6.1.2-2: Key Agreement TLV
	Name
	Size
	M / C / O
	Value

	Key Agreement TLV
	1 byte
	M
	TBD

	Length
	1 byte
	M
	1 or 36

	Additional Key Flags
	1 Byte
	M
	Additional Keys to be generated

	RAND IE
	17 bytes
	C
	See 10.5.3.1 in 3GPP TS 24.008 [41]

	AUTN IE
	18 bytes
	C
	See 10.5.3.1.1 in 3GPP TS 24.008 [41]



If the 'Length of the Key agreement' is set to 1 then this means use current keyset.  In this case the RAND IE and AUTN IE shall not be present.
The Additional Key flags are as follows:
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1



b8: 	1 = Generate 128bit K3rd_party local secret Key.
		0 = Do not generate 128bit K3rd_party local secret Key.
b7 to b1: RFU (set to 0).



UE-to-EAS flag: Indicates that the session will be a BEST UE-to-EAS session if set to 1. If set to zero or omitted, the BEST session will be a UE-to-HSE session.
Enterprise Container: [optional] a container that contains the provided information for the key E2E derivation for the UE as provided by EAS. The container may contain an identifier for the a private key to be used and optionally other values for key derivation, such as a RAND.
Note: The enterprise container may be omitted whenever the UE-to-EAS is not set or set to zero.
X.2.6.1.3		Terminate EMSDP session request
The Terminate EMSDP session request EMSDP command is used by either the UE or the HSE to terminate an existing EMSDP session.
This command has no cmd options.
X.2.6.1.4	Manage EMSDP Keys request
The Manage EMSDP Keys request EMSDP command is used by the HSE to negotiate new key material.
This command has no cmd options.
X.2.6.1.5		Manage new EMSDP Keys
The Manage EMSDP Keys response command is used by the HSE to agree new keys.
The Manage EMSDP Keys response command has the following cmd options:
Key agreement TLV: this contains the RAND IE and AUTN IE specified in 3GPP TS 24.008 [41] as detailed in table X.2.6.1.5-1:
Table X.2.6.1.5-1: Key Agreement TLV
	Name
	Size
	M / C / O
	Value

	Key Agreement TLV
	1 byte
	M
	TBD

	Length
	1 byte
	M
	35

	RAND IE
	17 bytes
	C
	See 10.5.3.1 in 3GPP TS 24.008 [41]

	AUTN IE
	18 bytes
	C
	See 10.5.3.1.1 in 3GPP TS 24.008 [41]



X.2.6.1.6	Modify EMSDP session request
The Modify EMSDP session request EMSDP command is used by the UE to request a modification of the EMSDP session.
The Modify EMSDP session request has the following command options:
UE-to-EAS: This contains a flag indicating whether the UE requests a session modification to a UE-to-EAS session (flag equal 1) or to a UE-to-HSE session (flag 0).
X.2.6.1.7		Modify EMSDP session response
The Modify EMSDP session response EMSDP command is used by the HSE to modify a EMSDP session from UE-to-HSE and UE-to-EAS and vice versa.
The Modify EMSDP session response command has the following cmd options:
UE-to-EAS: This contains a flag indicating whether the session is modified to a UE-to-EAS session (flag equal 1) or to a UE-to-HSE session (flag 0).
EAS Container: [optional] This contains the EAS container in case the UE-to-EAS flag is set to 1.
X.2.6.1.8		Request Rejected command
TheRequest Rejected command is used by the HSE to reject requests by the UE.
The Request Rejected command has one cmd option:
Command Rejected: The hex code of the command rejected.
**** End of Sixth Change ****

**** Seventh Change ****
Annex Y (informative): Structure of APN names for BEST
Y.1 Introduction
Due to regulatory requirements, operators may have to disable the best service for UEs roaming in their network. A simple, but effective method is rely on the MME capability to filter specific APNs. For that reason, a BEST APN structure is proposed in this section. Operators may agree on a different method in bilateral requirements.
Y.2 Structure of APN names for BEST
APNs that are used for the BEST service may reside in a specific subdomain of the operator. It is proposed to use the subdomain ‘best’ for this specific service.
Note 1: For example, if the operator uses operator.cc as a domain for APNs, the best servers should be in the domain ‘best.operator.cc’. So ‘apn.best.operator.cc’ would be an APN that is best capable..
**** End of Seventh Change ****

**** Eighth Change ****
Annex Z (normative): BEST Service Management









	
	
	
	
	
	
	
	

	

	

	

	
	
	

	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Figure Z.1-2: Definition of the UE BEST protocol ID element

In order to support regulatory requirements in certain countries (e.g. LI or where encryption is prohibited) then an MME that supports the BEST service may inspect the PCO provided by the UE in the PDN_CONNECTIVITY_REQUEST.  The MME may add a VISITED NETWORK BEST INDICATION container to the PCO with the following information:
· BEST encryption Restricted – A flag that indicates that encryption is not allowed through this visited network.

The HSE defines how the BEST service shall be setup in a BEST container within the protocol configuration options of a ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST.  
The following BEST service aspects shall be indicated in the protocol configuration options as detailed in figure Z.1-3 (based on the protocol block format for the protocol configuration options IE in 3GPP TS 24.008 [41]):

	8
	7
	6
	5
	4
	3
	2
	1

	Upper byte of PCO protocol ID = HSE BEST

	Lower byte of PCO protocol ID = HSE BEST

	Length of Best protocol ID contents

	BEST Service Activated
	BEST encryption algorithm GEA4 to be used
	BEST encryption algorithm GEA5 to be used
	BEST encryption algorithm UEA1 to be used
	BEST encryption algorithm UEA2 to be used
	BEST encryption algorithm EEA0 to be used
	BEST encryption algorithm 128-EEA1 to be used
	BEST encryption algorithm 128-EEA2 to be used

	BEST signalling plane protocol identifier

	BEST user plane protocol identifier

	BEST encryption algorithm 128-EEA3 to be used
	BEST integrity algorithm GIA4 to be used
	BEST integrity algorithm GIA5 to be used
	BEST integrity algorithm UIA1 to be used
	BEST integrity algorithm UIA2 to be used
	BEST integrity algorithm    128-EIA1 to be used
	BEST integrity algorithm    128-EIA2 to be used
	BEST integrity algorithm    128-EIA3 to be used

	Reserved for future use (set to 000)
	Local BEST configuration management allowed
	EMSDP session ID length

	Reserved for future use (set to 00)
	New session required
	EMSDP MAC length
	Size of EMSDP Data Length


Figure Z.1-3: Definition of the HSE BEST protocol ID element

· BEST Service Activated – a bit flag that when set instructs the UE to use the BEST service and when clear instructs the UE not to use the BEST service,
· BEST signalling plane protocol identifier – 1 octet that is used to determine the BEST signalling protocol to be used from the following list (only one shall be indicated): 01 = type 01 signalling plane EMSDP message. All other values are reserved for future use.
· BEST user plane protocol identifier – 1 octet that is used to determine the BEST signalling protocol to be used from the following list (only one shall be indicated): 01 = type 01 user plane EMSDP message. All other values are reserved for future use.
· BEST encryption algorithm to be used – 1 octet that is used to define which of the following algorithms to use for encryption: GEA0, GEA4, GEA5, UEA0, UEA1, UEA2, EEA0, 128-EEA1, 128-EEA2 and 128-EEA3. Only one algorithm from this list shall be indicated.  If the Visited network indicated that BEST encryption is restricted, then the HSE shall indicate EEA0.
· BEST integrity algorithm to be used – 1 octet that is used to define which one of the following algorithms to use for integrity:GIA4, GIA5, UIA1, UIA2, 128-EIA1, 128-EIA2 and 128-EIA3). Only one algorithm from this list shall be indicated.
· BEST counter scheme to be used – a flag for each supported scheme.  4 bits that are used to define which one of the following counter schemes to use: "0001" = the optimised EMSDP counter scheme. All other values are reserved for future use. Only one counter scheme from this list is allowed to be indicated.
· Local BEST configuration management allowed – a flag to indicate that the software connected to the UE is allowed to manage the BEST service.
· EMSDP session ID length – 4 bits that indicates how many octets in the EMSDP data packet the EMSDP session ID will be on.
· New Session Required – 1 bit that indicates if a new session is required.  If this bit is set to 0 then the details agreed for the last session can be used and a new session is not required to be setup.
· EMSDP MAC length – 2 bits that indicates how many octets in the EMSDP data packet the integrity checksum (MAC) will be on, as follows: "00"=4 octets, "01"=8 octets, "10"=12 octets and "11"= 16 octets.  This value shall not be set to a size that is greater than MAC size produced by the chosen algorithm.
· Size of EMSDP Data Length – 4 bits that indicate how many octets are used for the EMSDP Data Length. "0000" is reserved for future use.
Any remaining bits are reserved for future use and are set to "0..0".
In order to ensure that the visited networks encryption restriction is honoured by the HSE, an MME that has indicated BEST encryption is restricted, should inspect the BEST information element in the PCO within the start session response from the PGW and if it indicates an encryption algorithm that is not EEA0, the MME should reject the start session response.  It is the HSE's responsibility to send a corrected start session response. 
Z.2	Ability to Enable and Disable the BEST service
The HSE may allow the enterprise to manage the BEST service.  The service shall allow enable / disable of the BEST service down to an individual UE level. It is anticipated that the interface for the management of the BEST service between the enterprise and the HSE will be out of scope for 3GPP.  However it is expected that such an interface would have the following abilities:
· a mechanism that allows the service to be removed for a specific subscriber at the network end (probably re-using  a service provisioning service).
· the ability for the enterprise to enable / disable the E2M security service for one or many of their endpoints through communication with the operators CIoT interface.  (This may be because other security mechanisms are being used).
· The ability for the home network to disable the BEST service due to non-payment or security concerns.
If the BEST service parameters in the HSE change as a result of the management of the BEST service for a specific UE and the BEST service is not currently active with that UE then the changes shall take effect the next BEST session.
If the BEST service parameters in the HSE change as a result of the management of the BEST service for a specific UE and the BEST service is currently active with that UE then the HSE shall end the current BEST session and where appropriate start a new BEST session using the new BEST service parameters.
The UE may allow the application connected to it to manage the BEST service if the Local BEST configuration management flag within the protocol configuration options of a ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST indicates this is allowed.
If the BEST service parameters in the UE change as a result of the management of the BEST service and the BEST service is not currently active then the changes shall take effect the next BEST session.
If the BEST service parameters in the UE change as a result of the management of the BEST service and the BEST service is currently active in that UE then the UE shall end the current BEST session and where appropriate start a new BEST session using the new BEST service parameters.
The UE may choose not to accept data that does not meet the defined security requirements.
When the BEST service is disabled the HSE and UE shall act as though the BEST service is not supported.
**** End of Eighth Change ****
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