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Abstract of the contribution: This contribution compares three proposed solutions from Intel, Nokia, and Huawei for Security of RRC messages for CIoT optimization

1. Introduction
This contribution attempts to compare three proposed solutions from Intel, Nokia, Huawei based on the documents made available to the NB-IoT task-force chaired by Nokia.  This comparison is intended to help SA3 select the right solution for security of RRC connection for CIoT Optimization in the next SA3 meeting.
. 

2. Discussion	
There has been three solutions proposed by Intel, Nokia, and Huawei.  Table 1.0 below provides a comparison summary of the proposed solutions against a number of metrics.
	
	MME Impact
	eNB impact
	UE Impact
	33.401 Key Derivation
	RRC protected or DL traffic use-case
	RRC protected or UL traffic use-case
	UE-eNB signalling overhead

	Nokia
	Yes
	Yes
	Yes
	No
	Yes
	No
	Yes (1*)

	Huawei
	Yes
	Yes
	Yes
	No
	Yes
	Yes
	No

	Intel
	Yes
	Yes
	Yes
	No
	Yes
	Yes
	No



Table 1.0 – Comparison Summary of Proposed Solutions for security of RRC messages for CIoT Optimization

2.1 Nokia Proposal

Nokia proposal uses existing AS Security Mode Command (SMC) procedure to establish partial AS security only for selected scenarios where there are more than single burst of Downlink data. Here are some observations about this proposal::
Observation 1*:  Incurs overhead resulting from SMC signalling.  However, it attempts to reduce SMC signalling overhead by selective integrity protection of RRC messages based on DL traffic use-cases.  This implies that MME has to implement a policy to determine whether or not RRC messages should be protected.  This policy may be difficult to configure in the network.
Observation 2: There will be UE and MME impact to use of SMC procedure to setup partial AS security.
Observation 3: There will be MME and eNB impact to transfer KeNB to eNB.
Observation 4:  There will be UE and eNB impact to use protected RRC messages w/o full AS security.
Observation 5:  RRC messages will be protected only for downlink data traffic use-case.

2.2 Huawei Proposal 
Huawei proposal uses the existing NAS integrity key (KNASint) to create authentication token to integrity protect RRC messages. Here are some observations about this proposal::
Observation 1:  No signalling overhead for all traffic scenarios.
Observation 2:   There will be MME impact to verify authentication token. 
Observation 3:   There will be eNB impact to transfer token over X2 and S1 interfaces.
Observation 4:   There will be UE impact to generate authentication token using Key KNASint.
Observation 5:   There will be UE and eNB impact to use protected RRC Connection Re-establishment w/o full AS security.
Observation 6:   There may be potential replay attack using authentication token.
Observation 7:  RRC messages will be protected only for downlink and uplink data traffic use-cases.


2.3. Intel Proposal 
Observation 1:  No signalling overhead for all traffic scenarios.
Observation 2:   There will be MME and eNB impact to select security algorithm used for integrity protection of RRC messages.
Observation 3:   There will be MME and eNB impact to transfer KeNB to eNB.
Observation 4:   There will be UE and MME impact to transfer selected security algorithm to UE via Attach-Accept.
Observation 5:  There will be UE and eNB impact to use protected RRC Connection Re-establishment w/o full AS security. 
Observation 6:  RRC messages will be protected only for downlink and uplink data traffic use-cases.


Conclusion 

